PARLIAMENT OF BARBADOS
Bridgetown

Report

of the

Joint Select Committee

on the

DATA PROTECTION BILL, 2019







PARLIAMENT
Bridgetown

REPORT OF
JOINT SELECT COMMITTEE
ONTHE
DATA PROTECTION BILL, 2019

Pursuant to a Resolution of the Honourable the Senate on Friday, 31* May, 2019 and the
concurrence of the Honourable the House of Assembly on Tuesday, 4™ June, 2019, a
Joint Select Committee (hereafter referred to as “the Committee”) was constituted to

debate and report on:-

A Bill to:-
(a) regulate the collection, keeping, processing, use and dissemination of personal data;
(b) protect the privacy of individuals in relation to their personal data; and

(c) provide for matters related to (a) and (b).

The following members were appointed to the Committee:-
Senator the Hon. Miss Kay S. McConney (Chairman)
Senator Damien R. Sands

Senator Rawdon I. H. Adams

Senator Miss Crystal N. Drakes

Senator Kevin J. Boyce

Senator Ms. Alphea M. Wiggins

Hon. Dale D. Marshall, Q.C., M.P.

Bishop Joseph I. S. Atherley, J.P., M.P.

Hon. Dwight G. Sutherland, M.P.

Hon. Ms. C. Sandra V. Husbands, M.P.

Mr. Neil G. H. Rowe, M.P.



The Terms of Reference of the Committee were as follows:-
To inquire into and determine whether the Bill as drafted effectively fulfils the expressed

objects of improving the protection of personal data.

To examine whether the Bill as drafted will upon effective implementation contribute to
an ethos of compliance with data protection; thereby promoting transparency and

accountability.

To make recommended changes, if deemed necessary, to the Bill as drafted for further

consideration by the Chief Parliamentary Counsel.

The Committee has the honour to report as follows:-
The Committee scheduled meetings for the following dates:- Monday, 24" June, 2019,
Wednesday, 26™ June, 2019, Monday, I*' July, 2019 and Monday 8" July, 2019.

The Minutes of the meetings are appended hereto and marked “B”, “C”, “D” and “E”

respectively and form part of this report.

Senator the Hon. Miss Kay S. McConney was elected Chairman of the Committee and

chaired the meetings of the Committee.

The Committee at its first meeting settled on the procedure which governed its
deliberations. It was determined that the deliberations of the second meeting as it related
to the oral presentations would be streamed via Parliament’s website. Thereafter, as it

related to the written submissions the meetings were closed to the public.

The agreed procedure that informed the Committee was for the Committee to receive the
oral presentations at the second meeting during the morning session on Wednesday, 26™
June, 2019. And in the afternoon, consideration was to be given to the written

submissions. Each presenter would be allotted ten (10) minutes for their presentation



followed by a fifteen (15) to twenty (20) minutes question and answer segment.

Subsequent written submissions were given consideration on Monday, 1% July, 2019.

The Committee determined that it would complete its work by Monday, 1** July, 2019

and be in a position to report to the Honourable the Senate and thereafter the Bill be

submitted to the Honourable the House of Assembly.

The Commitiee by public advertisement via the Government Information Service

requested oral or writien submissions on the Bill to be received by Thursday, 20™ June,
2019. The Committee however extended the deadline to Thursday, 27% June, 2019. The

following persons made oral presentations:

l.

Mr. Steve Clarke, Advisory Partner, Deloitte;

2. Mr. Chesterfield Coppin, E-Commerce Development Officer;
3. Ms. Cynthia Wiggins;

4,
5

Mr. S. Antonio Hollingsworth — Bajan Digital Creations Inc.; and

Mr. Bartlett Morgan — Senior Associate, LEX Caribbean

Written submissions were received from the following persons/organisations:

1.

Ms. Cynthia Wiggins;

2. Mr. S. Antonio Hollingsworth — Bajan Digital Creations Inc.;
3.
4, Ms. Shireen Flann (Board Member) and Mr. Steven Williams (President) —

Ms. Soledad Gonzdlez, Business Developer for Latin America — Quidgest;

Barbados ICT Professionals Association;

. Mr. Shannon Clarke;

5
6. Mr. Grenville Phillips II, President — Solutions Barbados;
7.
3
5

The Barbados Bankers Association Inc.;

. The Barbados Bar Association; and

. Mr. Devaron Bruce; and

10. Barbados Association of Medical Practitioners



These submissions are appended hereto and marked “F”, “G”, “H"”, “I", “J”, “K”, “L”

“M”, “N” and “0”, and form part of this report.

In addition to the written submissions, the Committee through the Clerk of Parliament
invited persons/organisations to make written submissions to the Committee. (See letters

appended “P”, “Q” and “R” respectively)

The Barbados Bankers Association Inc. and the Barbados Bar Association accepted the

invitation and submitted written submissions to the Committee for its consideration.

The reference in the Report to the amendments are to the old Bill at Appendix “A” and

those changes are consequently reflected in the new Bill at Appendix “S”.

Having given due consideration to the various submissions, the Committee agreed to the

following amendments to the Bill and reflected in the revised Bill:-

L. Amend the long title-“provide for provide for matters” should read “provide for
matters”.

2. Amend clause 2 to delete the reference to “Credit Reference Agency”.

3. Amend clause 4(7) to clarify the words “ensure the reliability” in respect of
employees.

4. The Committee agreed to amend clause 9(1)(a) and delete the words “written

consent” and substitute for the words “explicit consent”. The Committee also
agreed that a definition of “explicit consent” should be provided. A definition of
consent was included in clause 2 which will give clarity to use of the word
“consent’” throughout the Bill. The reference to “written consent’” was
deleted in clause 9(1)(a) and replaced with the word “consent”. “Consent” is
defined in clause 2 of the Bill.

5. Amend clause 15 and any other clause in the Bill to remove any reference to *“his
or her” and make any consequential amendment arising from such reference.

6. Amend clause 71 to empower the Commissioner to issue advice to data
processors and data controllers upon request. See clause 71 (m) where the words
“or person’ have been inserted which will include data controllers and data
processors as well as other persons who may require advice.
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10.

Amend clause 79(1)- “... requiring the data controller to furnishhim with ...”
should read “requiring the data controller to furnish him with ..."

References to the word “court” in the Bill should be clarified. See clause 2
definition of sensitive personal data, para. (k), clause 16(4), clause 17(2), clause
25(e), clause 38(1), clause 67(1)(a), clause 70(3), clause 73(2)(a), clause
82(1)(b),(2), clause 85(1), clause 88, clause 94(2)(a)(ii), clause 95(3),

Insert a clause on the liability of data controllers and data processors. See clause
93.

Insert a clause on the right of compensation. See clause 93.
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OBJECTS AND REASONS

This Bill would

(a) regulate the collection, keeping, processing, use and dissemination of
personal data;

(b) protect the privacy of individuals in relation to their personal data; and

c¢) provide for matters related to (a) and (b).



Arrangement of Sections

PART ]
PRELIMINARY
Short title
Interpretation
Application of Act
PART I

DATA PROTECTION PRINCIPLES

Principles relating to processing of personal data
Fairness of processing

Lawfulness of processing

Conditions for consent

Conditions applicable to child's consent

Processing of sensitive personal data
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11.

12.

13.

14.

15,

16.

17.

18.

19.

20.

21.

PART 1l1
RIGHTS OF A DATA SUBIJECT

Right of access

Right to rectification

Right to erasure

Right to restriction of processing

Notification regarding rectification or erasure of personal data or
restriction of processing of personal data

Right to data portability

Right to prevent processing likely to cause damage or distress
Right to prevent processing for purposes of direct marketing
Automated individual decision-making, including profiling

Information to be provided where personal data is collected from the data
subject

Information to be provided where personal data has not been obtained from
the data subject

Transparent information, communication and modalities for the exercise
of the rights of the data subject
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23.

24,

26.
27.

28.

29.

30.

31

32.

33.

34.

PART IV
TRANSFERS OF PERSONAL DATA OUTSIDE OF BARBADOS

General principle for transfers
Adequate level of protection
Appropriate safeguards
Binding corporate rules
Derogations

Non-compliance

Substantial public interest

PART V
EXEMPTIONS

References to subject information provisions and non-disclosure
provisions

National Security

Crime and taxation

Health, education and social work
Regulatory activity

Journalism, literature and art
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37.

38.

39,

40,

41.

42.

43.

44.

45.

46.

47,

48.

49,

50.

Research, history and statistics
Manual data held by public authorities

Information available to the public by or under enactment

Disclosures required by law or made in connection with legal proceedings

Parliamentary privilege

Legal professional privilege

Domestic purposes

Confidential references given by the data controller
Armed forces

Judicial appointments and honours
Appointments to public service

Corporate finance

Negotiations with data subject

Examinations

Powers to make further exemptions by Order

PART VI
DATA CONTROLLER AND DATA PROCESSOR

Data controllers must be registered
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52,
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.

68.

Register of Data Controllers

Notification of changes in respect of a data controller
Responsibility of the data controller

Data protection by design and by default

Data processors must be registered

Register of Data Processors

Notification of changes in respect of a data processor

Data Processor

Processing under the authority of the data controller or data processor
Records of processing activities

Cooperation with the Commissioner

Security of processing

Notification of a personal data breach to the Commissioner
Communication of a personal data breach to the data subject
Data protection impact assessment

Prior consultation

Designation of the data privacy officer

Position of the data privacy officer



69.

70.

71.

72.

73.

74.

76.

77.

78.

79.

80.

Duties and functions of a data privacy officer

PART VII
DATA PROTECTION COMMISSIONER

Data Protection Commissioner
Functions of Commissioner
Staff
Confidential information
Indemnity
Report
PART VIl

ENFORCEMENT

Enforcement notice

Cancetlation of enforcement notice
Request for assessment
Information notice

Special information notice

Determination by Commissioner as to the purposes of journalism or artistic

or literary purposes



82.
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84.

85.

86.

87.

88.
89.
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91.

92.

93.

%94,

Restriction on enforcement in case of processing for the purposes of
journalism or for artistic or literary purposes

Failure to comply with notice

Service of notice by Commissioner
Warrants

Execution of warrants

Matters exempt from inspection and seizure
Return of warrants

Obstruction of execution of a warrant

PART IX
DATA PROTECTION TRIBUNAL

Establishment of the Data Protection Tribunal
Right of appeal
Determination of appeals

PART X
MISCELLANEOUS

Unlawful obtaining of personal data

Administrative penalty
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96.

97.

98.

99.

Disclosure of information
Act binds Crown
Amendment of Schedule
Regulations
Commencement

SCHEDULE

Data Protection Tribunal






BARBADOS

A Bill entitled

AnActto

(a) regulate the collection, keeping, processing, use and dissemination of
personal data;

(b) protect the privacy of individuals in relation to their personal data; and
(c) provide for provide for matters related to (a) and (5).
ENACTED by the Parliament of Barbados as follows:
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PART 1
PRELIMINARY
Short title
1. This Act may be cited as the Dara Protection Act, 2019,
Interpretation
2. In this Act

“accessible public record” means any record that is kept by a public authority
and to which members of the public are given access;

“accessible record” means
{a) a health record;
(b) an educational record; or
(c) an accessible public record;

“biometric data” means personal data resulting from specific technical processing
relating to the physical, physiological or behavioural characteristics of an
individual, which allow or confirm the unique identification of that
individual;

“child” means a person who is under the age of 18 years;

“Commissioner” means the Data Protection Commissioner referred to in section
70;

“consent” in relation to a data subject means any freely given, specific, informed
and unambiguous indication of the data subject's wishes by which he, by a
statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him;
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“credit reference agency” means a person who carries on a business comprising
the furnishing of persons with information relevant to the financial standing
of individuals, being information collected by the agency for that purpose;

“data” means information that

(a) is being processed by means of equipment operating automatically in
response to instructions given for that purpose;

(b) is recorded with the intention that it should be processed by means of
such equipment;

(¢) isrecorded as part of a relevant filing system or with the intention that
it should form part of a relevant filing system;

(d) does not fall within paragraph (a), (b) or (¢) but forms part of an
accessible record; or

(e) does not fall within paragraph (a), (b), (¢} or (d} but is recorded
information held by a public authority;

“data controller” means

a) a person who alone, jointly or in common with others determines the
purposes for which, and the manner in which, any personal data is or
should be processed; or

(b) where personal data is processed only for the purpose for which the
data is required by or under an enactment to be processed, the person
on whom the obligation to process the data is imposed by or under an
enactment;

“data privacy officer” means a person designated as such pursuant to section 67;

“data processor” means any person, other than an employee of a data controller,
who processes personal data on behalf of the data controller;

“data subject™ means an individual who is the subject of personal data;
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“genetic data” means personal data relating to the inherited or acquired genetic
characteristics of an individual which gives unique information about the
physiology or the health of that individual and which result, in particular,
from an analysis of a biological sample from the individual,

“health care professional” includes a person who is registered under

(a)
(b)
(c)
(d)
(e)

the Medical Professions Act (Act 2011-1);

the Dental Registration Act, Cap. 367,

the Nurses Act, Cap. 372 or enrolled under that Act;
the Pharmacy Act, Cap. 372D; and

the Paramedical Professions Act, Cap. 372C;

*health record” means any record which

(@)

(b)

consists of information relating to the physical or mental condition of
an individual; and

has been made by or on behalf of a health care professional in
connection with the care of the individual;

“personal data” means data which relates to an individual who can be
identified

(@)
(b

from that data; or

from that data together with other information which is in the
possession of or is likely to come into the possession of the data
controller;

“personal data breach” means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access
to, personal data transmitted, stored or otherwise processed;
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“process” in relation to information or data, means to obtain, record or hold the
information or data or carry out any operation or set of operations on the
information or data, including the

(a) organization, adaptation or alteration of the information or data;
(b) retrieval, consultation or use of the information or data;

(c) disclosure of the information or data by transmission, dissemination or
otherwise making available; or

(d) alignment, combination, blocking, erasure or destruction of the
information or data;

“profiling” means any form of automated processing of personal data consisting
of the use of personal data to evaluate certain personal aspects relating to
an individual, in particular to analyse or predict aspects concerning that
individual's performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements;

“pseudonymisation” means the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject
without the use of additional information, provided that such additional
information is kept separately and is subject to technical and organisational
measures to ensure that the personal data is not attributed to an identified or
identifiable individual;

“public authority” means a public office or a ministry, department, agency, unit
other authority of the Government including a statutory body;

“recipient” means a person, public authority, agency or another body, to which
the personal data is disclosed but a public authority shall not be considered
a recipient where the personal data is received pursuant to an obligation
imposed by the any enactment;

“relevant filing system™ means any set of information relating to individuals to
the extent that although the information is not processed by means of
equipment operating automatically in response to instructions given for that
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purpose, the set is structured, either by reference to individuals or by
reference to criteria relating to individuals, in such a way that the specific
information relating to a particular individual is readily accessible;

“representative” means a representative of the data controller or data processor
who is not established in Barbados and is nominated pursuant to

(a) section 50(3) in respect of a data controller; or
(b) section 55(3) in respect of a data processor

and who represents that data controller or data processor with regard to their
obligations under this Act;

“restriction of processing of personal data” means marking of stored personal
data with the aim of limiting their processing in the future;

“sensitive personal data™ means personal data consisting of information on a data
subject’s

fa) racial or ethnic origin;

(b) political opinions;

fc) religious beliefs or other beliefs of a similar nature;
(d) membership of a political body;

fe) membership of a trade union;

() genetic data;

{g) biometric data;

(h) sexual orientation or sexual life;

(i) financial record or position;

(/) criminal record; or

k) proceedings for any offence committed or alleged to have been
committed by him, the disposal of such proceedings or the sentence of
any court in such proceedings;
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“trade union” has the meaning assigned to it by the Trade Unions Act,
Cap. 361,
“Tribunal™ means the Data Protection Tribunal established pursuant to section
90.
Application of Act
3.(1) This Act applies to

fa) the processing of personal data in the context of the activities of a data
controller or a data processor established in Barbados;

(b) the processing of personal data of data subjects in Barbados by a data
controller or a data processor not established in Barbados, where the
processing activities are related to the offering of goods or services to
data subjects in Barbados.

(2)  For the purposes of subsection (1) “established in Barbados” means
(a} an individual who is ordinarily resident in Barbados;

(b) abody, association or other entity incorporated, organised, registered
or otherwise formed under any enactment; or

fc) a person who does not fall within paragraph (a} or (b} but maintains in
Barbados an office, branch or agency through which he carries on any
activity related to the processing of personal data.
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PART Il

DATA PROTECTION PRINCIPLES

Principles relating to processing of personal data

4.1)

(2

(@)

(b)

(c)

(d)

@)

Personal data shall be

processed lawfully, fairly and in a transparent manner in relation to the
data subject;

collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes;

adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed;

accurate and, where necessary, kept up to date and every reasonable
step shall be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are erased
or rectified without delay;

kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data
is processed;

processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate
technical or organisational measures.

A data controller shall, in relation to all of the personal data he processes,
comply with the requirements set out in subsection (1).
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(3) A data controller pursuant to subsection 1(b} may specify the purpose for
which personal data is obtained

(a) in any notice given for the purposes of section 5(3){a) by the data
controller to the data subject; or

(b) in a notification given to the Commissioner pursuant to Part 111.

(4) Indetermining whether any disclosure of personal data is compatible with
the purpose for which the data is obtained in accordance with subsection 1(b),
regard is to be had to the purpose for which the personal data is intended to be
processed by any person to whom the data is disclosed.

(5) Subsection 1(d) shali not as being contravened by reason of any inaccuracy
in personal data which accurately record information obtained by the data
controller from the data subject or a third party in a case where

(a) having regard to the purpose for which the data was obtained and
further processed, the data controller has taken reasonable steps to
ensure the accuracy of the data; and

(b} the data subject has notified the data controller of the data subject’s
view that the data is inaccurate and the data indicate that fact,

(6) Pursuant to subsection 1(f), having regard to the state of technological
development and the cost of implementing any measures, the measures must
ensure a level of security appropriate to

(a) the harm that might result from such unauthorised or unlawful
processing or accidental loss, destruction or damage; and

(b) the nature of the data to be protected.

(7)  The data controller shall take reasonable steps to ensure the reliability of
any employees of his who have access to the personal data.
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(8) Pursuant to subsection 1(f), where processing of personal data is carried
out by a data processor on behalf of a data controller, the data controller shall

(a) choose a data processor providing sufficient guarantees in respect of
the technical and organisational security measures governing the
processing to be carried out; and

fb) take reasonable steps to ensure compliance with those measures.

{9) Where processing of personal data is carried out by a data processor on
behalf of a data controller, the data controller is not to be regarded as complying
with subsection | {f) unless

(a) the processing is carried out under a contract
(i) which is made or evidenced in writing; and

(i1} under which the data processor is to act only on instructions from
the data controller; and

(b) the contract requires the data processor to comply with obligations
equivalent to those imposed on a data controller by subsection | (f).

(10) A person who fails to comply with the requirements set out in subsection
(1) is guilty of an offence and is liable on summary conviction to a fine of $500
000 or to imprisonment for 3 years or to both.

Fairness of processing

5.(1) In determining whether personal data is processed fairly, regard is to
be had to the method by which it is obtained, including in particular whether any
person from whom the personal data is obtained is deceived or misled as to the
purpose or purposes for which the personal data is to be processed.

(2) Subject to subsection (3), personal data is to be treated as having been
obtained fairly if the personal data consists of information obtained from a person
who is

(a) authorised by or under any enactment to supply them; or



21

(b) required to supply them by or under any enactment or by any
convention or other instrument imposing an international obligation on
Barbados.

(3) Personal data is not to be treated as processed fairly unless

(a) in the case of data obtained from the data subject, the data controller
ensures so far as practicable that the data subject has, is provided with,
or has readily available to him, the following information:

()
(i)

(iii)

(iv)

the identity of the data controller;

where a data controller has nominated a representative for the
purposes of this Act, the identity of that representative;

the purpose or purposes for which the data is intended to be
processed; and

any further information which is necessary, having regard to the
specific circumstances in which the data is or is to be processed,
to enable processing in respect of the data subject to be fair; and

(b) inany other case, the data controller ensures so far as practicable that,
before the relevant time or as soon as practicable after that time, the
data subject has, is provided with, or has readily available to him, the
information specified in subparagraphs (i) to (iv) of paragraph («).

(4)  For the purposes of subsection (3)(b), ““the relevant time” means

(a) the time when the data controller first processes the data; or

(b} in a case where at that time disclosure to a third party within a
reasonable period is envisaged,

)

(i)

if the data is in fact disclosed to such a person within that period,
the time when the data is first disclosed;

if within that period the data controller becomes, or ought to
become aware that the data is unlikely to be disclosed to such a
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person within that period, the time when the data controller does
become, or ought to become, so aware; or

in any other case, the end of that period.

Lawfulness of processing

6.(1)
(a)

(b)

Processing shall be lawful where

the data subject has given consent to the processing of his personal data
for one or more specific purposes; or

the processing is necessary

(i)

(i)
(iti)
(iv)
(v)

(vi)
(vii)

(viii)

(ix)

for the performance of a contract to which the data subject is a
party;

for the taking of steps at the request of the data subject with a
view to entering into a contract;

for compliance with any legal obligation to which the data
controller is subject, other than an obligation imposed by
contract;

in order to protect the vital interests of the data subject;
for the administration of justice;
for the exercise of any functions of either House of Parliament;

for the exercise of any functions conferred on any person by or
under any enactment;

for the exercise of any functions of a public authority;

for the purposes of legitimate interests pursued by the data
controller or by the third party to whom the data is disclosed,
except where the processing is unwarranted in any particular
case by reason of prejudice to the rights and freedoms or
legitimate interests of the data subject; or
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(x) processing is necessary for the purposes of the legitimate
interests pursued by the data controller or by a third party, except
where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which
require protection of personal data, in particular where the data
subject is a child.

(2) Subsection (1)(b)(x) shall not apply to processing carried out by public
authorities in the performance of their tasks.

Conditions for consent

7.(1) Where processing is based on consent, the data controller shall
demonstrate that the data subject has consented to processing of his personal data.

(2) Where the data subject’s consent is given in the context of a written
declaration which also concerns other matters, the request for consent shall be
presented in a manner which is clearly distinguishable from the other matters, in
an intelligible and easily accessible form, using clear and plain language.

(3) A data subject has the right to withdraw his consent in respect of the
processing of his personal data at any time and the data controlier shall inform
the data subject of his right to withdraw prior to him giving consent to the data
controller to process his personal data.

(4) The withdrawal of consent by the data subject shall not affect the
lawfulness of processing based on consent before its withdrawal.

(5) In determining whether consent is freely given, the data controller shall
take into account whether the performance of a contract, including the provision
of a service, is conditional on consent to the processing of personal data that is
not necessary for the performance of that contract.
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Conditions applicable to child's consent

8.(1) The processing of a child’s personal data shall be lawful only where
and to the extent that consent is given or authorised by the parent or guardian of
the child.

(2) The data controller shall make reasonable efforts to verify in such cases
that consent is given or authorised by the parent or guardian of a child, taking
into consideration available technology.

(3) Subsection (1) shall not effect contract law under any enactment in respect
of the validity, formation or effect of a contract in relation to a child.
Processing of sensitive personal data
92.(1) Processing of sensitive personal data shall be prohibited unless

{a) the data subject gives his written consent to the processing;

(b) the processing is necessary for the purposes of exercising or performing
any right or obligation which is conferred or imposed by law on the
data controller in connection with employment;

fc) the processing is necessary in order to protect the vital interests of the
data subject or another person, in a case where

(i) consent cannot be given by or on behalf of the data subject; or

(ii) the data controller cannot reasonably be expected to obtain the
consent of the data subject;

fd} the processing is necessary in order to protect the vital interests of
another person, in a case where consent by or on behalf of the data
subject has been unreasonably withheld;



(e)

(g

)
()

0

the processing

(i) iscarried out in the course of its legitimate activities by any body
or association which

(A) is not established or conducted for profit; and

(B) exists for political, philosophical, religious or trade union
purposes;

(i1) is carried out with appropriate safeguards for the rights and
freedoms of data subjects;

(iii) relates only to individuals who either are members of the body
or association or have regular contact with it in connection with
its purposes; and

(iv) does not involve disclosure of the personal data to a third party
without the consent of the data subject;

the information contained in the personal data has been made public
as a result of steps deliberately taken by the data subject;

the processing is necessary

(i) for the purpose of, or in connection with, any legal proceedings
(including prospective legal proceedings);

(i) for the purpose of obtaining legal advice; or

(iii) otherwise for the purposes of establishing, exercising or
defending legal rights;

the processing is necessary for the administration of justice;

the processing is necessary for the exercise of any functions of either
House of Parliament;

the processing is necessary for the exercise of any functions conferred
on any person by or under an enactment;
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(k) the processing is necessary for the exercise of any functions ofa public
authority;

() the processing is necessary for medical purposes and is undertaken by
(i) a health care professional; or

(ii) a person who in the circumstances owes a duty of confidentiality
which is equivalent to that which would arise if that person were
a health care professional;

{m) the processing

(i) isof sensitive personal data consisting of information as to racial
or ethnic origin; and

(ii) is necessary for the purpose of identifying or keeping under
review the existence or absence of equality of opportunity or
treatment between persons of different racial or ethnic origins,
with a view to enabling such equality to be promoted or
maintained; and

{(iit) is carried out with appropriate safeguards for the rights and
freedoms of data subjects.

(2) The Minister may by Order specify circumstances other that those
identified in subsection (1) where sensitive personal data may be processed.

(3) An Order made pursuant to subsection (2) is subject to negative resolution.

(4) For the purposes of subsection (1)(/) “medical purposes” includes the
purposes of preventative medicine, medical diagnosis, medical research, the
provision of care and treatment and the management of health care services.
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PART Il

RIGHTS OF A DATA SUBJECT

A data subject has the right

(a) to be informed by a data controller whether personal data of that data
subject is being processed by or on behalf of the data controller;

{b)

where personal data of the data subject is being processed by or on
behalf of the data controller, to request from, and to be given by, the
data controller, a description of

(i)

(i1)
(ii)
(iv)

v)

(vi)
{vii)

(viii)

the purposes of the processing;
the categories of personal data concerned;

the recipients or categories of recipient to whom the personal
data has been or will be disclosed, in particular recipients in
other countries or international organisations;

where possible, the envisaged period for which the personal data
will be stored, or, if not possible, the criteria used to determine
that period;

the existence of the right to request from the data controller
rectification or erasure of personal data or restriction of
processing of personal data concerning the data subject or to
object to such processing;

the right to lodge a complaint with the Commissioner;

any available information as to their source, where the personal
data is not collected from the data subject;

the existence of automated decision-making, including
profiling, referred to in section 18 and, at least in those cases,
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meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing
for the data subject.

(2) Where personal data is transferred to another country or to an international
organisation, the data subject shall have the right to be informed of the appropriate
safeguards pursuant to section 24.

(3) The data controller shall provide a copy of the personal data undergoing
processing to the data subject and where requests more copies are requested by
the data subject, the data controller may charge a reasonable fee based on
administrative costs.

(4) Where the data subject makes the request for personal data by electronic
means, and unless otherwise requested by the data subject, the personal data shall
be provided in electronic form.

(5) The right of the data subject to obtain a copy of personal data referred to
subsection (3) shall not adversely affect the rights and freedoms of other data
subjects.

Right to rectification

11.(1) The data subject shall have the right to obtain from the data controller,
without undue delay, the rectification of inaccurate personal data concerning him.

(2) Taking into account the purposes of the processing, the data subject shall
have the right to have incomplete personal data completed by the data controller,
including by means of providing a supplementary statement.

Right to erasure

12.(1) The data subject shall have the right to obtain from the data controller
the erasure of personal data concerning him without undue delay.
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(2) The data controller shall erase personal data, without undue delay, where
one of the following grounds applies:

(a) the personal data is no longer necessary in relation to the purposes for
which it was collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based
pursuant to section 6(1)(a) or section 9(1){a), and where there is no
other legal ground for the processing;

(c) the data subject objects to the processing pursuant to section 16 and
there are no overriding legitimate grounds for the processing, or the
data subject objects to the processing pursuant to section 17;

{(d) the personal data has been unlawfully processed;

fe) the personal data has to be erased in compliance with a legal obligation
in Barbados to which the data controller is subject.

(3)  Where the data controller has made the personal data public and is obliged
pursuant to subsection (1) or (2) to erase the personal data, the data controller,
taking account of available technology and the cost of implementation, shall take
reasonable steps, including technical measures, to inform data controllers who
are processing the personal data that the data subject has requested the erasure
by such data controllers of any links to, or copy or replication of, the personal
data.

(4)  Subsections (1), (2) and (3) shall not apply to the extent that processing is
necessary:

(a) for exercising the right of freedom of expression and information;

(b) for compliance with a legal obligation which requires processing by
any enactment to which the data controller is subject or for the
performance of a task carried out in the public interest or in the exercise
of official authority vested in the data controller;

{c) for reasons of public interest in the area of public health;
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{d) for archiving for the purposes of research, history or statistics in
accordance with section 35; or

(e) for the establishment, exercise or defence of legal claims.

Right to restriction of processing

13.(1) The data subject shall have the right to obtain from the data controller
restriction of processing of personal data where one of the following applies:

(a) the accuracy of the personal data is contested by the data subject, for
a period enabling the data controller to verify the accuracy of the
personal data;

(b) the processing is unlawful and the data subject opposes the erasure of
the personal data and requests the restriction of their use instead;

(c) the data controller no longer needs the personal data for the purposes
of the processing, but they are required by the data subject for the
establishment, exercise or defence of legal claims;

(d) the data subject has objected to processing pursuant to section 16
pending the verification whether the legitimate grounds of the data
controller override those of the data subject.

(2) Where processing has been restricted under subsection (1), the personal
data shall, with the exception of storage, only be processed

fa) with the data subject's consent;

(b) for the establishment, exercise or defence of legal claims;
(c) for the protection of the rights of another person; or

d) for reasons of important public interest of Barbados.

(3) A data subject who has obtained restriction of processing of personal data
pursuant to subsection (1) shall be informed by the data controller before the
restriction of processing of personal data is removed pursuant to subsection (2).
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Notification regarding rectification or erasure of personal data or
restriction of processing of personal data

14.(1) The data controller shall communicate any
(a) rectification of personal data pursuant to section 11;
(b) erasure of personal data pursuant to section 12; or
{c) restriction of processing of personal data pursuant to section 13

to each recipient to whom the personal data has been disclosed, unless this proves
impossible or involves disproportionate effort.

(2) The data controller shall inform the data subject about those recipients
where the data subject requests such information.

Right to data portability

15.(1)  The data subject has the right to receive the personal data concerning
him, which he has provided to a data controiler, in a structured, commonly used
and machine-readable format.

(2)  The data subject has the right to transmit the personal data concerning him,
which he has provided to a data controller to another data controller without
hindrance where

(a) the processing is based on consent pursuant to section 6(1)(a) or section
9(1)(a) or on a contract pursuant to section 6(1)(4)(i); and

(b) the processing is carried out by automated means.

(3) Inexercising his or her right to data portability pursuant to subsections (1)
and (2), the data subject shall have the right to have his personal data transmitted
directly from one data controller to another, where technically feasible.

(4) The exercise of the right referred to in subsection (1) shall be exercised
without prejudice to section 12,
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(5) The exercise of the right referred to in subsection (1) shall not apply to
processing necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the data controller.

(6) The exercise of the right referred to in subsection (1) shall not adversely
affect the rights and freedoms of other data subjects.
Right to prevent processing likely to cause damage or distress

16.(1) Subject to subsection (2), a data subject is entitled, by a written notice,
to require the data controller at the end of a 21 day period to cease, or not to begin,
processing, or processing for a specified purpose or in a specified manner, any
personal data in respect of which he is the data subject, on the ground that

a) the processing of the data or the data controller’s processing for that
purpose or in that manner is causing or is likely to cause substantial
damage or distress to the data subject or another; and

(b} the damage or distress is or would be unwarranted.
(2)  Subsection (1) does not apply

{a) in a case where any of the conditions in section 6(1)(a) or (b)(i), (ii),
(iii) or (iv) is satisfied; or

{b) in such other cases as the Minister may prescribe by Order.

(3) The data controller shall, within 21 days of receiving a notice under
subsection (1), give the data subject written notice stating

(a) thathe has complied or intends to comply with the data subject’s notice;
(b) the reasons for his refusal to comply with the data subject’s notice; or

(¢) the reasons for complying with part of the data subject’s notice and the
extent of that compliance.

(4) Where a court is satisfied, on the application of a data subject who has
given notice under subsection (1), that the data controller in question has failed
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to comply with the notice, the court may order the data controller to take such
steps for complying with the notice as the court sees fit.

Right to prevent processing for purposes of direct marketing

17.(1) A person is entitled at any time, by a written notice to a data controller,
1o require the data controller at the end of a 21 day period to cease processing for
the purposes of direct marketing, personal data in respect of which he is the data
subject.

(2) Where a court is satisfied, on the application of a data subject who has
given notice under subsection (1), that the data controller has failed to comply
with the notice, the court may order the data controller to take such steps for
complying with the notice as the court sees fit.

(3) For the purposes of this section “direct marketing” means the
communication, by whatever means, of any advertising or marketing material
which is directed to particular individuals.

Automated individual decision-making, including profiling

18.(1) The data subject has the right not to be subject to a decision based
solely on automated processing, including profiling, which produces legal effects
concerning him or similarly significantly affects him.

(2)  Subsection (1) shall not apply where the automated processing or profiling
of personal data is

(a) necessary for entering into, or performance of, a contract between the
data subject and a data controller;

(b) authorised by any enactment to which the data controller is subject and
which also lays down suitable measures to safeguard the data subject’s
rights and freedoms and legitimate interests; or

(c) based on the data subject's explicit consent.
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(3) Inthe cases referred to in subsection (2){a) and (c), the data controller shall
implement suitable measures to safeguard the data subject's rights and freedoms
and legitimate interests, at least the right to obtain human intervention on the part
of the data controller, to express his opinion or object to the decision.

(4) Subsection (2) shall not apply to sensitive personal data unless it is in the
public interest and suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests are in place.

Information to be provided where personal data is collected from the
data subject

19.(1) Where personal data relating to a data subject is collected from the
data subject, the data controller shall, at the time when personal data is obtained,
provide the data subject with the following:

fa) the identity and the contact details of the data controller and, where
applicable, of the data controller's representative;

(b) the contact details of the data privacy officer, where applicable;

¢} the purposes of the processing for which the personal data is intended
as well as the legal basis for the processing;

(d) where the processing is done pursuant to 6(1)(b)(x), the legitimate
interests pursued by the data controller or by a third party;

fe) the recipients or categories of recipients of the personal data, if any;

() where applicable, the fact that the data controller intends to transfer
personal data to another country or international organisation and the
existence or absence of an adequacy decision by the Commission, or
in the case of transfers referred to in sections 24 or 25 reference to the
appropriate or suitable safeguards and the means by which to obtain a
copy of them or where they have been made available.

(2) In addition to the information referred to in subsection (1), the data
controller shall at the time when personal data is obtained, provide the data
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subject with the following further information necessary to ensure fair and
transparent processing:

(a)

{b)

(c)

(d)
(e)

the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;

the existence of the right to request from the data controller access to
and rectification or erasure of personal data or restriction of processing
concerning the data subject or to object to processing as well as the
right to data portability;

where the processing is done pursuant to section 6(1)(a) or section 9(1)
{a), the existence of the right to withdraw consent at any time, without
affecting the lawfulness of processing based on consent before its
withdrawal;

the right to lodge a complaint with the Commissioner;

whether the provision of personal data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as well
as whether the data subject is obliged to provide the personal data and
of the possible consequences of failure to provide such data;

the existence of automated decision-making, including profiling,
referred to in section 18 and, at least in those cases, meaningful
information about the logic involved, as well as the significance and
the envisaged consequences of such processing for the data subject.

(3) Where the data controller intends to further process the personal data for
a purpose other than that for which the personal data was collected, the data
controller shall provide the data subject prior to that further processing with
information on that other purpose and with any relevant further information as
referred to in subsection (2).

(4) Subsections (1), (2) and (3) shall not apply where and insofar as the data
subject already has the information.
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Information to be provided where personal data has not been obtained
from the data subject

20.(1)

Where personal data has not been obtained from the data subject, the

data controller shall provide the data subject with the following:

(a)

(b)
{c)

(d)
(e)

the identity and the contact details of the data controller and, where
applicable, of the data controller's representative;

the contact details of the data privacy officer, where applicable;

the purposes of the processing for which the personal data is intended
as well as the legal basis for the processing;

the categories of personal data concerned;
the recipients or categories of recipients of the personal data, if any;

where applicable, that the data controller intends to transfer personal
data to a recipient in a third country or international organisation and
the existence or absence of an adequacy decision by the Commission,
or in the case of transfers referred to in section 24 or section 25,
reference to the appropriate or suitable safeguards and the means to
obtain a copy of them or where they have been made available.

(2) In addition to the information referred to in subsection (1), the data
controller shall provide the data subject with the following information necessary
to ensure fair and transparent processing in respect of the data subject:

(@)

(b)

(c)

the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;

where the processing is done pursuant to section 6(1)(b)(x), the
legitimate interests pursued by the data controller;

the existence of the right to request from the data controller access to
and rectification or erasure of personal data or restriction of processing
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concerning the data subject and to object to processing as well as the
right to data portability;

where processing is done pursuant to section 6(1)(a) or section 9(1)
{a), the existence of the right to withdraw consent at any time, without
affecting the lawfulness of processing based on consent before its
withdrawal;

the right to lodge a complaint with the Commissioner;

from which source the personal data originate, and if applicable,
whether it came from publicly accessible sources;

the existence of automated decision-making, including profiling,
referred to in section 18 and, at least in those cases, meaningful
information about the logic involved, as well as the significance and
the envisaged consequences of such processing for the data subject.

(3)  The data controller shall provide the information referred to in subsections
(1)and (2)

(a)

(b)

(©)

within a reasonable period after obtaining the personal data, but at the
latest within one month, having regard to the specific circumstances in
which the personal data is processed;

if the personal data is to be used for communication with the data
subject, at the latest at the time of the first communication to that data
subject; or

if a disclosure to another recipient is envisaged, at the latest when the
personal data is first disclosed.

(4)  Where the data controller intends to further process the personal data for
a purpose other than that for which the personal data was obtained, the data
controller shall provide the data subject prior to that further processing with
information on that other purpose and with any relevant further information as
referred to in subsection (2).
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(5) Subsections (1), (2), (3) and (4) shall not apply where and insofar as:
fa) the data subject already has the information;

(b} the provision of such information proves impossible or would involve
a disproportionate effort, in particular for processing for archiving
purposes pursuant to section 35;

{c) obtaining or disclosure is expressly laid down by any enactment to
which the data controller is subject and which provides appropriate
measures to protect the data subject's legitimate interests; or

(d) where the personal data must remain confidential subject to an
obligation of professional secrecy regulated by any enactment.

Transparent information, communication and modalities for the
exercise of the rights of the data subject

21.(1) The data controller shall take appropriate measures to provide any
information referred to in section 19 and section 20 and any communication under
sections 10 to 18 and section 63 relating to processing to the data subject in a
concise, transparent, intelligible and easily accessible form, using clear and plain
language, in particular for any information addressed specifically to a child.

(2) The information pursuant to subsection (1) shall be provided in writing, or
by other means, including, where appropriate, by electronic means.

(3) When requested by the data subject, the data controller may provide the
information, pursuant to his rights under sections 10 to 15 and 18 orally provided
that the identity of the data subject is verified.

(4)  The data controller shall facilitate the exercise of data subject rights under
sections 10 to 15 and 18.

(5) The data controller shall provide information on action taken on a request
under sections 10 to 15 and 18 to the data subject without undue delay and in any
event within one month of receipt of the request.
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(6) The period of time referred to in subsection (5) shall be extended by two
months where necessary, taking into account the complexity and number of the
requests under sections 10 to 15 and 18.

(7)  The data controller shall inform the data subject of any extension granted
pursuant to subsection (6) within one month of receipt of the request, together
with the reasons for the delay.

(8) Where the data subject makes the request pursuant to his rights under
sections 10 to 15 and 18 by electronic form means, the information shall be
provided by electronic means where possible, unless otherwise requested by the
data subject.

(9)  Where the data controller does not take action on the request of the data
subject under this section, the data controller shall inform the data subject without
delay and at the latest within one month of receipt of the request of the reasons
for not taking action and on the possibility of lodging a complaint with the
Commissioner or appealing to the High Court.

(10) Information provided under section [8 and section 19 and any
communication and any actions taken under sections 10to 15 and 18 and section
63 shall be provided free of charge.

(11)  Where requests referred to in this section from a data subject are manifestly
unfounded or excessive, in particular because of their repetitive character, the
data controller may either

(a) charge a reasonable fee taking into account the administrative costs of
providing the information or communication or taking the action
requested; or

(b) refuse to act on the request.

(12) The data subject may object to the decision of a data controller made
pursuant to subsection (11) by lodging a complaint with the Commissioner or
appealing to the Tribunal.



40

(13) For the purposes of subsection (12), the data controller shall bear the
burden of demonstrating the manifestly unfounded or excessive character of a
request referred to in subsection (11).

(14) Where a data controller has reasonable doubts concerning the identity of
the individual making a request pursuant to sections 10 to 18, the data controller
may request the provision of additional information necessary to confirm the
identity of the data subject.

(15) The information to be provided to data subjects pursuant to section 19 and
section 20 may be provided in combination with standardised icons in order to
give in an easily visible, intelligible and clearly legible manner a meaningful
overview of the intended processing and where the icons are presented
electronically they shall be machine-readable.

(16) The Minister in consultation with the Commissioner, may make
regulations for the purpose of determining the information to be presented by the
icons and the procedures for providing standardised icons.

PART IV
TRANSFERS OF PERSONAL DATA OUTSIDE OF BARBADOS

General principle for transfers

22, Personal data shall not be transferred to a country or territory outside
Barbados unless that country or territory provides for

(a) an adequate level of protection for the rights and freedoms of data
subjects in relation to the processing of their personal data; and

(b) appropriate safeguards on condition that the rights of the data subject
are enforceable and there are available, effective legal remedies for
data subjects.
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Adequate level of protection

23.

For the purposes of section 22, an adequate level of protection is one

which is adequate in all the circumstances of the case, having regard in particular

to
(@)
(b)

(©)
(d)

(e)
0
(g

(")

the nature of the personal data;

the country or territory of origin of the information contained in the
data;

the country or territory of final destination of that information;

the purposes for which and period during which the data is intended to
be processed;

the law in force in the country or territory in question;
the international obligations of that country or territory;

any relevant codes of conduct or other rules which are enforceable in
that country or territory whether generally or by arrangement in
particular cases; and

any security measures taken in respect of the data in that country or
territory.

Appropriate safeguards

24, For the purposes of section 22, appropriate safeguards may be
provided for by
(a) a legally binding and enforceable instrument between public
authorities;
(b) binding corporate rules in accordance with section 25;
(¢} standard data protection clauses prescribed by the Commissioner with

the approval of the Minister;
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(e)
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contractual clauses authorised by the Commissioner between the data
controller or data processor and the data controller, data processor or
the recipient of the personal data; or

provisions, authorised by the Commissioner, to be inserted into
administrative arrangements between public authorities which include
enforceable and effective data subject rights.

Binding corporate rules

25.(1)

Data controllers and data processors shall develop binding corporate

rules which shall specify

(@)

(b)

(c)
(d)

(e)

the structure and contact details of the group of undertakings, or group
of enterprises engaged in a joint economic activity and of each of its
members;

the data transfers or set of transfers, including the categories of personal
data, the type of processing and its purposes, the type of data subjects
affected and the identification of the third country or countries in
question;

their legally binding nature, both in and outside of Barbados;

the application of principles regarding purpose limitation, data
minimisation, limited storage periods, data quality, data protection by
design and by default, iegal basis for processing, processing of
sensitive personal data, measures to ensure data security, and the
requirements in respect of onward transfers to bodies not bound by the
binding corporate rules;

the rights of data subjects in regard to processing and the means to
exercise those rights, including the right not to be subject to decisions
based solely on automated processing, including profiling in
accordance with this Act, the right to lodge a complaint with the
competent supervisory authority or Commissioner and the courts and
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h)

()

)

(k)

)

(m)

()
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to obtain any other available form of redress and, where appropriate,
compensation for a breach of the binding corporate rules;

the acceptance by the data controller or data processor of liability for
any breaches of the binding corporate rules;

that the data controller or the data processor shall be exempt from the
liability referred to in paragraph (f), in whole or in part, only where it
is proven that the data controller or data processor is not responsible
for the event giving rise to the damage;

how the information on the binding corporate rules is provided to the
data subjects;

the complaint procedures;

the mechanisms within the group of undertakings, or group of
enterprises engaged in a joint economic activity for ensuring the
verification of compliance with the binding corporate rules;

the mechanisms for reporting and recording changes to the binding
corporate rules and reporting those changes to the supervisory
authority;

the cooperation mechanism with the supervisory authority to ensure
compliance by any member of the group of undertakings, or group of
enterprises engaged in a joint economic activity, in particular by
making available to the supervisory authority or Commissioner the
results of verifications of the measures specified in paragraph (j);

the mechanisms for reporting to the competent supervisory authority
any legal requirements to which a member of the group of
undertakings, or group of enterprises engaged in a joint economic
activity is subject which are likely to have a substantial adverse effect
on the guarantees provided by the binding corporate rules; and

the appropriate data protection training to personnel having permanent
or regular access to personal data.
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(2) The binding corporate rules referred to in subsection (1) shall be submitted
to the Commissioner for authorisation.

(3) The Commissioner may specify the format and procedures for the
exchange of information between data controllers, data processors and
supervisory authorities for binding corporate rules.

(4) For the purposes of this section,

“binding corporate rules” means personal data protection policies which are
adhered to by a data controller or data processor for transfers or a set of
transfers of personal data to a data controller or a data processor in one or
more countries within a group of undertakings, or group of enterprises
engaged in a joint economic activity;

“enterprise” means a person engaged in an economic activity;

“group of undertakings” means a controlling undertaking and its controlled
undertakings;

“supervisory authority” means an independent public authority which is
established by in a country or territory outside of Barbados.

Derogations

26. Section 22, 23 and 24 shall not apply where
(a) the data subject has given his consent to the transfer of personal data;
(b) the transfer of personal data is necessary for

(i)  the performance of a contract between the data subject and the
data controller;

(if)  the taking of steps at the request of the data subject with a view
to his entering into a contract with the data controller;

(iii) the conclusion of a contract between the data controller and a
person other than the data subject which

(A) is entered into at the request of the data subject; or



45

(B) is in the interest of the data subject;
(iv) the performance of a contract described in sub-paragraph (iii);
(v) reasons of substantial public interest;

(vi) the purpose of, or in connection with, any legal proceedings
(including prospective legal proceedings);

(vii) the purpose of obtaining legal advice;

(viii) the purposes of establishing, exercising or defending legal
rights; or

(ix) the protection of the vital interests of the data subject;

{c) the transfer of personal data is part of the personal data on a public
register and any conditions subject to which the register is open to
inspection are complied with by any person to whom the data is or may
be disclosed after the transfer;

(d) the transfer of personal data is made on terms which are of a kind
approved by the Commissioner as ensuring adequate safeguards for the
rights and freedoms of data subjects; or

(e) the transfer of personal data has been authorised by the Commissioner
as being made in such a manner as to ensure adequate safeguards for
the rights and freedoms of data subjects.

Non-compliance

27. A person who contravenes sections 22, 23 or 24 is guilty of an offence
and is liable on summary conviction to a fine of $500 000 or to imprisonment for
3 years or to both.
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Substantial public interest
28.(1) The Minister may by Order specify the

{a) circumstances in which a transfer of the personal data of data subjects
outside of Barbados is to be considered to be necessary for reasons of
substantial public interest; and

(b) circumstances in which a transfer of the personal data of data subjects
outside of Barbados, which is not required by or under an enactment,
is not to be considered necessary for reasons of substantial public
interest.

(2) An Order made pursuant to subsection (1) shall be subject to negative
resolution.

PART YV
EXEMPTIONS

References to subject information provisions and non-disclosure
provisions

29.(1) In this Part
{a) “‘the subject information provisions” refers to

(i) section 4(1)(a) to the extent to which it requires compliance with
section 5(2); and

(i) section 10;

{b) “the non-disclosure provisions” refers to the following provisions to
the extent to which they are inconsistent with the disclosure in question:

(i) section 4(1){a), except to the extent to which it requires
compliance with the conditions in 6 and 9;
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(i} section 4(1) (b), (¢), (d), (e); and
(iii)) sections Il to 18.
(2) Exceptas provided for by this Part, the subject information provisions shal}
have effect notwithstanding any enactment or rule of law prohibiting or
restricting the disclosure, or authorising the withholding of information.
National Security
30. Parts 11, 111, IV, VI and section 79 do not apply where the processing
of the personal data is required for the purpose of safeguarding national security.
Crime and taxation
31.(1) Personal data processed for
(a) the prevention or detection of crime;
(b) the apprehension or prosecution of offenders; or

{c) the assessment or collection of any tax, duty or other imposition of a
similar nature,

are exempt from section 4(1)(a) (except to the extent to which it requires
compliance with the conditions in section é and 9) and from section 10 in any
case to the extent to which the application of those provisions to the data is likely
to prejudice any of the matters mentioned in paragraphs (a) to (c).

(2) Personal data which
{a) is processed for the purpose of discharging statutory functions; and

(b) consist of information obtained for such a purpose from a person who
had it in his possession for any of the purposes mentioned in
subsection (1 ){a) to (c¢)

is exempt from the subject information provisions to the same extent as personal
data processed for any of the purposes mentioned in subsection (1)(a) to (c).
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(3) Personal data is exempt from the non-disclosure provisions where

(a) the disclosure is for any of the purposes mentioned in subsection (1)
(a)to (c); and

(b) the application of those provisions in relation to disclosure is likely to
prejudice any of the matters mentioned in subsection (1){a)} to (c).

(4) Personal data in respect of which the data controller is a public authority
and which

(a) consistofaclassification applied to the data subject as a part of a system
of risk assessment which is operated by the public authority for any of
the following purposes:

(i) the assessment or collection of any tax, duty or other imposition
of a similar nature; or

(ii) the prevention or detection of crime or the apprehension or
prosecution of offenders, where the offence concerned involves
an unlawful claim for payment out of, or an unlawful application
of, public funds; and

(b) is processed for either of those purposes
is exempt from section 10 to the extent to which the exemption is required in the
interests of the operation of the system.
Health, education and social work

32.(1) The Minister may by Order exempt from the subject information
provisions, or modify those provisions in relation to, personal data

(a) consisting of information as to the physical or mental health or
condition of a data subject;

(b) inrespect of which the data controlier is an educational institution and
which consist of information relating to persons who are or have been
pupils at the educational institution;
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fc) inrespect of which the data controller is a tertiary institution and which
consist of information relating to persons who are or have been students
at the tertiary institution;

(d) of such other descriptions as may be specified in the Order, being
information processed

(i) by public authorities, charities or other entities designated by or
under the Order; and

(ii) in the course of, or for the purposes of, carrying out social work
in relation to the data subject or other individuals.

(2) Notwithstanding subsection (1)(d), Minister shall not confer any
exemption or make any modification under subsection (1){d) except so far as he
considers that the application to the data of those provisions (or of those
provisions without modification) is likely to prejudice the carrying out of social
work.

(3) Insubsection (1)

“educational institution” has the meaning assigned to it by section 2 of the
Education Act, Cap. 41;

“tertiary institution” has the meaning assigned to it by section 2 of the Education
Act, Cap. 41.

Regulatory activity

33.(1) Personal data processed for the purposes of discharging functions to
which this subsection applies is exempt from the subject information provisions
to the extent to which the application of those provisions to the data would be
likely to prejudice the proper discharge of those functions.
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(2) Subsection (1) applies to any relevant function which is designed for the
purpose of

(a)

(6)

(c)
(d)
(e)
1)

protecting members of the public against

(i) financial loss due to dishonesty, malpractice or other seriously
improper conduct by, or the unfitness or incompetence of,
persons concerned in the provision of banking, insurance,
investment or other financial services or in the management of
bodies corporate;

(i) financial loss due to the conduct of discharged or undischarged
bankrupts; or

(iii} dishonesty, malpractice or other seriously improper conduct by,
or the unfitness or incompetence of, persons authorised to carry
on any profession or other activity;

protecting charities against misconduct or mismanagement, whether
by trustees or other persons in their administration;

protecting the property of charities from loss or misapplication;
the recovery of the property of charities;
securing the health, safety and welfare of persons at work; or

protecting persons other than persons at work against risk to health or
safety arising out of, or in connection with, the actions of persons at
work.

(3) Personal data processed for the purpose of discharging any function which
is designed for protecting members of the public against

(a)
(b
(c)

maladministration by public authorities;
failures in services provided by public authorities; or

a failure of a public authority to provide a service which it is a function
of the authority to provide
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is exempt from the subject information provisions in any case to the extent to
which the application of those provisions to the data would be likely to prejudice
the proper discharge of that function.

(4)  Personal data processed for the purpose of discharging any function which
is designed for

fa) protecting members of the public against conduct which may adversely
affect their interests by persons carrying on a business;

(b) regulating agreements or conduct which have as their object or effect
the prevention, restriction or distortion of competition in connection
with any commercial activity; or

(c) regulating conduct on the part of one or more undertakings which
amounts to the abuse of a dominant position in a market

is exempt from the subject information provisions to the extent to which the
application of those provisions to the data would be likely to prejudice the proper
discharge of that function.

(5) For the purposes of subsection (2) “relevant function” means
(a) any function conferred on any person by or under any enactment;
(b) any function of a public authority; or
(c) any other function which is of a public nature and is exercised in the
public interest.
Journalism, literature and art

34.(1) Personal data which is processed only for the purposes of journalism
or for artistic or literary purposes is exempt from any provision to which this
subsection relates where

(a) the processing is undertaken with a view to the publication by any
person of any journalistic, literary or artistic material;
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(b) the data controller reasonably believes that, having regard in particular
to the special importance of the public interest in freedom of
expression, publication would be in the public interest; and

(c) the data controller reasonably believes that, in all the circumstances,
compliance with that provision is incompatible with the purpose of
journalism or artistic or literary purposes.

(2) In considering for the purposes of subsection (1)(5) whether the belief of
a data controller that publication would be in the public interest was or is a
reasonable one, regard may be had to his compliance with any code of practice
which is relevant to the publication in question and is designated by the Minister
by Order for the purposes of this subsection.

(4) In any proceedings against a data controller where the data controller
claims, or it appears that any personal data to which the proceedings relate are
being processed

{a) only for the purposes of journalism or for artistic or literary purposes;
and

() withaview to the publication by any person of any journalistic, literary
or artistic material which, at the time 24 hours immediately before the
relevant time, had not previously been published by the data controller,

the proceedings shall be stayed until either of the conditions in subsection (5) is
met.

(5) The conditions referred to in subsection (4) are

(a) that a determination of the Commissioner with respect to the data in
question takes effect; or

(b) in acase where the proceedings were stayed on the making of a claim,
that the claim is withdrawn.

(6)  For the purposes of this section “publication”, in relation to journalistic,
literary or artistic material, means make available to the public or any section of
the public.
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Research, history and statistics

35.(1)  The processing of personal data only for research purposes in
compliance with the relevant conditions is not to be regarded as incompatible
with the purposes for which it was obtained.

(2) Personal data which is processed only for research purposes in compliance
with the relevant conditions may be kept indefinitely.

(3) Personaldata which is processed only for research purposes is exempt from
section 10 where

(a) the personal data is processed in compliance with the relevant
conditions; and

(b) the results of the research or any resulting statistics are not made
available in a form which identifies data subjects.

(4) Forthe purposes of subsections (1) to (3), personal data is not to be treated
as processed otherwise than for research purposes merely because the data is
disclosed

(a) to any person, for research purposes only;
(b) to the data subject or a person acting on his behalf;

(c) atthe request, or with the consent, of the data subject or a person acting
on his behalf: or

fd) in circumstances in which the person making the disclosure has
reasonable grounds for believing that the disclosure falls within
paragraph (a), (b) or (c).
(5) In this section

“research purposes” includes statistical or historical purposes;
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“the relevant conditions”, in relation to processing of personal data, means the
conditions that the data

(a) is not processed to support measures or decisions with respect to
particular individuals; and

(b) is not processed in such a way that substantial damage or substantial
distress is, or is likely to be, caused to any data subject.

Manual data held by public authorities

36. Personal data which fall within paragraph (e) of the definition of
“data” in section 2 is exempt from Parts I, 1II, [V and VI.

Information available to the public by or under enactment

37. Personal data is exempt from Parts 11, 111, [V and VI where the data
consist of information which the data controller is obliged by or under any
enactment to make available to the public, whether by publishing it, by making
it available for inspection, or otherwise and whether gratuitously or on payment
of a fee.

Disclosures required by law or made in connection with legal
proceedings

38.(1) Personal data is exempt from the non-disclosure provisions where the
disclosure is required by or under any enactment, by any rule of law or by the
order of a court.

(2) Personal data is exempt from the non-disclosure provisions where the
disclosure is necessary

(a) for the purpose of, or in connection with, any legal proceedings
including prospective legal proceedings; or

(b} for the purpose of obtaining legal advice,

or is otherwise necessary for the purposes of establishing, exercising or defending
legal rights.
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Parliamentary privilege

39, Personal data is exempt from Parts 1I, IlI, IV and VI where the
exemption is required for the purpose of avoiding an infringement of the
privileges of either House of Parliament.

Legal professional privilege

40. Personal data is exempt from the subject information provisions where
the data consist of information in respect of which a claim to legal professional
privilege could be maintained in legal proceedings.

Domestic purposes

41. Personal data processed by an individual only for the purposes of that
individual’s personal, family or household affairs including recreational purposes
is exempt from Parts II, I, 1V and VI.

Confidential references given by the data controller

42, Personal data is exempt from section 10 where it consists of areference
given or to be given in confidence by the data controller for the purposes of

(a) the education, training or employment, or prospective education,
training or employment, of the data subject;

(b) the appointment, or prospective appointment, of the data subject to any
office; or

{c) the provision, or prospective provision, by the data subject of any
service.

Armed forces

43. Personal data is exempt from the subject information provisions to the
extent to which the application of those provisions would be likely to prejudice
the combat effectiveness of any of the armed forces of the Crown.
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Judicial appointments and honours
44, Personal data processed for the purposes of

{a) assessing any person’s suitability for judicial office or the office of
Queen’s Counsel; or

{b) the conferring by the Crown of any honour or dignity,

is exempt from the subject information provisions.

Appointments to public service

45, The Minister may by Order exempt from the subject information
provisions personal data processed for the purposes of assessing any person’s
suitability for

{a) employment in the Public Service; or
(b) any office to which appointments are made by the Governor-General
or by a Minister.
Corporate finance

46.(1) Where personal data is processed for the purposes of, or in connection
with, a corporate finance service

(a) thedatais exempt from the subject information provisions to the extent
to which either

(i) theapplication ofthose provisions to the data could affect the price
of any instrument which is already in existence or is to be or may
be created; or

(ii) the data controller reasonably believes that the application of those
provisions to the data could affect the price of any such instrument;
and
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to the extent that the data is not exempt from the subject information
provisions by virtue of paragraph (a), the data is exempt from those
provisions where the exemption is required for the purpose of
safeguarding an important economic or financial interest of Barbados.

(2) For the purposes of subsection (1)(b) the Minister may by Order specify

(@)

(b)

matters to be taken into account in determining whether exemption
from the subject information provisions is required for the purpose of
safeguarding an important economic or financial interest of Barbados;
or

circumstances in which exemption from those provisions is, or is not,
to betaken to be required for that purpose.

(3) Inthis section

“corporate finance service”means a service consisting of

(@)

(b)

(c)

underwriting in respect of issues of, or the placing of issues of, any
instrument;

advice to undertakings on capital structure, industrial strategy and
related matters and advice and service relating to mergers and the
purchase of undertakings; or

services relating to such underwriting as is mentioned in paragraph

(a);

“price”includes value.

Negotiations with data subject

47,

Personal data which consist of records of the intentions of the data

controller in relation to any negotiations with the data subject is exempt from the
subject information provisions in any case to the extent to which the application
of those provisions would be likely to prejudice those negotiations.
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Examinations
48.(1) The results of an examination are exempt from section 10.

(2) Personal data consisting of information recorded by candidates during an
academic, professional or other examination is exempt from section 10.

(3) In this section“examination”includes any process for determining the
knowledge, intelligence, skill or ability of a candidate by reference to his
performance in any test, work or other activity.

Powers to make further exemptions by Order

49.(1) The Minister may by Order exempt from the subject information
provisions personal data consisting of information the disclosure of which is
prohibited or restricted by or under any enactment where and to the extent that
he considers it necessary for the safeguarding of

fa) the interests of the data subject; or
(b} the rights and freedoms of any other individual,
that the prohibition or restriction ought to prevail over those provisions.

(2)  The Minister may by Order exempt from the non-disclosure provisions any
disclosures of personal data made in circumstances specified in the Order, where
he considers the exemption is necessary for the safeguarding of the interests of
the data subject or the rights and freedoms of any other person.

(3)  An Order made under this section shall be subject to negative resolution.
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PART VI
DATA CONTROLLER AND DATA PROCESSOR

Data controllers must be registered

50.(1) A person shall not operate as a data controller unless he is registered
in the Register of Data Controllers.

(2) A person who desires to operate as a data controller may, upon application
to the Commissioner in the prescribed form and payment of the prescribed fee,
obtain a certificate from the Commissioner for the purpose.

(3) A datacontroller that is not established in Barbados shall nominate, for the
purposes of this Act, a representative established in Barbados.

(4) A person who operates as a data controller without being registered under
subsection (1) is guilty of an offence and is liable on summary conviction to a
fine of $10 000 or to a term of imprisonment of 2 months or to both.

(5) A data controller who is not established in Barbados and who does not
nominate a representative pursuant to subsection (3) is guilty of an offence and
is liable on summary conviction to a fine of $10 000 or to a term of imprisonment
of 2 months or to both.

(6) For the purposes of subsections (3) and (5), each of the following is to be
treated as established in Barbados:

(a) an individual who is ordinarily resident in Barbados;

(b) a body, association or other entity incorporated, organised, registered
or otherwise formed under any enactment; or

(c) any person who does not fall within paragraph (a) or (b) but maintains
in Barbados an office, branch or agency through which he carries on
any activity related to data processing.
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Register of Data Controllers

51.(1)  The Commissioner shall keep a register, to be called the Register of
Data Controllers, in which he shall cause to be entered in relation to each data
controller registered pursuant to section 50, the following particulars:

(a) the name and address and other contact information of the data
controller;

(b) the date of registration;

(c) adescription of the personal data processed by or on behalf of the data
controller and of the categories of data subject to which they relate;

(d) a description of the purposes for which the data is processed;

(e) a description of any recipients to whom the data controller intends or
may wish to disclose the data;

() the names, or a description of, any countries outside Barbados to which
the data controller directly or indirectly transfers, or intends or may
wish directly or indirectly to transfer, the data; and

{g) where the data controller is not established in Barbados within the
meaning of section 50(6), the name, address and other contact
information of the representative nominated pursuant to section 50(3).

(2) The Register of Data Controllers shall be open to inspection at the office
of the Commissioner.

(3) The Commissioner shall ensure that the Register of Data Controllers is
kept accurate and up to date.
Notification of changes in respect of a data controller

52.(1) The data controller shall give written notice to the Commissioner of
any changes which may affect the particulars entered in the Register of Data
Controllers in relation to him.



61

(2) On receiving notification of the data controller under subsection (1) the
Commissioner shall make such amendments to the Register of Data Controllers
as are necessary.

Responsibility of the data controller

53(1) The data controller shall implement the appropriate technical and
organisational measures to ensure that processing is performed in accordance
with this Act taking into consideration the nature, scope, context and purposes
of processing as well as the risks of varying likelihood and severity for the rights
and freedoms of individuals.

(2) Where proportionate in relation to processing activities, the measures
referred to in subsection (1) shall include the implementation of appropriate data
protection policies by the data controller.

Data protection by design and by default

54.(1) The data controller shall both at the time of the determination of the
means for processing and at the time of the processing itself, implement
appropriate technical and organisational measures designed to implement the
principles set out in section 4 in an effective manner and to integrate the necessary
safeguards into the processing in order to meet the requirements of this Act and
protect the rights of data subjects, taking into consideration the state of the art,
the cost of implementation and the nature, scope, context and purposes of
processing as well as the risks of varying likelihood and severity for rights and
freedoms of individuals posed by the processing.

(2) The data controller shall implement the appropriate technical and
organisational measures for ensuring that, by default, only personal data which
are necessary for each specific purpose of the processing is processed.

(3) Subsection (2) applies to the amount of personal data collected, the extent
of processing of the personal data, the period of storage of the personal data and
the accessibility to the personal data.
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(4) The technical and organisational measures referred to in subsection (1)
shall ensure that personal data is not, by default, made accessible without the
individual's intervention to an indefinite number of individuals.

Data processors must be registered

55.(1) A person shall not operate as a data processor unless he is registered
in the Register of Data Processors.

(2) A person who desires to operate as a data processor may, upon application
to the Commissioner in the prescribed form and payment of the prescribed fee,
obtain a certificate from the Commissioner for the purpose.

(3) A data processor that is not established in Barbados shall nominate, for the
purposes of this Act, a representative established in Barbados.

{4) A person who operates as a data processor without being registered under
subsection (1) is guilty of an offence and is liable on summary conviction to a
fine of $10 000 or to a term of imprisonment of 2 months or to both.

(5) A data processor that is not established in Barbados and who does not
nominate a representative pursuant to subsection (3) is guilty of an offence and
is liable on summary conviction to a fine of $10 000 or to a term of imprisonment
of 2 months or to both.

(6) For the purposes of subsections (3) and (5), each of the following is to be
treated as established in Barbados:

{a) an individual who is ordinarily resident in Barbados;

(b) abody, association or other entity incorporated, organised, registered
or otherwise formed under any enactment; or

{c) any person who does not fall within paragraph (a) or {5) but maintains
in Barbados an office, branch or agency through which he carries on
any activity related to data processing.
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Register of Data Processors

56.(1) The Commissioner shall keep a register, to be called the Register of
Data Processors, in which he shall cause to be entered in relation to each data
processor, the following particulars:

(a) the name and address and other contact information of the data
processor;

(b) the date of registration;

(c) adescription of the personal data processed by or on behalf of the data
processor and of the categories of data subject to which they relate;

(d) adescription of the purposes for which the data is processed;

{e) a description of any recipients to whom the data processor intends or
may wish to disclose the data;

(f) the names, or a description of, any countries or territories outside
Barbados to which the data processor directly or indirectly transfers,
or intends or may wish directly or indirectly to transfer, the data; and

fg) where the data processor is not established in Barbados within the
meaning of section 55(6), the name, address and other contact
information of the representative nominated pursuant to section 55(3).

(2) The Register of Data Processors shall be open to inspection at the office
of the Commissioner.

(3) The Commissioner shall ensure that the Register of Data Processors is kept
accurate and up to date.
Notification of changes in respect of a data processor

57.(1)  The data processor shall give written notice to the Commissioner of
any changes which may affect the particulars entered in the Register of Data
Processors in relation to him.
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(2) On receiving notification of the data processor under subsection (1) the
Commissioner shall make such amendments to the Register of Data Processors
as are necessary.

Data Processor

58.(1) Where processing is to be carried out on behalf of a data controller,
the data controller shall only use data processors providing sufficient guarantees
to implement appropriate technical and organisational measures in such a manner
that processing will meet the requirements of this Act and ensure the protection
of the rights of the data subject.

(2) The data processor shall not engage another data processor without prior
specific or general written authorisation of the data controller.

(3)  Where there is general written authorisation pursuant to subsection (2), the
data processor shall inform the data controller of any intended changes
concerning the addition or replacement of other data processors and the data
controller shall be given the opportunity to object to such changes.

(4)  Processing by a data processor shall be governed by a written contract
between the data processor and the data controller which sets out the
following:

{a) the subject-matter and duration of the processing;

(b) the nature and purpose of the processing;

fc} the type of personal data and categories of data subjects;
(d) the obligations and rights of the data controller.

(5) The contract prepared pursuant to subsection (4) shall also stipulate that
the data processor

{a) processes the personal data only on documented instructions from the
data controller, including with regard to transfers of personal data to
countries outside of Barbados or an international organisation, unless
required to do so by any enactment and in such a case, the data



(b)

(c)
(d)

(e)

(g)

(h)
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processor shall inform the data controller of that legal requirement
before processing, unless the enactment prohibits such information to
be shared on important grounds of public interest;

ensures that persons authorised to process the personal data have
committed themselves to confidentiality or are under an appropriate
statutory obligation of confidentiality;

takes all measures required pursuant to section 62.

respects the conditions referred to in subsections (2) and (7) for
engaging another data processor;

taking into account the nature of the processing, assists the data
controller by appropriate technical and organisational measures,
insofar as this is possible, for the fulfilment of the data controller's
obligation to respond to requests for exercising the data subject's rights
under Part 11[;

assists the data controller in ensuring compliance with the obligations
pursuant to sections 62 to 66 taking into account the nature of
processing and the information available to the data processor;

on the determination of the data controller, deletes or returns all the
personal data to the data controller after the end of the provision of
services relating to processing, and deletes existing copies unless the
enactment requires storage of the personal data;

makes available to the data controller all information necessary to
demonstrate compliance with the obligations set out in this section and
allow for and contribute to audits, including inspections, conducted by
the data controller or another auditor mandated by the data controller.

{(6) Where in relation to subsection (5)(h) an instruction from the data
controller to the data processor infringes this Act, the data processor shall
immediately inform the data controller.
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(7)  Where a data processor engages another data processor for carrying out
specific processing activities on behalf of the data controller in accordance with
subsection (2), the same obligations as set out in the contract between the data
controller and the data processor as referred to subsections (5) and (6) shall be
imposed on that other data processor, in particular providing sufficient guarantees
to implement appropriate technical and organisational measures in such a manner
that the processing will meet the requirements of this Act.

(8) Where that other data processor mentioned in subsection (7) fails to fulfi
its data protection obligations, the initial data processor referred to in subsection
(7) shall remain fully liable to the data controller for the performance of that other
data processor's obligations.

(9) The Commissioner with the approval of the Minister may prescribe
standard contractual clauses for the matters referred to in subsections (3) and (7).

(10) Where data processor contravenes this Act determining the purposes and
means of processing, the data processor shall be considered to be a data controller
in respect of that processing.

Processing under the authority of the data controller or data processor

59.(1) The data processor and any person acting under the authority of the
data controller or of the data processor, who has access to personal data, shall not
process those data except on instructions from the data controller, unless required
to do so by any enactment.

(2) A person who contravenes subsection (1) is guilty of an offence and is
liable on summary conviction to a fine of $500 000 or to a term of imprisonment
of 3 years or to both.
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Records of processing activities

60.(1)

A data controller and, where applicable, the data controller's

representative, shall maintain a record of processing activities under its
responsibility and that record shall contain all of the following:

(a)

(b)
(c)

(d)

(e)

/)

(g

the name and contact details of the data controller and, where
applicable, the joint data controller, the data controller's representative
and the data privacy officer;

the purposes of the processing;

a description of the categories of data subjects and of the categories of
personal data;

the categories of recipients to whom the personal data has been or will
be disclosed including recipients in other countries or international
organisations;

where applicable, transfers of personal data to another country or an
international organisation, including the identification of that country
or international organisation and, in the case of transfers referred to in
section 26, the documentation of suitable safeguards:

where possible, the envisaged time limits for erasure of the different
categories of data;

where possible, a general description of the technical and
organisational security measures referred to in section 62(1).

(2) A data processor and, where applicable, the data processor's representative
shall maintain a record of all categories of processing activities carried out on
behalf of a data controller, which contains:

(a)

the name and contact details of the data processor or data processors
and of each data controller on behalf of whom the data processor is
acting, and, where applicable, of the data controller's or the data
processor's representative, and the data privacy officer;
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(b) the categories of processing carried out on behalf of each data
controller;

fc) where applicable, transfers of personal data to another country or an
international organisation, including the identification of that country
or international organisation and, in the case of transfers referred to in
section 26, the documentation of suitable safeguards;

(d) where possible, a general description of the technical and
organisational security measures referred to in section 62(1).

Cooperation with the Commissioner

61. A data controller and the data processor and, where applicable, their
representatives, shall cooperate, on request, with the Commissioner in the
performance of his tasks.

Security of processing

62.(1) Taking into account the state of the art, the costs of implementation
and the nature, scope, context and purposes of processing as well as the risk of
varying likelihood and severity for the rights and freedoms of individuals, the
data controlier and the data processor shall implement appropriate technical and
organisational measures to ensure a level of security appropriate to the risk,
including:

{a} the pseudonymisation and encryption of personal data;

{b) the ability to ensure the ongoing confidentiality, integrity, availability
and resilience of processing systems and services;

(c) the ability to restore the availability and access to personal data in a
timely manner in the event of a physical or technical incident;

(d) a process for regularly testing, assessing and evaluating the
effectiveness of technical and organisational measures for ensuring the
security of the processing.
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(2) In assessing the appropriate level of security account shall be taken in
particular of the risks that are presented by processing, in particular from
accidental or unlawfu! destruction, loss, alteration, unauthorised disclosure of,
or access to personal data transmitted, stored or otherwise processed.

(3) The data controller and data processor shall take steps to ensure that any
individual acting under the authority of the data controller or the data processor
who has access to personal data does not process the personal data except on
instructions from the data controller, unless he is required to do so by any
enactment.

Notification of a personal data breach to the Commissioner

63.(1) Where there is a personal data breach the data controller shall without
undue delay and, where feasible, not later than 72 hours after having become
aware of it, notify the personal data breach to the Commissioner, unless the
personal data breach is unlikely to result in a risk to the rights and freedoms of
an individual.

(2)  Where the notification of the personal data breach to the Commissioner is
not made within 72 hours, the notification shall be accompanied by reasons for
the delay.

(3) The data processor shall notify the data controller without undue delay
after becoming aware of a personal data breach.

(4) The notification of the personal data breach to the Commissioner referred
to in subsection (1) shali

(a) describe the nature of the personal data breach including where
possible, the categories and approximate number of data subjects
concerned and the categories and approximate number of personal data
records concerned;

(b) communicate the name and contact details of the data privacy officer
or other contact point where more information can be obtained;

(c¢) describe the likely consequences of the personal data breach;
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(d) describe the measures taken or proposed to be taken by the data
controller to address the personal data breach, including, where
appropriate, measures to mitigate its possible adverse effects.

(5) Where, and in so far as, it is not possible to provide the information at the
same time, the information may be provided in phases without undue further
delay.

(6)  The data controller shall document any personal data breaches, comprising
the facts relating to the personal data breach, its effects and the remedial action
taken in order to facilitate the Commissioner in his assessment of the data
controller’s compliance with this section.

Communication of a personal data breach to the data subject

64.(1)  Where a personal data breach is likely to result in a high risk to the
rights and freedoms of individuals, the data controller shall communicate the
personal data breach to the data subject without undue delay and, where feasible,
not later than 72 hours after having become aware of it.

(2) The communication to the data subject referred to in subsection (1) shall
describe in clear and plain language the nature of the personal data breach and
contain the information referred to in paragraphs (b), (c) and (d) of section
63(4).

(3) The communication to the data subject referred to in subsection (1) shall
not be required where any of the following conditions are met:

(a) the data controller has implemented appropriate technical and
organisational protection measures, and those measures were applied
to the personal data affected by the personal data breach, in particular
those that render the personal data unintelligible to any person who is
not authorised to access it, such as encryption;

(b) the data controller has taken subsequent measures which ensure that
the high risk to the rights and freedoms of data subjects referred to in
subsection (1) is no longer likely to materialise;
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(c) it would involve disproportionate effort and in such a case, there shall
be a public communication or similar measure whereby the data
subjects are informed in an equally effective manner.

Data protection impact assessment

65.(1) Where a type of processing in particular using new technologies, and
taking into account the nature, scope, context and purposes of the processing, is
likely to result in a high risk to the rights and freedoms of an individual, the data
controller shall, prior to the processing, carry out an assessment of the impact of
the envisaged processing operations on the protection of personal data.

(2) Asingle assessment pursuant to subsection (1) may address a set of similar
processing operations that present similar high risks.

(3) The data controller shall seek the advice of the data privacy officer, where
designated, when carrying out a data protection impact assessment.

(4) A data protection impact assessment referred to in subsection (1) shall in
particular be required in the case of:

(a) a systematic and extensive evaluation of personal aspects relating to
individuals which is based on automated processing, including
profiling. and on which decisions are based that produce legal effects
concerning an individual or similarly significantly affect the
individual;

(b) processing on a large scale of sensitive personal data; or
(c) asystematic monitoring of a publicly accessible area on a large scale.

(5) The Commissioner shall establish and make public a list of the kind of
processing operations which are subject to the requirement for a data protection
impact assessment pursuant to subsection (1) and the Commissioner shall publish
that list in the Official Gazette.
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(6) The Commissioner shall establish and make public a list of the kind of
processing operations no data protection impact assessment is required and the
Commissioner shall publish that list in the Official Gazette.

(7) A data protection impact assessment referred to in subsection (1) shall
contain

(a) systematic description of the envisaged processing operations and the
purposes of the processing, including, where applicable, the legitimate
interest pursued by the data controller;

(b) an assessment of the necessity and proportionality of the processing
operations in relation to the purposes;

(¢} an assessment of the risks to the rights and freedoms of data subjects
referred to in subsection (1); and

(d) the measures envisaged to address the risks, including safeguards,
security measures and mechanisms to ensure the protection of personal
data and to demonstrate compliance with this Act taking into account
the rights and legitimate interests of data subjects and other persons
concerned.

(8) Where appropriate, the data controller shall seek the views of data subjects
or their representatives on the intended processing, without prejudice to the
protection of commercial or public interests or the security of processing
operations.

(9) Where necessary, the data controller shall carry out a review to assess if
processing is performed in accordance with the data protection impact assessment
at least when there is a change of the risk represented by processing operations,

Prior consultation

66.(1) The data controller shall consult the Commissioner prior to processing
where a data protection impact assessment under section 65 indicates that the
processing would result in a high risk in the absence of measures taken by the
controller to mitigate the risk.
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{2) Where the Commissioner is of the opinion that the intended processing
referred to in subsection (1) would infringe this Act, in particular where the data
controller has insufficiently identified or mitigated the risk, the Commissioner
shall, within a period of up to 8 weeks of receipt of the request for consultation,
provide written advice to the data controller and, where applicable to the data
processor.

(3) The period mentioned in subsection (2) may be extended by 6 weeks,
taking into account the complexity of the intended processing.

(4) The Commissioner shall inform the data controller and, where applicable,
the data processor, of any such extension within one month of receipt of the
request for consultation together with the reasons for the delay.

(5) The period mentioned in subsection (2) may be suspended until the
Commissioner has obtained information he has requested for the purposes of the
consultation.

(6) When consulting the Commissioner pursuant to subsection (1), the data
controller shall provide the Commissioner with:

fa) where applicable, the respective responsibilities of the data controller
and data processors involved in the processing, in particular for
processing within a group of undertakings;

(b) the purposes and means of the intended processing;

(¢c) the measures and safeguards provided to protect the rights and
freedoms of data subjects pursuant to this Act;

{d) where applicable, the contact details of the data privacy officer;
fe) the data protection impact assessment provided for in section 65;

() any other information requested by the Commissioner.
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Designation of the data privacy officer

67.(1) The data controller and the data processor shall designate a data
privacy officer in any case where:

(a) the processing is carried out by a public authority or body, except for
courts acting in their judicial capacity;

(b) the core activities of the data controller or the data processor consist of
processing operations which, by virtue of their nature, their scope and
their purposes, require regular and systematic monitoring of data
subjects on a large scale; or

(c) the core activities of the data controller or the data processor consist of
processing on a large scale of sensitive personal data.

(2) A groupofundertakings may appoint a single data privacy officer provided
that a data privacy officer is easily accessible from each establishment.

(3)  Where a data controller or the data processor is a public authority or body,
a single data privacy officer may be designated for several such authorities or
bodies, taking account of their organisational structure and size.

(4) In cases other than those referred to in subsection (1), the data controller
or data processor or associations and other bodies representing categories of data
controllers or data processors may designate a data privacy officer.

(5) The data privacy officer shall be designated on the basis of professional
qualities and, in particular, expert knowledge of data protection law and practices
and the ability to fulfil the duties and functions referred to in section 69.

(6) The data privacy officer may be a staff member of the data controller or
data processor, or fulfil the tasks on the basis of a service contract.

(7) The data controller or the data processor shall communicate the contact
details of the data privacy officer to the Commissioner.



75

Position of the data privacy officer

68.(1) The data controller and the data processor shall ensure that the data
privacy officer is involved, properly and in a timely manner, in all issues which
relate to the protection of personal data.

(2) Thedatacontroller and data processor shall support the data privacy officer
in performing the duties and functions referred to in section 69 by providing
resources necessary to carry out those tasks and access to personal data and
processing operations, and to maintain his expert knowledge.

(3) The data controller and data processor shall ensure that the data privacy
officer does not receive any instructions regarding the exercise of the duties and
functions referred to in section 69.

(4) A data privacy officer shall not be dismissed or penalised by the data
controller or the data processor for performing duties and functions referred to
in section 69.

(5) A data privacy officer shall report directly to highest management level of
a data controller or a data processor.

(6) Data subjects may contact the data privacy officer with regard to all issues
related to processing of their personal data and to the exercise of their rights under
this Act.

(7) A data privacy officer is required to keep confidential all matters
concerning the performance of his duties and functions referred to in section 69.
Duties and functions of a data privacy officer

69.(1) A data privacy officer shall

(a) inform and advise the data controller or the data processor and the
employees who carry out processing of their obligations pursuant to
this Act;
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(b) monitor compliance with this Act and with the policies of the data
controller or data processor in relation to the protection of personal
data, including the assignment of responsibilities, awareness-raising
and training of staff involved in processing operations, and the related
audits;

fc) provide advice where requested as regards the data protection impact
assessment and monitor its performance pursuant to section 65;

(d) cooperate with the Commissioner;

fe) act as the contact point for the Commissioner on issues relating to
processing, including the prior consultation referred to in section 66,
and to consult, where appropriate, with regard to any other matter,

(2) A data privacy officer shall in the performance of his duties and functions
under this section have due regard to the risk associated with processing
operations, taking into account the nature, scope, context and purposes of
processing.

PART VII
DATA PROTECTION COMMISSIONER

Data Protection Commissioner

70.(1) There shall be a public officer, to be called the Data Protection
Commissioner, who shall be responsible for the general administration of this
Act.

(2) A person is qualified to hold or to act in the post of Data Protection
Commissioner, where that person is qualified to practise as an attorney-at- law
and has so practised for a period of not less than 7 years, or for periods amounting
in the aggregate to not less than 7 years.
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(3) In this section “practise as an attorney-at-law” includes any period during
which a person served as an attorney-at-law, advocate, barrister-at-law, solicitor,
parliamentary counsel, magistrate or registrar of a court in some part of the
Commonwealth, or as a professor or teacher of law at the University of the West
Indies or at a school for legal education approved by the Judicial and Legal
Service Commission.

Functions of Commissioner

71. Without prejudice to the generality of the functions set out in this Act,
the functions of the Commissioner are to

(a) monitor and enforce the application of this Act;

(b) promote public awareness and understanding of the risks, rules,
safeguards and rights in relation to processing;

(c) promote the awareness of data controllers and data processors of their
obligations under this Act;

(d} organise activities addressed specifically to children to educate them
about the risks, rules, safeguards and rights in relation to processing;

(e) conduct, at his own discretion or where requested to do so by any
person, an audit of the personal data processed by the person, for the
purpose of ascertaining whether or not the data is processed in
accordance with this Act;

() upon request, provide information to any data subject concerning the
exercise of their rights under this Act;

(g) monitor the processing of personal data and, in particular, sensitive
personal data, and any other matter affecting the privacy of persons in
respect of their personal data, and

(i) report to the Minister on the results of that monitoring; and

(ii) where appropriate, make recommendations on the need for, or
desirability of, taking legislative, administrative or other action to
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give protection or better protection, to the privacy of persons in
respect of their personal data;

examine any proposed legislation or proposed policy of the
Government that

(i) the Commissioner considers may affect the privacy of persons in
respect of their personal data; or

(ii) provides for the collection of personal data by any public
authority or the disclosure of personal data by one public
authority to another public authority,

and report to the Minister the results of that examination;

)

)

(k)

@

(m)

(n)

conduct investigations on the application of this Act, including on the
basis of information received from a public authority;

receive and invite representations from members of the public on any
matter affecting the privacy of persons in respect of their personal
data;

consult and cooperate with other persons concerned with the privacy
of persons in respect of their personal data;

make suggestions to any person in relation to any matter that concerns
the need for, or the desirability of, action by that person in the interest
of the privacy of persons in respect of their personal data;

provide, at his own discretion or where requested to do so, advice to
any Minister or public authority on any matter relevant to the operation
of this Act;

inquire generally into any matter, including any law, practice or
procedure, whether governmental or non-governmental, or any
technical development, where it appears to the Commissioner that the
privacy of persons in respect of their personal data is being or may be
infringed thereby;



(o)

(2

(q)

(s)

(1)

(1)

v)
(w)
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undertake research into, and monitor developments in, data processing
and computer technology to ensure that any adverse effects of such
developments on the privacy of persons in respect of their personal
data is minimised, and report to the Minister the results of such research
and monitoring;

report to the Minister on the desirability of the acceptance, by
Barbados, of any international instrument relating to the privacy of
persons in respect of their personal data;

monitor relevant developments, insofar as they have an impact on the
protection of personal data, in particular the development of
information and communication technologies and commercial
practices;

prepare appropriate codes of practice for the guidance of persons
processing personal data;

recommend the adoption and development of standard contractual
clauses and standard data protection clauses pursuant to this Act;

establish and maintain a list in relation to the requirement for data
protection impact assessment pursuant to section 65(5) and (6);

investigate complaints from persons concerning abuses in the
processing of personal data;

approve binding corporate rules pursuant to section 25;

keep internal records of contraventions of this Act and of measures
taken to address those contravention;

do anything incidental or conducive to the performance of any of the
preceding functions; and

exercise such other functions as are conferred or imposed on the
Commissioner by or under this Act or any other enactment.
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Staff

72.(1) There shall be appointed to assist the Commissioner in the discharge
of his functions such number of public officers as may be required.

(2) A person appointed pursuant to subsection (1) section is subject to the
Commissioner's direction and control in the performance of functions under this
Act.

Confidential information

73.(1)  The Commissioner and a public officer appointed pursuant to section
72(1) shall keep secret all confidential information coming to his knowledge
during the course of the administration of this Act or any other Act that the
Commissioner has jurisdiction to administer or enforce, except insofar as
disclosure is necessary for the administration of this Act or insofar as the
Commissioner authorises that person to release the information.

(2)  Subsection (1) shall not apply where disclosure is required pursuant to
() an order made by a court of competent jurisdiction;
(b) a duty or obligation imposed by any enactment; or
fc) an international agreement to which Barbados is a party.

(3) A person who contravenes subsection (1) subject to subsection (2) is guilty
of an offence and is liable on summary conviction to a fine of $50 000 or to
imprisonment for a term of 12 months, or to both,

(4) In this section, “confidential information” means information of any kind
and in any form that relates to one or more persons and that is obtained by or on
behalf of the Commissioner for the purpose of administering or enforcing this
Act or any enactment that the Commissioner has jurisdiction to administer or
enforce, or that is prepared from such information, but does not include
information that does not directly or indirectly reveal the identity of the person
to whom it relates.
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Indemnity

74. The Commissioner and his staff shall not be subject to any action,
claim or demand by, or liability to, any person in respect of anything done or
omitted to be done in good faith in the discharge or in connection with the
discharge of the functions conferred on the Commissioner and his staff pursuant
to this Act.

Report

75.(1) The Commissioner shall, not later than 3 months after the end of each
financial year, submit to the Minister a report of the activities and operations of
the Commissioner throughout the preceding financial year in such detail as the
Minister may direct.

{2) Acopy ofthe report of the Commissioner referred to in subsection (1) shall
be printed and laid before both Houses of Parliament and published in the Official
Gazette not later than 3 months from the date of receipt thereof by the Minister.

PART VIII
ENFORCEMENT

Enforcement notice

76.(1) Where the Commissioner is satisfied that a data controller or a data
processor has contravened or is contravening this Act, the Commissioner may
serve him with a notice, to be referred to as an “enforcement notice” requiring
him, to do either or both of the following:

(a) totake within such time as may be specified in the notice, or to refrain
from taking after such time as may be so specified, such steps as are
so specified; or
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(b) to refrain from processing any personal data, or any personal data of a
description specified in the notice, or to refrain from processing the
personal data for a purpose so specified or in a manner so specified,
after such time as may be so specified.

(2) In deciding whether to serve an enforcement notice, the Commissioner
shall consider whether the contravention has caused or is likely to cause any
person damage or distress.

(3) An enforcement notice shall contain

fa) a statement of the provision of the Act which the Commissioner is
satisfied have been or are being contravened and his reasons for
reaching that conclusion; and

(b) particulars of the right of appeal conferred by section 91.

(4)  Subject to subsections (5) and (6), an enforcement notice shall not require
any of the provisions of the notice to be complied with before the end of the
period within which an appeal can be brought against the notice and, where such
an appeal is brought, the notice need not be complied with pending the
determination or withdrawal of the appeal.

(5)  Where by reason of special circumstances the Commissioner considers that
an enforcement notice should be complied with as a matter of urgency he may
include in the notice a statement to that effect and a statement of his reasons for
reaching that conclusion.

(6)  Where subsection (5) applies, the notice shall not require the provisions of
the notice to be complied with before the end of the period of 7 days beginning
with the day on which the notice is served.

Cancellation of enforcement notice

77.(1) Where the Commissioner considers that all or any of the provisions
of an enforcement notice need not be complied with in order to ensure compliance
with this Act, he may cancel or vary the enforcement notice by written notice to
the person on whom it was served.
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(2) A person on whom an enforcement notice has been served may, at any time
after the expiry of the period during which an appeal can be brought against that
enforcement notice, apply in writing to the Commissioner for the cancellation or
variation of the notice on the ground that, by reason of a change of circumstances,
all or any of the provisions of the notice need not be complied with in order to
ensure compliance with the provisions of this Act to which the notice relates.

Request for assessment

78.(1) A request may be made to the Commissioner by or on behalf of any
person who is, or believes himself to be, directly affected by any processing of
personal data for an assessment as to whether it is likely or unlikely that the
processing has been or is being carried out in compliance with this Act.

(2) Onreceiving a request under this section, the Commissioner shall make an
assessment in such manner as appears to him to be appropriate, unless he is not
supplied with such information as he may reasonably require to

fa) satisfy himself as to the identity of the person making the request; and
(b) enable him to identify the processing in question.

(3) The matters to which the Commissioner may have regard in determining
in what manner it is appropriate to make an assessment include

(a) the extent to which the request appears to him to raise a matter of
substance;

(b) any undue delay in making the request; and

{c) whether or not the person making the request is entitled to make an
application under section 10 in respect of the personal data in question.

(4) Where the Commissioner has received a request under this section he shall
notify the person who made the request

(a) whether he has made an assessment as a result of the request; and
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(b) to the extent that he considers appropriate, having regard in particular
to any exemption from section 10 applying in relation to the personal
data concerned, of any view formed or action taken as a result of the
request.

Information notice

7941 Where the Commissioner

fa) has received a request under section 78 in respect of any processing of
personal data; or

(b) reasonably requires any information for the purpose of determining
whether a data controller has complied or is complying with the data
protection principles,

he may serve the data controller with a notice, to be referred to as an “information
notice”, requiring the data controller to furnishhim with specified information
relating to the request or to compliance with the provisions of this Act.

{(2) An information notice shall contain
fa} in a case falling within

(i) subsection {1){a), a statement that the Commissioner has received
a request under section 78 in relation to the specified processing;
or

(ii) subsection (1)(b), a statement that the Commissioner regards the
specified information as relevant for the purpose of determining
whether the data controller or the data processor has complied or
is complying with the provisions of this Act and his reasons for
regarding it as relevant for that purpose; and

(b) particulars of the right of appeal conferred by section 91.
(3) The Commissioner may specify in an information notice

(¢} the form in which the information must be furnished; and
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(b) the period within which, or the time and place at which, the information
must be furnished.

(4)  Subject to subsection (5), a period specified in an information notice under
subsection (3)(b) must not end, and a time so specified must not fall, before the
end of the period within which an appeal can be brought against the notice and,
where such an appeal is brought, the information need not be furnished pending
the determination or withdrawal of the appeal.

(3)  Where by reason of special circumstances the Commissioner considers that
the information is required as a matter of urgency, he may include in the notice
a statement to that effect and a statement of his reasons for reaching that
conclusion and in that event subsection (4) shall not apply, but the notice shall
not require the information to be furnished before the end of the period of 7 days
beginning with the day on which the notice is served.

(6) A person shall not be required by virtue of this section to furnish the
Commissioner with any information in respect of

(a) any communication between a professional legal adviser and his client
in connection with the giving of legal advice to the client with respect
to his obligations, liabilities or rights under this Act; or

(b) any communication between a professional legal adviser and his client,
or between such an adviser or his client and any other person, made in
connection with or in contemplation of proceedings under or arising
out of this Act {including proceedings before the Tribunal) and for the
purposes of such proceedings.

(7)  In subsection (6) references to the client of a professional legal adviser
includes references to any person representing such a client.

(8) A person shall not be required by virtue of this section to furnish the
Commissioner with any information where the furnishing of that information
would, by revealing evidence of the commission of any offence, other than an
offence under this Act or an offence of perjury, expose that person to proceedings
for that offence,
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(9)  Any relevant statement provided by a person in response to a requirement
under this section may not be used in evidence against that person on a
prosecution for an offence under this Act, other than an offence under section 83,
unless in the proceedings

fa) in giving evidence the person provides information that is inconsistent
with it; and

b} evidence relating to it is adduced, or a question relating to it is asked,
by that person or on that person’s behalf.

(10) The Commissioner may cancel an information notice by written notice to
the person on whom it was served.

(11) This section has effect subject to section 82(3).
(12) In subsection (1)“specified information”means information
fa) specified or described in the information notice; or

fb) falling within a category which is specified or described in the
information notice.

(13) In subsection (9),“relevant statement”, in relation to a requirement under
this section, means

(a} an oral statement; or

(b} a written statement made for the purposes of the requirement.

Special information notice
80.(1) Where the Commissioner

fa) receives a request under section 78 in respect of any processing of
personal data; or
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{b) has reasonable grounds for suspecting that, in a case in which
proceedings have been stayed under section 34, the personal data to
which the proceedings relate

(i) 1s not being processed only for the purposes of journalism or for
artistic or literary purposes; or

(ii) isnotbeing processed with a view to the publication by any person
of any journalistic, literary or artistic material which has not
previously been published by the data controller,

he may serve the data controller with a notice, referred to as a “special information
notice”, requiring the data controller to furnish him with specified information
for the purpose specified in subsection (2).

(2) The purpose referred to in subsection (1) is the purpose of ascertaining
whether personal data is being processed

(a) only for the purposes of journalism or for artistic or literary purposes;
or

(b) witha view to the publication by any person of any journalistic, literary
or artistic material which has not previously been published by the data
controller.

(3) A special information notice must contain
(a) particulars of the right of appeal conferred by section 91; and
{b) in a case falling within

(i) subsection (1)(a), a statement that the Commissioner has received
a request under section 78 in relation to the specified processing;
or

(i) subsection (1){b), a statement of the Commissioner’s grounds for
suspecting that the personal data is not being processed as
mentioned in that paragraph.
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(4) The Commissioner may also specify in the special information notice
(a) the form in which the information must be furnished; and

{b) the period within which, or the time and place at which, the information
must be furnished.

(5) Subject to subsection (6), a period specified in a special information notice
under subsection (4)(d) must not end, and a time so specified must not fall, before
the end of the period within which an appeal can be brought against the notice
and, if such an appeal is brought, the information need not be furnished pending
the determination or withdrawal of the appeal.

(6) Where by reason of special circumstances the Commissioner considers that
the information is required as a matter of urgency, he may include in the notice
a statement to that effect and a statement of his reasons for reaching that
conclusion and in that event subsection (5) shall not apply, but the notice shall
not require the information to be furnished before the end of the period of 7 days
beginning with the day on which the notice is served.

(7) A person shall not be required by virtue of this section to furnish the
Commissioner with any information in respect of

(a) any communication between a professional legal adviser and his client
in connection with the giving of legal advice to the client with respect
to his obligations, liabilities or rights under this Act; or

(b) any communication between a professional legal adviser and his client,
or between such an adviser or his client and any other person, made in
connection with or in contemplation of proceedings under or arising
out of this Act, including proceedings before the Tribunal, and for the
purposes of such proceedings.

(8) In subsection (7) a reference to the client of a professional legal adviser
include a reference to any person representing such a client.

(9) A person shall not be required by virtue of this section to furnish the
Commissioner with any information where the furnishing of that information
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would, by revealing evidence of the commission of any offence, other than an
offence under this Act or an offence of perjury, expose him to proceedings for
that offence.

(10) Any relevant statement provided by a person in response to a requirement
under this section may not be used in evidence against that person on a
prosecution for any offence under this Act, other than an offence under section
83, unless in the proceedings

fa) in giving evidence the person provides information inconsistent with
it; and

(b) evidence relating to it is adduced, or a question relating to it is asked,
by that person or on that person's behalf.

(11) In subsection (10)“relevant statement”, in relation to a requirement under
this section, means

(a) an oral statement; or
(b) a written statement made for the purposes of the requirement.

(12) The Commissioner may cancel a special information notice by written
notice to the person on whom it was served.

{13) In subsection (1)“specified information"means information
fa) specified, or described, in the special information notice; or

(b) falling within a category which is specified, or described, in the special
information notice.
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Determination by Commissioner as to the purposes of journalism or
artistic or literary purposes

81.(1) Where at any time it appears to the Commissioner, whether as a result
of the service of a special information notice or otherwise, that any personal data
is not being processed

(a) only for the purposes of journalism or for artistic or literary purposes;
or

(b) witha view to the publication by any person of any journalistic, literary
or artistic material which has not previously been published by the data
controller,

he may make a determination in writing to that effect.

(2) Notice of the determination shall be given to the data controller; and the
notice must contain particulars of the right of appeal conferred by section 91.

(3) A determination under subsection (1) shall not take effect until the end of
the period within which an appeal can be brought and, where an appeal is brought,
shall not take effect pending the determination or withdrawal of the appeal.

Restriction on enforcement in case of processing for the purposes of
journalism or for artistic or literary purposes

82.(1) The Commissioner may not serve an enforcement notice on a data
controller with respect to the processing of personal data for the purposes of
journalism or for artistic or literary purposes unless

{a) adetermination under section 81(1) with respect to those data has taken
effect; and

(b) the court has granted leave for the notice to be served.
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(2) The court shall not grant leave for the purposes of subsection (1)(4) unless
it is satisfied

(a) thatthe Commissioner has reason to suspect a contravention of the data
protection principles which is of substantial public importance; and

(b) except where the case is one of urgency, that the data controller has
been given notice, in accordance with rules of court, of the application
for leave.

(3) The Commissioner may not serve an information notice on a data controller
with respect to the processing of personal data for the purposes of journalism or
for artistic or literary purposes unless a determination under section 81(1) with
respect to those data has taken effect.

Failure to comply with notice

83.(1) A person who fails to comply with an enforcement notice, an
information notice or a special information notice is guilty of an offence and is
liable on summary conviction to a fine of $15 000 or to a term of imprisonment
of 6 months.

(2) A person who, in purported compliance with an information notice
(a) makes a statement which he knows to be false in a material respect; or
(b) recklessly makes a statement which is false in a material respect,

is guilty of an offence and is liable on summary conviction to a fine of $500 000
or to a term of imprisonment of 3 years or to both.

(3) Itis adefence for a person charged with an offence under subsection (1)
to prove that he exercised all due diligence to comply with the notice in
question.
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Service of notice by Commissioner

84.(1)  Any notice authorised or required by this Act to be served on or given
to any person by the Commissioner may where the person is

(a) an individual, be served on him by
(i) delivering it to him;

(ii) sending it to him by post addressed to him at his usual or last
known place of residence or business; or

(ii1) leaving it for him at that place; or
(b) abody corporate or partnership, be served on it by

(i) sending it by post to the proper officer of the company at its
principal office; or

(ii) addressing it to the proper officer of the partnership and leaving it
at the office of the proper officer.

(2) This section is without prejudice to any other lawful method of serving or
giving a notice.

(3) Nothing in subsections (1) and (2) precludes the service of a notice by
electronic means.
Warrants

85.(1) Where a judge is satisfied by information on oath supplied by the
Commissioner that there are reasonable grounds for suspecting that

fa) adata controller or a data processor has contravened or is contravening
Parts 11, 1El or 1V; or

fb) an offence under this Act has been or is being committed, and that
evidence of the contravention or of the commission of the offence is
to be found on any premises specified by the Commissioner,
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the Judge may issue a warrant.

{2) A warrant issued, under subsection (1), shall authorise a police officer
accompanied by the Commissioner, staff or such other person skilled in
information technology as the police officer may deem necessary for the purpose,
within 7 days of the date of the warrant, to

(a) enter the premises;
(b) search the premises;

fc) inspect, examine, operate and test any equipment found on the premises
which is used or intended to be used for the processing of personal data;

(d) inspect and seize any documents or other material found on the
premises;

(e) require any person on the premises to provide

(i) an explanation of any document or other material found on the
premises;

(i1) such other information as may reasonably be required for the
purpose of determining whether the data controller has
contravened or is contravening Parts 11, 111 or IV.

(3) A judge shall not issue a warrant in respect of any personal data processed
for the purposes of journalism or for artistic or literary purposes unless a
determination by the Commissioner under section 81 with respect to those data
has taken effect.

Execution of warrants

86.(1) A police officer executing a warrant may use such reasonable force
as may be necessary.

(2)  Where the person who occupies the premises in respect of which a warrant
is issued is present when the warrant is executed, he shall be shown the warrant
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and supplied with a copy of it and where the person is not present, a copy of the
warrant shall be left in a prominent place on the premises.

(3) A police officer seizing anything in pursuance of a warrant shall make a
list of any items seized with the date and time of the seizure and shall give the
list to

(a) the data controller; or

(b) the occupier of the premises.

Matters exempt from inspection and seizure

87.(1)  The powers of inspection and seizure conferred by a warrant shall not
be exercisable in respect of personal data which, by virtue of section 30, is exempt
from any of the provisions of this Act.

(2) The powers of inspection and seizure conferred by a warrant shall not be
exercisable in respect of any communication between

fa) aprofessional legal adviser and his client in connection with the giving
of legal advice to the client with respect to his obligations, liabilities
or rights under this Act; or

(b) a professional legal adviser and his client, or between such an adviser
or his client and any other person, made in connection with or in
contemplation of proceedings under or arising out of this Act including
proceedings before the Tribunal and for the purposes of those
proceedings.

Return of warrants
88. A warrant shall be returned to the court from which it was issued
(a) after being executed; or

{b) where not executed within the time authorised for its execution;
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and the police officer by whom any such warrant is executed shall make an
endorsement on it stating what powers have been exercised by him under the
warrant.
Obstruction of execution of a warrant
89. Any person who

(a) intentionally obstructs a person in the execution of a warrant;

(b} fails without reasonable excuse to give any police officer executing
such a warrant such assistance as he may reasonably require for the
execution of the warrant;

fc) makes a statement in response to a requirement under section 85(2)
(e) which that person knows to be false in a material respect; or

(d) recklessly makes a statement in response to a requirement under section
85(2)(e) which is false in a material respect,

is guilty of an offence and is liable on summary conviction to a fine of $100 000
or to a term of imprisonment of 2 years or to both.

PART IX
DATA PROTECTION TRIBUNAL

Establishment of the Data Protection Tribunal
90.(1) There is established a tribunal called the Data Protection Tribunal.

(2) The Schedule has the effect as to the constitution of Tribunal and otherwise
in relation to the Tribunal.
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Right of appeal

91.(1) A person on whom an enforcement notice, an information notice or a
special information notice has been served may appeal to the Tribunal against
the notice.

(2) A person on whom an enforcement notice has been served may appeal to
the Tribunal against the refusal of an application under 77(2) for cancellation or
variation of the notice.

(3) Where an enforcement notice, an information notice or a special
information notice contains a statement by the Commissioner in accordance with
section 76(3), section 79(5) or 80(6) then, whether or not the person appeals
against the notice, he may appeal against

(a) the Commissioner’s decision to include the statement in the notice; or

(b) the effect of the inclusion of the statement in respect of any part of the
notice.

(4) A data controller in respect of whom a determination has been made under
section 81 may appeal to the Tribunal against the determination.

{5) A person on whom an order has been made pursuant to under section 94
may appeal to the Tribunal against that order.

Determination of appeals

92.(1) Where on an appeal under section 91(1) the Tribunal considers

() that the notice against which the appeal is brought is not in accordance
with this Act or any regulations made thereunder; or

(b) to the extent that the notice involved an exercise of discretion by the
Commissioner, and it is determined that the Commissioner ought to
have exercised his discretion differently,
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the Tribunal shall allow the appeal or substitute such other notice or decision as
could have been served or made by the Commissioner and in any other case the
Tribunal shall dismiss the appeal.

(2) Upon appeal pursuant to subsection (1), the Tribunal may review any
determination of fact on which the notice in question was based.

(3) Where on an appeal under 91(2) the Tribunal considers that the
enforcement notice ought to be cancelled or varied by reason of a change in
circumstances, the Tribunal shall cancel or vary the notice.

(4 On an appeal under 91(3) the Tribunal may direct

(a) that the notice in question shall have effect as if it did not contain any
such statement as is mentioned in that subsection; or

(h) that the inclusion of the statement in accordance with section 76(3),
section 79(5) or 80(6) shall not have effect in relation to any part of the
notice, and may make such modifications in the notice as may be
required for giving effect to the direction.

(5) On an appeal under section 91(4), the Tribunal may cancel the
determination of the Commissioner.

(6)  Any party to an appeal to the Tribunal under section 91 may appeal from
the decision of the Tribunal on a point of law to the High Court.
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PART X
MISCELLANEOUS

Unlawful obtaining of personal data

93.(1) A person shall not knowingly or recklessly, without the consent of the
data controller

(a) obtain or disclose personal data or the information contained in
personal data; or

(b) procure the disclosure to another person of the information contained
in personal data.

(2)  Subsection (1) does not apply to a person who shows that
(a) the obtaining, disclosing or procuring
(iy was necessary for the purpose of preventing or detecting crime; or

(ii) was required or authorised by or under any enactment, by any rule
of law or by the order of a court;

(b) he acted in the reasonable belief that he had in law, the right to obtain
or disclose the data or information or, as the case may be, to procure
the disclosure of the information to the other person;

{¢) he acted in the reasonable belief that he would have had the consent of
the data controller, if, the data controller had known of the obtaining,
disclosing or procuring and the circumstances of it; or

(d) in the particular circumstances, the obtaining, disclosing or procuring
was justified as being in the public interest.

(3) A person who, contravenes subsection (1), is guilty of an offence and is
liable on summary conviction to a fine of $10 000 or to a term of imprisonment
of 6 months or to both.
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(4) A person who selis personal data is guilty of an offence if he obtained the
data in contravention of subsection (1) and is liable on summary conviction to a
fine of $100 000 or to a term of imprisonment of 3 years or to both.

(5) A person who offers to sell personal data is guilty of an offence where
{a) he has obtained the data in contravention of subsection (1); or
(b) he subsequently obtains the data in contravention of subsection (1)

and is liable on summary conviction to a fine of $100 000 or to a term of
imprisonment of 3 years or to both.

(6) For the purposes of subsection (5), an advertisement indicating that
personal data is or may be for sale is an offer to sell the data.

Administrative penalty

924.(1) Where the Commissioner after a hearing determines that a person has
contravened section 52(1), section 57(1) and sections 60 to 67 and the
Commissioner considers it to be in the public interest to make an order, the
Commissioner may order the person to pay to the Crown a penalty of an amount
not exceeding $50 000.

(2) In addition to the public interest, where the Commissioner seeks to make
an order pursuant to subsection (1), he shall have due regard to the following:

fa) thenature, gravity and duration of the contravention taking into account
the nature scope or purpose of the processing concerned as well as the
number of data subjects affected and the level of damage suffered by
them;

(b) the intentional or negligent character of the contravention;

fc) any action taken by the data controller or data processor to mitigate the
damage suffered by data subjects;

(d) any relevant previous contraventions by the data controller or data
processor;
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(e) the degree of cooperation with the Commissioner, in order to remedy
the infringement and mitigate the possible adverse effects of the
contravention;

() the categories of personal data affected by the contravention;

(g) the manner in which the contravention became known to the
Commissioner, in particular whether, and if so to what extent, the data
controller or data processor notified the contravention; and

(h) any other aggravating or mitigating factor applicable to the
circumstances of the case, such as financial benefits gained, or losses
avoided, directly or indirectly, from the contravention.

(3) Where the Commissioner makes an order under subsection (1) the
Commissioner shall file in the registry of the Court a copy of the order certified
by the Commissioner, and on being filed the order shall have the same force and
effect, and all proceedings may be taken on it, as if it were a judgment of the
court, unless an appeal has been filed pursuant to section 91.

(4) A penalty imposed by the Commissioner in the exercise of his powers
under this Act shall be payable into the general revenue and may be recovered
by the Crown as a civil debt and for the purposes of the proof of such debt a
certificate under the hand of the Commissioner shall be receivable in evidence
as sufficient proof of such debt.

(5) A person aggrieved by an order made by the Commissioner pursuant to
subsection (1) may appeal to the Tribunal within 28 days of the date of the order.

Disclosure of information

95. No enactment or rule of law prohibiting or restricting the disclosure
of information shall preclude a person from furnishing the Commissioner or the
Tribunal with any information necessary for the discharge of their functions
under this Act.
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Act binds Crown
96. This Act binds the Crown.

Amendment of Schedule

97. The Minister may by Order amend the Schedule.
Regulations
98. The Minister may make Regulations generally for the purposes of

giving effect to this Act.

Commencement

99. This Act comes into operation on a date to be fixed by proclamation.
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SCHEDULE
(Section 90)

Data Protection Tribunal

Constitution

Members of the Tribunal

L(1) The members of the Tribunal shall be appointed by the Minister by
instrument in writing from among persons who appear to him to be qualified as
having had experience of, and shown capacity in, matters relating to data
protection and privacy or such other related discipline.

(2) The Tribunal shall comprise 5 members who shall be appointed by the
Minister.

(3) At least one of the members of the Tribunal shall be an attorney-at-law of
at least 10 years standing, and he shall be the Chairman of the Tribunal.

(4) The members of the Tribunal shall hold office for such period not
exceeding 3 years as the Minister may specify in the instrument of
appointment.

(5) The Minister shall appoint a person appearing to him to have the
qualifications necessary for appointment under paragraph 1(3) to act temporarily
in the place of the Chairman where the Chairman is absent or unable to perform
his functions.

Resignation

2. A member of the Tribunal may at any time resign his office by
instrument in writing addressed to the Minister and such resignation shall take
effect from the date of the receipt by the Minister of that instrument.
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Revocation of appointments

3. The Minister shall revoke the appointment of any member of the
Tribunal where that member

(a) fails to carry out any of the functions conferred or imposed on him
under this Act;

(b) becomes of unsound mind or becomes permanently unable to perform
his functions by reason of ill health;

(¢c) becomes bankrupt or compounds with, or suspends payment to, his
creditors;

(d) is convicted and sentenced to a term of imprisonment or to death; or

fe} is convicted of any offence involving dishonesty.

Gazetting appointments

4. The appointment, removal or resignation of a member of the Tribunal
shall be recorded in the Official Gazette.

Protection of the members of the Tribunal

5. No action, suit, prosecution or other proceedings shall be brought or
instituted personally against a member of the Tribunal in respect of any act done
in good faith in pursuance of their functions under this Act.

Remuneration of the members of the Tribunal

6. There shall be paid to the members of the Tribunal such remuneration
and other such allowances as the Minister may determine.
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Read three times and passed the House of Assembly this
day of , 2019,

Speaker

Read three times and passed the Senate this day of

, 2019,

President









PARLIAMENT OF BARBADOS
(FIRST SESSION OF 2018 — 2023)

JOINT SELECT COMMITTEE
ON THE
DATA PROTECTION BILL, 2019

Minutes of the First Meeting of the Joint Select Committee on the Data
Protection Bill, 2019 held in the Senate Chamber, Parliament Buildings,
Bridgetown on Monday, June 24%, 2019 at 2:00 p.m.

PRESENT WERE:

Senator the Hon. Miss Kay S. McConney (Chairman)
Hon. Dale D. Marshall, Q.C, M.P.

Hon. Dwight G. Sutherland, M.P

Mr. Neil G. H. Rowe, M.P.

Senator Damien R. Sands

Senator Rawdon J. H. Adams

Senator Miss Crystal N. Drakes

Senator Kevin J. Boyce

Senator Ms. Alphea M. Wiggins

ABSENT WERE:
Hon. Ms. C. Sandra V. Husbands, M.P.

Bishop Joseph J. S Atherley, J.P., M.P.



IN ATTENDANCE WERE:

Hon. Miss Cynthia Y. Forde, J.P., M.P.

Mr. Pedro Eastmond, Clerk of Parliament

Mr. Nigel Jones, Deputy Clerk of Parliament

Ms. Beverley S. Gibbons, Deputy Clerk of Parliament

Miss Suzanne Hamblin, {Library Assistant) Procedural Officer to the
Committee (Ag.)

Ms. Shawn Belle, Senior Parliamentary Counsel, Chief Parliamentary
Counsel Office

ltem 1: Appointment of Chairman

The Clerk called the meeting to order at 2:25 p.m. and apologised for the
late start. He stated that the first order of business would be to appoint a
Chairman.

On the motion of Hon. Dale D. Marshall, seconded by Senator Rawdon J. H.
Adams, Senator the Hon. Miss Kay S. McConney was appointed Chairman.

Senator the Hon. Miss Kay S. McConney assumed the Chair.

Item 2: Welcome

On the motion of Senator Ms. Alphea M. Wiggins, seconded by Hon. Dale D.
Marshall the amended Agenda was adopted.

Madam Chairman welcomed everyone and informed the Committee that
the Data Protection Bill, 2019 was designed to regulate the collection, keeping,
processing, use and dissemination of personal data. She cited the terms of
reference:



1. To inquire into and determine whether the Bill as drafted effectively fulfils
the expressed objects of improving the protection of personal data;

2. To examine whether the Bill as drafted would upon effective
implementation contribute to an ethos of compliance with data protection;
thereby promoting transparency and accountability; and

3. To make recommended changes, if deemed necessary, to the Bill as drafted
for further consideration by the Chief Parliamentary Counsel.

Item 3: Quorum

The Chair recommended that five (5} persons constitute a quorum for
meetings of the Joint Select Committee.

There was no objection, and on the motion of Senator Damien R. Sands,
seconded by Senator Miss Crystal N. Drakes the quorum was set at five (5).

item 4: Technical Support

Madam Chairman informed the meeting that the technical support would
be provided by Ms. Shawn Belle, Senior Parliamentary Counsel, Chief
Parliamentary Counsel Office.

ltem 5: Procedure

Madam Chairman proposed that the Committee conclude its work, and
report to the Honourable the Senate by Wednesday, July 10", 2019 and further
that the Bill be submitted to the Honourable the House of Assembly by Tuesday,
July 23", 2019. She noted that the deadline for the submissions to the Committee
was Thursday, June 20%, 2019 and so far Parliament had received five (5). There
was an additional request from Ms. Anne Reid to submit a written submission.
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On the motion of Senator Ms. Alphea M. Wiggins, seconded by Senator
Kevin J. Boyce the deadline was extended to Thursday, June 27t 2019.

It was agreed that the oral presentations would begin at the next scheduled
meeting on Wednesday, June 26™ 2019 at 10:00 am. After lunch, consideration
would be given to the written submissions.

Madam Chairman proposed that the Committee meet again on Monday,
July 1%, 2019 to consider the subsequent submissions received by the new
deadline. It was agreed that the proceedings would be streamed.

Madam Chairman stated that each presentation would be ten {10} minutes
long and followed up with a fifteen (15) to twenty (20) minutes question and
answer segment.

It was agreed that the Clerk of Parliament would invite the Barbados
Bankers’ Association Inc., The Barbados Association of Medical Practitioners and
the Barbados Bar Association to submit submissions.

Ms. Shawn Belle informed the Committee that comments were received
from the Barbados ICT Professionals Association (BIPA), the Barbados Chapter of
Information Systems Security Association (BISSA) and ISOC Barbados -- the
Barbados Chapter of the Internet Society.

On the motion of Senator Damien R. Sands, seconded by Senator Kevin J.
Boyce the procedures were adopted.

Item 6: Presentations
Madam Chairman outlined the three (3) presentations:-
1. “An overview of the Data Protection Bill, 2019” by Mr. Chesterfield

Coppin, E-Commerce Development Officer;

2. “Provisions of the Data Protection Bill, 2019” by Ms. Shawn Belle, Senior
Parliamentary Counsel; and



3. “Best Practices in Data Protection” by Mr. Steve Clarke, Advisory
Partner, Deloitte.

Madam Chairman invited the presenters to join the meeting and
introduced Mr. Charlie Browne, Permanent Secretary, Ministry of Innovation,
Science and Smart Technology to the Committee.

It was agreed by the Committee to switch the order of the presentations so
that the order of appearance would be Ms. Shawn Belle, Mr. Steve Clarke and
then Mr. Chesterfield Coppin.

Ms. Shawn Belle, Senior Parliamentary Counsel presented on the
“Provisions of the Data Protection Bill, 2019” (Transcript follows).

Senator Rawdon J. H. Adams queried the adjustment made in the General
Data Protection Regulations (GDPR) between the powers that sit with the
Controller and the Processor. Ms. Belle stated that the Data Processor was
regulated a bit more in terms of registration and in was felt in the GDPR that they
should be regulated a bit more.

Mr. Steve Clarke presented on the “Best Practices in Data Protection”
(Transcript foliows).

Senator Rawdon J. H. Adams queried whether there was a split in the
capacity of firms to respect the tegislation as a function of their size, whether they
were small, medium or large? Mr. Clarke answered in the affirmative but stated
that the smaller entities seemed to be experiencing a problem as they tend to
outsource the DPO but believed that persons were missing the regulations from
GDPR perspective.

Senator Rawdon J. H. Adams followed up by querying whether there was
any sort of data around as to how financially onerous the legislation has proven,
for example, as a percentage of total operating costs?

Mr. Steve Clarke responded that the breaches and penalties which have
occurred have been by extremely large organisations such as Facebook and



Amazon. Even though the penalties were onerous and quite large they looked to
see if they were actively doing something to mitigate the breaches.

Mr. Chesterfield Coppin presented on “An overview of the Data Protection
Bill, 2019” (Transcript follows).

ltem 7: ADJOURNMENT

On the motion of Hon. Dale D. Marshall, seconded by Senator Rawdon J. H.
Adams the meeting was adjourned to Wednesday, June 26%, 2019 at 10:00 a.m.

There being no other business Madam Chairman adjourned the meeting
accordingly at 4:00 p.m.

Bev%%

Deputy Clerk of Parliament

-

Confirmed this ] day of 6»«1«9' 2019.

Chalrman









PARLIAMENT OF BARBADOS
(FIRST SESSION OF 2018 — 2023)

JOINT SELECT COMMITTEE

ON THE
DATA PROTECTION BILL, 2019

Minutes of the Second Meeting of the Joint Select Committee on the Data
Protection Bill, 2019 held in the Senate Chamber, Parliament Buildings,
Bridgetown on Wednesday, June 26%, 2019 at 10:00am.

PRESENT WERE:

Senator the Hon. Miss Kay S. McConney (Chairman)
Hon. Dale D. Marshall, Q.C, M.P.

Bishop Joseph J. S. Atherley, J.P., M.P

Hon. Ms. C. Sandra V. Husbands, M.P.

Hon. Dwight G. Sutherland, M.P.

Senator Rawdon J. H. Adams

Senator Miss Alphea M. Wiggins

Senator Kevin J. Boyce

Senator Miss Crystal. N. Drakes

Senator Damien R. Sands



ABSENT WERE:

Mr. Neil G. H. Rowe, M.P
IN ATTENDANCE WERE:

Mr. Pedro E. Eastmond, Clerk of Parliament
Mr. Nigel R. Jones, Deputy Clerk of Parliament
Ms. Beverley S. Gibbons, Deputy Clerk of Parliament

Miss Shawn Belle, Senior Parliamentary Counsel, Chief Parliamentary
Counsel

Mr. Chesterfield Coppin, E-Commerce Development Officer, Ministry of
Small Business, Entrepreneurship and Commerce

Miss Suzanne Hamblin, (Library Assistant) Procedural Officer to the

Committee (Ag.)
item 1: Welcome

Madam Chairman called the meeting to order at 10:32 a.m. and welcomed
those present. She recognised that there were five (5) members present which

constituted a quorum.
Item 2: Minutes

On the motion of Senator Kevin J. Boyce, seconded by Miss C.N. Drakes, the
Minutes of the Meeting held on Monday, June 24", 2019 at 2:00 p.m. were

deferred.



Item 3: Matters Arising

There were no matters arising since the Minutes were deferred.

Iltem 4; Oral Submissions

Madam Chairman expressed that there were five (5) requests for oral
presentations for this session. However, one presenter was absent and as such

they would be four (4).

Madam Chairman reiterated the agreed procedures set at the First Meeting
of the Committee for the oral presentations and asked the Committee to permit
Mr. Chesterfield Coppin to sit as a technical resource person as part of the

Committee. The Committee unanimously agreed.

Madam Chairman stated that the Parliamentary team had reached out to
the Barbados Bar Association and the Barbados Bankers’ Association Inc. and

would consider their written submissions on Monday, July 1%, 2019.

Madam Chairman acknowledged the presence of the presenters, informed
them of the presentation procedures, and that the meeting was being streamed

live.

1 Miss Cynthia Wiggins



Ms. Cynthia Wiggins identified herself as a small business owner (transcript

follows).

On conclusion, Ms. Wiggins said that she would provide the Committee

with the written submissions through the Clerk of Parliament.

2. Mr. Antonio Hollingsworth — Bajan Digital Creation Inc. {transcript
follows).
3. Mr. Bartlett Morgan — Senior Associate, Lex Caribbean (transcript follows)

On conclusion, Mr. Morgan promised to submit the written submission to

the Committee by Thursday, June 27", 2019.

Madam Chairman informed the Committee that the fourth presenter was

no longer presenting.

SUSPENSION

On the motion of Senator Kevin J. Boyce, seconded by Senator Miss Crystal

N. Drakes the meeting was suspended for fifteen (15) minutes.

At 11:50 a.m. Madam Chairman suspended the meeting.

RESUMPTION



Madam Chairman resumed the Chair and called the meeting back to order

at 12:05 p.m.

Item 5: Consideration of Written Submissions

Madam Chairman proposed to the Committee to proceed by examining
critical recommendations, then conducting discussions on such recommendations
to determine whether they would impact the Bill. The Committee agreed to this

proposal.

1. Soledad Gonzalez, Business Developer for Latin America — Quidgest

Madam Chairman stated that this submission was to be deferred or
disregarded as it was not in accordance with the Terms of Reference of the

Committee.

On the motion of Hon. Ms. C. Sandra V. Husbands, M.P., seconded by

Senator Rawdon J. H. Adams, the submission was disregarded.

2. Mr. S. Antonio Hollingsworth, Bajan Digital Creations Inc.

Madam Chairman proceeded to point number 2, page 4. The
recommendation was to reduce the requirements of the Data Controller to fall
within the established Article VI of the Electronic Transaction Act. The Committee
agreed that there would be no adjustments to the requirement for the Data
Controller as it had no impact on the Bill. However, there would be a

proclamation to get the Data Protection Commissioner and the regulatory



framework in place ahead of time for guidance. Also, consideration should be

given to the treatment regarding small businesses.

Madam Chairman examined point number 3, page 5. The recommendation
was that the registration and certification of the data controller be phased over a
period of three years from enactment. The Committee agreed that there was no

need to address this as it had no impact on the Bill.

Madam Chairman moved on to point number 4, page 5. The
recommendation was to clarify the term “in writing” as it reiates to the Electronic
Filing Act. The Committee agreed that this recommendation was irrelevant to the

Bill as it was not considered as part of the Terms of Reference.

Madam Chairman examined point number 5, page 5. The recommendation
was that the definition of “profiling” is not in sync with current technology trends.
The Committee agreed that since the definition was informed from Article IV, 4 of
the General Data Protection Regulations (GDPR), there was no need to make any

adjustments.

Madam Chairman proceeded to point number 6, page 5. The
recommendation was that there is no pressing justification for sensitive data as
defined by this Bill to be legitimately processed by political, religious or
philosophical bodies, given that the Bill itself gives the data subject the right to
migrate their data from one data controller to another. Also, that sensitive data

should only be processed by persons who fall under implied or explicit



confidentiality. Ms. Shawn Belle informed the Committee that its construction
was informed by the GDPR and as such the Committee agreed that “Clause 9”

would not change.

Madam Chairman moved on to point number 7, page 6. The
recommendation was that the term “Automated decision” be clearly defined. It
was agreed by the Committee that the definition was informed by reference to

the GDPR and should not change.

Madam Chairman made reference to point number 1, page 4. The
recommendation was to clarify in this Bill how [it] relates to or supersedes Article
VI of the Electronic Transaction Act. Ms. Shawn Belle informed the Committee
that the Electronic Transactions Act and the Electronic Filing Act were two (2)
separate Acts. The Committee agreed that this recommendation had not impact

on the Bill.

Madam Chairman concluded that the recommendations particularly with
respect to public education would be taken on board for some consideration.
Additionally, the models identified by Mr. Chesterfield Coppin previously to treat

to the micro, small and medium enterprises would be considered as well as.

SUSPENSION

On the motion of Senator Kevin J. Boyce, seconded by Senator Miss Crystal

N. Drakes the meeting was suspended for lunch until 2:30 p.m.



At 1:20 p.m. Madam Chairman suspended the meeting.

RESUMPTION

Madam Chairman resumed the Chair and called the meeting back to order

at 2:30 p.m.

3. The Barbados International Business Association (BIPA)
Madam Chairman outlined the three (3) major recommendations which

were put forward for consideration.

1. Reference: Part |, Clause 2, page 13: “data processor” means any
person, other than an employee of a data controller, who processes personal data
on behalf of the “data controller”. The recommendation was that consideration
be given to the incorporation and recognition of cognitive technologies. Ms.
Shawn Belle informed the meeting that the definition of “data processor” was
informed by Article IV of the GDPR. The Committee agreed that they would allow
the definition to stand as it is without the incorporation of the cognitive

technologies.

2. Reference: PART VI, Clause 50(2), page 59: “A person who desires to
operate as a data controller may, upon application to the Commissioner in the
prescribed form and payment of the prescribed fee, obtain a certificate from the

Commissioner for the purpose”. It was recommended that a local agency be set up



to provide shared services to micro, small and medium enterprises to implement
data protection requirement. Madam Chairman stated that there was no need for
it to be placed in the legislation at this point in time and therefore it should be a

consideration but not to be incorporated into the legislation.

However, the Committee was informed by Mr. Chesterfield Coppin that
there was representation by the Small Business community and all the

stakeholders with regards to the drafting of the legislation.

Madam Chairman pointed out going forward that the constituted
Committee, once they had made the decision, stakeholder groups would be
engaged as they start moving towards implementation. She stated that there was
a need to encourage the private sector to take it up as a business opportunity,

rather than Government do it all at this stage.

3. Reference: PART IV, Clause 59(2) page 66: “A person who
contravenes subsection (1) is guilty of an offence and is liable on summary
conviction to a fine of $500 000 or to a term of imprisonment of 3 years or to
both”. The recommendation was that to use a percentage of income versus a
fixed sum as it related to penalties. Madam Chairman suggested to the
Committee that this recommendation be taken under further consideration and

returned to the Committee at the next meeting before the Report is concluded.

4, Mr. Shannon Clarke



Madam Chairman directed the meeting to the heading “Suggestions for

improving the Bill”.

1. The requirements for compliance for businesses should match the
level of access that company has to customer’s private information such that a
company that deals with sensitive information.” The Committee agreed that this

suggestion did not impact the Bill.

2. The fines should be adjusted to be a percentage of the gross revenue
of the company in order to address the fact that large service providers have the
most access to private data and would not be deterred by a BBDS500 000 fine.
However, a small business may indeed be crippled by such. The Committee
agreed that they would stand by the original decision made with regard to the
fines.

3. The enactment of the Data Protection Bill needs to be delayed or an
interim period established until the measures of the enforcement have been
adequately clarified prior to the enforcement. Madam Chairman reiterated that
the Bill could be proclaimed at any time and it was agreed that this suggestion

had no impact on the Bill.

4. A public education campaign is necessary in order to sensitise the
public of their data privacy rights. The Committee agreed that this suggestion did
not relate to the Terms of Reference but consideration would be given to it.

However, it had no further impact on the Bill.
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5. Business training sessions are necessary to educate and prepare the
small and medium-sized businesses who are highly at risk of non-compliance. As
per the GDPR, businesses should be required to adhere to established Codes of
Conduct. The Bill should refer to the establishment of Codes of Conduct vig
consultation with the local business sector. The Committee agreed that this
suggestion does not relate to the Terms of Reference but consideration would be

given to it. However, it had no further impact on the Bill.

5. Solutions Barbados

1. Preamble (Page 11): Grammatical errors are common throughout the
document. While a common-sense read of the Bill appears to allow it to be
understood as intended, the errors should be cleaned up in the final version. We
have identified some of the most glaring errors. “provide for provide for matters”
should read “provide for matters”. Madam Chairman believed that these basic
errors would be corrected.

2. Clause 9.1(e)(iii} (Page 25): The non-consent processing of sensitive
information by political parties, trade unions, or other groups is allowed, once the
data belongs to their members. They proposed that this should not be allowed.
The Committee agreed that the Attorney-General had provided clarification on

this previously and as such it had no impact on the Bill.

3. Clause 10.3 (Page 28): “The data controller shall provide a copy of the
personal data undergoing processing to the data subject”. Madam Chairman
mentioned that their concern was that when it got to the point where the data

controller had reasonable doubts. She stated that Clause 21 suggested that they
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may reguest the provision of additional information necessary to confirm the
identity of the subject. Her understanding was that this provision was put to give
the controller flexibility in terms of confirming identity. The Committee agreed
that that flexibility should remain for the data controller and therefore this

recommendation had no impact on the Bill.

4, Clause 15.3 (Page 31): “In exercising his or her right to data portability”.
They proposed that the gender references should be consistent. Madam
Chairman stated that their concern was that there were gender references — one
part of the Bill dealt with “his” and some said “hers”. The Committee agreed that
there should be consistency and would seek to have that consistency throughout

the Bill.

5. Clause 22 (Page 40): “Personal data shall not be transferred to o country or
territory outside Barbados unless that country or territory provides for an
adequate level of protection for the rights and freedoms of data subjects in
relation to the processing of their personal data; and appropriate safequards on
condition that the rights of the data subject are enforceable and there are
available, effective legal remedies for data subjects.” Madam Chairman stated
that they were asking for a further definition of “adequate” and “appropriate
safequards”. They further proposed that for the avoidance of doubt, a schedule
containing an approved list of countries, or a negative list of countries, should be
part of the legislation. The Committee was in consensus that these

recommendations had no impact on the Bill as drafted.
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6. Clause 50.4 (Page 59): “A person who operates as a data controller without
being registered under subsection (1} is guilty of an offence and is liable on
summary conviction to a fine of 510 000 or to a term of imprisonment of 2 months
or to both.” They raised the question that a data controller is anyone who is
responsible for processing data, which can include every employer and
educational institution and this needs clarification. Ms. Shawn Belle clarified to
the meeting that “c person” applied to legal and natural persons and also
applicable to every employer. The Committee agreed that was an inclusive Bill

and should not change.

7. Clause 55.1 (Page 62): “A person shall not operate as a data processor
unless he is registered in the Register of Data Processors”. They raised the
question that if there is no separate Registration Act for the new profession,
should it then be included in the Profession, Trade and Business Registration Act
(Cap. 373), like other professions? Madam Chairman informed the meeting that a
new profession was not being created and that was not the intention of the Bill.
Ms. Shawn Belle clarified that the nature of the person’s activities would dictate
whether they are a processor or a controller which would justify their registration
requirements under the Bill. Therefore, there would be no need to refer to or go

under the Profession Trade and Business Registration Act.

8. Clause 55.4 (Page 62): “A person who operates as a data processor without
being registered under subsection (1) is guilty of an offence and is liable on
summary conviction to a fine of $10 000 or to a term of imprisonment of 2 months

or to both.” The Profession, Trade and Business Registration Act specifies a
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penalty of $500 and no imprisonment for this offence. The Committee agreed
that this was null and void because no professions were created and that it was

not relevant to the Bill.

9. Clause 68(3) and (4) (Page 75): “The data controller and data processor
shall ensure that the data privacy officer does not receive any instructions
regarding the exercise of the duties and functions referred to in section 69.” and
“A data privacy officer shall not be dismissed or penalised by the data controller or
the data processor for performing duties and functions referred to in section 69.”
Madam Chairman disagreed with the concern that it was making the data privacy
officer the Commissioner’s spy but paid for and maintained by a company. She
stated that the data controller would designate their own privacy officers and
that they would facilitate core operations in the data subject’s interest. The
Committee agreed that this comment re Clause 68(3) did not have any impact on

the Bill.

10. Clause 73.1 (Page 80): “The Commissioner and a public officer appointed
pursuant to section 72(1) shall keep secret all confidential information coming to
his knowledge during the course of the administration of this Act or any other Act
that the Commissioner has jurisdiction to administer or enforce, except insofar as
disclosure is necessary for the administration of this Act or insofar as the
Commissioner authorises that person to release the information.” Their
contention was that the last sentence appears to be a glaring loophole for
mischief. If the Commissioner instructs his employee to release someone’s

personal information to one of their competitors, then while it is clearly unethical,
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this clause appears to make it legal. Ms. Shawn Belle explained that this was a
very common provision as it relates to functionaries. The Commissioner has to
take everything into account and he if does not he can be challenged and
disciplined under the Public Service Act because he is a public officer. The

Committee agreed that this submission had no impact on the Bill as drafted.

11. Clause 73.3 (Page 80): “A person who contravenes subsection (1) subject to
subsection (2) is guilty of an offence and is liable on summary conviction to a fine
of 550 000 or to imprisonment for a term of 12 months, or to both.” They
suggested that for releasing someone’s personal information to one of their
competitors, the fine should be a minimum of $500 000. The Committee agreed
that the law does not allow for a minimum penalty and that this recommendation

had no impact on the Bill.

12. Clause 74 (Page 81): “The Commissioner and his staff shall not be subject to
any action, claim or demand by, or liability to, any person in respect of anything
done or omitted to be done in good faith in the discharge or in connection with the
discharge of the functions conferred on the Commissioner and his staff pursuant
to this Act.” They suggested that this loophole seems to excuse professional
negligence. Madam Chairman explained that the idea of “/n good faith” is the
measuring stick and where that officer would act outside of good faith then they
would be subject to the Public Service Act. The Committee agreed that this

recommendation had no impact on the Bill as drafted.
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13. Clause 75.1 (Page 81): “The Commissioner shall, not later than 3 months
after the end of each financial year submit to the Minister a report of the activities
and operations of the Commissioner throughout the preceding financial year in
such detail as the Minister may direct.” They queried whether there was any
penalty for not submitting the report within 3 months? Madam Chairman
reiterated that the Commissioner would be subject to the Public Service Act with
regard to not executing their duties. The Committee agreed that this

recommendation had no impact on the Bill.

14. Clause 79.1 (Page 84): Grammatical error. “... requiring the data controller
to furnishhim with ...” should read: “requiring the data controller to furnish him
with ...” Madam Chairman stated that this was a typo and typos would be fixed in

the final Bill.

15. Clause 85.2(d) (Page 93): “inspect and seize any documents or other
material found on the premises;” Their contention was that copies of documents
may be seized, but the person should be allowed to make copies if the material
seized is unrelated to the charge, and is part of his business, but belonging to
another client. Madam Chairman stated that this recommendation was taken
within the context of a warrant having been issued by a Judge. The Committee
agreed that this recommendation had no impact on the Bill as drafted.

16. Clause 85.3 (Page 93): “A judge shall not issue a warrant in respect of any
personal data processed for the purpose of journalism or for artistic or literary
purposes unless a determination by the Commissioner under section 81 with

respect to those data has taken effect.” They queried what about educational
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institutions processing student records? Ms. Shawn Belle explained that this
provision would not apply to educational purposes. The Committee agreed that

this recommendation had no impact on the Bill.

17. Clause 89(b) (Page 95): “Any person who fails without reasonable excuse to
give any police officer executing such a warrant such assistance as he may
reasonably require for the execution of the warrant; is guilty of an offence and is
liable on summary conviction to a fine of 5100 000 or a term of imprisonment of 2
years or to both.” Their concern was that if the person fails to help a police officer
with a ladder, while that officer wants to search an elevated part of the property,
is the person guilty of obstruction? Committee agreed that this query was not a

consideration for the Terms of Reference of the Bill.

18. Clause 93.3 (Page 98): “A person who, contravenes subsection (1), is guilty
of an offence and is liable on summary conviction to a fine of 510 000 or to a term

of imprisonment of 6 months or to both.”;

19. Clause 93.4: “A person who sells personal data is guilty of an offence if he
obtained the data in contravention of subsection (1) and is liable on summary
conviction to a fine of 5100 000 or to a term of imprisonment of 3 years or to

both”; and

20: Clause 93.5: “A person who offers to sell personal data is guilty of an
offence where he has obtained the data in contravention of subsection (1}; or he

subsequently obtains the data in contravention of subsection (1) and is liable on
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summary conviction to a fine of $100 000 or to a term of imprisonment of 3 years
or to both. The Committee agreed that they would keep the existing levels within

the Bill and then revisit at a later stage.

Madam Chairman informed the meeting that The Barbados Bankers’
Association Inc. had submitted their written submissions. The Parliamentary team
were awaiting a response from the Barbados Bar Association and the Barbados
Association of Medical Practitioners. The general consensus was that the
Committee would meet again on Monday, July 1%, 2019 at 11:00 a.m. to consider
these subsequent written submissions but if there was a need to invite the person
or organisations to make an oral submission for clarification it would be done off

the record.

ltem 6: Any Other Business

There was none.

ltem 7: Adjournment

On the motion of Senator Ms. Alphea M. Wiggins, seconded by Senator

Miss Crystal N. Drakes, the meeting was adjourned to Monday, July 1%, 2019 at

11:00 a.m.

There being no other business Madam Chairman adjourned the meeting

accordingly at 4:10 p.m.
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PARLIAMENT OF BARBADOS
(FIRST SESSION OF 2018 — 2023)

JOINT SELECT COMMITTEE

ON THE
DATA PROTECTION BILL, 2019

Minutes of the Third Meeting of the Joint Select Committee on the Data
Protection B8ill, 2019 held in the Senate Chamber, Parliament Buildings,
Bridgetown on Monday, July 1%, 2019 at 11:00 a.m.

PRESENT WERE:

Senator the Hon. Miss Kay S. McConney (Chairman)
Senator Rawdon J. H. Adams

Senator Damien R. Sands

Senator Ms. Althea M. Wiggins

Hon. Dwight G. Sutherland, M.P.

Hon. Ms. C. Sandra V. Husbands, M.P.

Senator Miss Crystal N. Drakes

Mr. Neil G. H. Rowe, M.P.

ABSENT WERE:

Hon. Dale. D. Marshall, Q.C, M.P.



-

Bishop Joseph J. S. Atherley, 1.P., M.P

Senator Kevin J. Boyce
IN ATTENDANCE WERE:

Mr. Nigel Jones, Deputy Clerk of Parliament
Ms. Beverley S. Gibbons, Deputy Clerk of Parliament

Ms. Shawn Belle, Senior Parliamentary Counsel, Chief Parliamentary
Counsel Office

Mr. Chesterfield Coppin, E-Commerce Development Officer, E-Commerce
Development Officer, Ministry of Small Business, Entrepreneurship and
Commerce
Miss Suzanne Hamblin, (Library Assistant) Procedural Officer to the
Committee (Ag.)

Item 1: Welcome

Madam Chairman called the meeting to order at 11:30 a.m.

Madam Chairman informed the Committee of the presence of Miss Charlin
Skeete, student of the Kent University, England, who was on a work/study
attachment to Parliament. There were no objections to her observing the

meeting.

Item 2: Minutes



The Minutes of the Meeting held on Monday, 24™" June, 2019 were taken as

read.

On the motion of Senator Rawdon J. H. Adams, seconded by Senator Ms.
Alphea M. Wiggins, the minutes were approved and confirmed.

ltem 3: Matters Arising

Madam Chairman raised the issue of streaming the proceedings and
informed the Committee that the meeting would not be streamed live for the

public as previously agreed.

item 4: Consideration of Written Submissions

Madam Chairman proposed that the Committee only consider the

recommendations that were deemed as absolutely necessary.

1. The Barbados Bankers Association Inc.

1. Financial records as “sensitive personal data” (Clause 2)

The recommendation was that “financial record or position” not be
included in the list of personal data deemed to be sensitive personal data in
keeping with the EU General Data Protection Regulations (GDPR). The
Committee agreed that the definition of “sensitive personal data” should

remain as it falls under Clause 9.(1)(j) of the Bill.



2. Credit Reference Agency (Clause 2)

Although a definition for “Credit Reference Agency” has been
included in the Bill, this term is not used anywhere in the Bill. The
Committee agreed that the definition should be removed as it does no

harm to the Bill.

3. Ensuring the reliability of employees that can access data (Clause

4(7)

The Bill requires a data controller to take reasonable steps to “ensure
the reliability” of any employees who have access to the personal data. This
is vague and should be deleted or clarified. The Committee agreed with the
recommendation that clarification should be made to the term “ensure the

reliability”.

4, Existing contracts with Data Processors (Clause 4(9})

Data can only be processed by a data processor under a written
contract with a data controller. The recommendation was that a transition
period for the implementation of the Bill would facilitate the need to
implement new contracts and renegotiate existing contracts with vendors
who process data on their behalf. The Committee agreed that the
recommendation for a transition period was not a matter to be considered

at this time, as it could be addressed privately.

5. Lawfulness of Processing (Clause 6)



Processing of data is deemed to be lawful only in certain
circumstances, one of which is where it is necessary for compliance with a
legal obligation. Clause 6.(1)(iii), however exempts obligations imposed by
contract. The recommendation is that the exemption be deleted as it is
unnecessary. It is a basic principle in law that persons cannot contract
outside of the law. The Committee disagreed with the recommendation to
delete Clause 6.(1){ii) and decided that it should remain as it was a

reiteration of the law.

6. Children (Clauses 2 and 8)

It is recommended that “child” should be categorised as someone
younger than 16 rather than 18 years old. It is noted that under the GDPR,
member states may define a “child” to be a person as young as 13 years
old. The Committee agreed that the word “child” should be categorised as a
person under the age of eighteen and not a person under the age of sixteen

as recommended.

7. Processing of sensitive personal data (Clause 9)

Under Clause 9.(1)(a), “written consent” is one of the grounds on
which sensitive personal data (which is defined to include financial data),
may be processed. The recommendation was that “explicit consent” be
used instead of “written consent”, as was done in the EU under the GDPR,
which is a wider term. The Committee agreed to the recommendation and

that a definition for “explicit consent” to be included in Clause 2.



8. Right to Erasure (Clause 12)

Madam Chairman stated that the point here is that when the data is
stored, erasure of all physical and electronic databases is done by the data
controller and such processers could be difficult given that the data of a
large multi-national bank would be in varying formats in databases in
different countries and on multiple system platforms. This would be
administratively challenging, and may not be possible for some computer
systems which are not designed to erase information. The Committee
acknowledged that it could be hard and expensive and agreed that the
recommendation with regard to Clause 12 had no impact on the Bill as

drafted and therefore there would be no change.

9. Right to data portability (Clause 15)

Under Clause 15.(1) of the Bill, data subjects will be entitled to
receive the personal data they have provided to data collectors in a
“structured, commonly used and machine-readable format.” In addition,
Clause 15.(2) allows data subjects to have such information transmitted
directly to another data controller, but only where the processing of the
data is carried out by automated means. In such a case, the data supplied
would already be held in a machine-readable format. It is recommended
that in the GDPR the right to data portability, to receive it in machine
readable format, data portability only exists where the processing of data is
carried out by automated means. The Committee recommended that the
“structured, commonly used and machine-readable format” remain a part

of the definition and not change. In speaking to portability that exist where



the processing of the data is carried out by automated means, the
Committee agreed that the Clause should remain as it is and would seek to

make accommodation if they could in a transition period.

10. Transfer of personal data outside of Barbados {(Clauses 22 to 25}
Personal data may be not transferred to a country outside of
Barbados unless (a) the country provides for an adequate level of
protection for the rights of data subjects; (b) there are appropriate
safeguards and legal remedies; and (c) data controllers and data processors
develop very detailed binding corporate rules. Where a data subject has
given his consent to the transfer, and in other specified cases, (a) and (b) do

not apply but binding corporate rules are still required.

Under the EU GDPR, data may be transferred to a country that has an
adequate level of protection, as determined by an authority. This approach
should be adopted. It is recommended that the data protection
commissioner would have a list of countries deemed to have an adequate
level of protection and this would prevent the individual companies, the
data controllers and processors from doing their own research on the laws
and to demonstrate that there are appropriate safeguards in place. The
Committee agreed that the Bill would not be impacted by the

recommendation and that Clauses 22 to 25 would remain as they were.

11. Binding Corporate Rules (Clause 25)



At Clause 25.(1)(c) data controllers and data processors are required
to develop binding corporate rule which specify that they are legally
binding both in and outside of Barbados. The reference to “outside of
Barbados” should be removed as an entity cannot specify the legal effect of
its rules in other countries. The Committee agreed that the Clause should
remain as the recommendation for the removal of the requirements for

binding rules “outside of Barbados” had no impact on the Bill.

12. Legal Professional Privilege (Clause 40}

This exemption should be widened to include information in respect
of which a duty of confidentiality is owed by a professional legal adviser to
a client of the adviser. The Committee agreed that there was no need for
the widening of the exemption and that the recommendation had no

impact on the Bill.

13. Registration as a Data Controller and a Data Processor (Clauses 50
and 51)
It is recommended that persons who process personal data solely for
a reason set out in PART V, titled “Exemptions”, should not be required as a

data processor or data controller.

Persons who only process personal data as part of staff

administration should also be exempt from registration.



The Committee agreed that the recommendation had no impact on

the Bill.

14. Appropriate Technical and Organisational Measures (Clauses 53, 58

and 62)

It is recommended that the Data Protection Commissioner be
required to issue codes of conduct and that these sections provide that
adherence to such codes of conduct be capable of demonstrating
compliance with the above-mentioned obligations. This will give far greater

certainty of compliance.

Ms. Shawn Belle stated that Clause 71 (r) provides for the Data
Protection Commissioner to prepare appropriate codes of practice for the
guidance of persons processing personal data. The Committee agreed that
the provision under Clause 71(r) satisfies and therefore the

recommendation had no impact on the Bill.

15. Data Privacy Officer (Clause 68)

The data privacy officer must have expert knowledge of data
protection law and practices and must report directly to the highest
management level. Accordingly, banks may need to contract data privacy
consultants and hire or identify and train data privacy officers, to facilitate

implementation of the provision of the Bill.



tt should be made clear that the data privacy officer may be assigned
other tasks and duties which do not pertain to the Bill, so long as there is no
conflict of duty. This will allow banks to assign those tasks to an existing

position without being forced to hire additional personnel.

A transition period of at least two years is necessary to facilitate the

implementation.

The Committee agreed that the recommendation was an internal
matter which could be dealt with the Banks and therefore it had no impact

on the Bill.

16. Functions of Commissioner (Clause 71)
The functions of the Data Commissioner should include the issue of

model codes of conduct and approving same.

The Commissioner should also be empowered to issue advice to data

processors and data controllers upon request.

The Committee agreed that the recommendation had already been

dealt with and had no impact on the Bill.

17. Warrants (Clause 85)
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A warrant can require any person on the premises to provide an
explanation of any document found on the premises. This is not feasible or
practicable. The person asked to explain the document should be duly
authorised in writing. The Committee agreed that the recommendation had

no impact on the Bill.

18. Administrative Penalty (Clause 94)
It is recommended that the Bill clarify that if a data controller or data
processor, for the same or linked processing, breaches several provisions of

the Act, the total penalty should not exceed $50,000.00.

It is also recommended that where the Commissioner makes an
order for an administrative penalty that notice of the order should be
served on the relevant person and the 28 day deadline for appealing to the

Tribunal should run from delivery, rather than the date of the order.
The Committee agreed that it would keep the penalties the way they
were and there would be no further adjustment. The recommendation had

no impact on the Bill.

The Bill has no “grandfathering provision” for personal data collected

without consent that meets the newly implemented standards.
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It is recommended that the legislation be applicable to information
obtained on a go-forward basis and notice to existing customers suffice as

consent.

On the explanation of Ms. Shawn Belle, Madam Chairman
understood that one can have a retroactive benefit but not a retroactive
penalty or liability. The Committee agreed that this recommendation had

no impact on the Bill.

20. Employee Data

Businesses that do not process large amounts of customer or vendor
personal data are still likely to process the sensitive personal data of their
employees. Those businesses will have to register as data

processors/controllers and meet the requirements of the Bill.

Given the likelihood of business disruption and increased costs,
persons who only process personal data as part of staff administration

should also be exempt from registration.

If all employers are required to register and comply with the Bill,
clear guideline, training and education should be provided to all business,
trade unions and members of the public to assist with their understanding

of the Bill.

A generous transition period is required to facilitate the above.
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The Committee agreed that the recommendation had no impact on

the Bill.

21. Liability of Data Controllers and Data Processors

It is recommended that the Bill specify whether the data controlier
and or the data processor is liable for the damage caused by processing
which infringes the Act. The Act should also explicitly provide that data
controllers and data processors are exempt from liability if they are not in

any way responsible for the event giving rise to the damage.

The Committee agreed that a provision would be included so that it

will have an impact on the Bill as drafted.

22. Transition Period
A transition period of at least two years is vital for the legislation to
have the desired effect and for businesses to grow during the

implementation process.

The Committee agreed that when the Bill is proclaimed this would be

addressed. The recommendation had no impact on the Bill.

23. Costs
The administrative costs will have to be borne by the data controllers

and data processors, as data subjects are not required to pay any fees to
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enforce the rights given to them under the Bill. It is possible, however, that
the costs or part thereof may be passed on to the customer for businesses

to remain viable.
The provisions of the Bill should also take into consideration the
costs that will be incurred by the office of the Data Protection

Commissioner in the exercise of its functions.

The Committee agreed that the recommendation had no impact on

the Bill.

SUSPENSION

On the motion of the Hon. Ms. C. Sandra V. Husbands, M.P, seconded

by Senator Ms. Alphea M. Wiggins the meeting was suspended for lunch

until 2:15 p.m.

At 1:25 p.m. Madam Chairman suspended the meeting.

RESUMPTION

Madam Chairman resumed the Chair and called the meeting back to

order at 2:30 p.m.

2. The Barbados Bar Association
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1. Regulations Provisions

It is important to include the draft regulations, otherwise there will
be a lacuna between proclamation and implementation. It is always useful
to hold consultation and discussions on the regulations in tandem with

discussions on the Bill.

The Committee agreed that the Regulations had no immediate
impact on the Bill but consideration would be given to having consultations
on the regulations. It is not directly relevant to the Bill but would be noted

for consideration.

7 Enforcement provisions generally

Penalties for breach or failure to comply occur throughout the Bill.

It is submitted that this Bill should either impose civil liability alone or

dual civil or criminal liability for more serious breaches.

The Committee agreed that there was no consideration for the

recommendation within the Bill.

PART | - Preliminary
3. Definition of “Court”

The Committee agreed that Miss Shawn Belle, Senior Parliamentary
Counsel, Chief Parliamentary Counsel Office would re-examine and make

the necessary corrections to word “Court” in the Bill.
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PART Ilf — Rights of a Data Subject (Clauses 10-21)
4, “Right to Privacy”

The Committee agreed that ensuring the “right to privacy” was a
useful submission and would be taken into consideration but it had no
immediate impact on the Bill as it is making an amendment to a different

kind of legislation, namely the Constitution.

5. Right to Compensation

The recommendation is that in PART Ill there is no specific right to
compensation for the data subject. In the absence of a right to
compensation for damage suffered arising whether in respect of material
and non-material damage, then it places a burden to show and prove
pecuniary or other loss. In the realm of data and privacy, infringements can
be difficult to quantify. The question is whether data subjects would indeed
pursue recourse under the Act against data processors who have infringed
their rights. The Committee agreed that a Clause should be inserted by CPC

that would speak to compensation for the data subjects.

PART IV - Transfers of Personal Data Outside of Barbados (Clauses 22-28)
6. Data Transfers

It was clear that the intention of the legislature and an important
facet of this Bill to hold foreign governments and foreign
corporations/businesses liable for processing of data of Barbadians as is

evidenced by PART IV, Clauses 22-28 of the Bill.
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Section 22 of the Bill speaks to a general principle for data transfers
and this section states that the country or territory where data is
transferred to must provide an adequate level of protection for the rights
and freedoms of data subjects in relation to the processing of their data
and appropriate safeguards for the processing of that data which include

legal remedies for data subjects.

Based on Section 23 of the Bill, which speaks to what will constitute
as adequate protection as stated in Section 22, enforcement of the
protection of the data of Barbadians is dependent on whether the foreign
Country has adequate legislation, the laws enforced in the country or

territory in question and international obligations of that Country”.

Madam Chairman stated the recommendation called for supporting
legislation to hold foreign governments and private companies
accountable. The Committee agreed that the recommendation would not
be included in the legislation as there was no scope and had no impact on

the Bill but would be kept for further consideration.

PART VI - Data Controller and Data Processor (Clauses 50 and 51)
7. Data Controllers must be registered

Clause 50 and 51 require data processors or data controllers to
register and imposes fines and criminal sanctions on organisations who fail

to do so.
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Where the offending party is a corporation, it is submitted that civil
liability through the imposition of fines and penalties would be a more

efficient means of enforcement.

It is submitted that these provisions alone or a flat fine will not
incentivise large foreign corporations with annual revenue earnings of
billions of dollars to implement data protection policies in order to be in
compliance with this Bill. It is recommended that penalties may be imposed
on the basis of percentages of income or turnover, so that there is

proportionality in the imposition of a fine.

The Committee agreed that the fines should be kept but with the
view to reviewing at some stage to determine whether there is need to
adjust the way the fines were access. They also agreed that the decision
made on Wednesday, June 26", 2019, would remain. There was no need to

make adjustments to the Clauses.

9, Territorial Scope

The territorial scope of the Data Protection Bill is largely underpinned
by other foreign actors performing certain actions (adequate legislation,
international agreements, registering as data processors/data controllers)

in order for the rights of Barbadian citizens to be enforced.
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The recommendation is to consider whether we can shift the burden

of compliance for processing data.

The Committee agreed that the recommendation to consider shifting

the burden of compliance for processing the data had no impact on the Bill.

10. Data Protection Commissioner (PART VIl — Clauses 70-75)
The Bill establishes the post of Data Protection Commissioner who is
charged with the responsibility of general administration of the Act and is in

fact the regulator.

The recommendation is to review the provisions with a view to
establishing greater independence as a supervisory authority. The
Committee agreed that the recommendation to establish greater

independent supervisory authority had no impact on the Bill.

PART X - Miscellaneous
11. Commencement (Clause 99)

It is highly recommended that upon the passing of this Bill, a
suggested grace period of at least 6 months to 1 year be inserted for the

enforcement and commencement date of this Act.

Madam Chairman recommended that the matters raised with regard

to the commencement should be dealt with in the Proclamation of the Act
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when it became law. The Committee agreed that there was no need to

make any further adjustment to the provisions for commencement.

At 3:10 p.m. Madam Chairman called for a five (5) minutes break.

Madam Chairman resumed the meeting at 3:15 p.m.

Mr. Devaron Bruce, MPhil Candidate

The Chair requested that Miss Shawn Belle examine and present to
the Committee the salient points within Mr. Bruce’s submission. She
highlighted “Main concern”, “Mitigating threats to data-privacy and
sensitive data manipulation” (re Clause 9), “Disclosure requirements for
companies that process sensitive social media data”, “Enhancing user’s
control over data”, and “Further considerations to improve data

protection”.

The Committee agreed that the submission was helpful and
beneficial and there was a need to look at greater regulation of Social
Media. However, the consensus was that the recommendations had no

impact on the Bill.

Ms. Cynthia Wiggins
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Item 6:

Adjournment
On the motion of Mr. Neil G. H. Rowe, M.P., seconded by Senator
Rawdon J. H. Adams, the meeting was adjourned until a date for the next

meeting would be announced.

There being no other business, Madam Chairman adjourned the

meeting accordingly at 3:35 p.m.

Bew@fs. Gibbons

Deputy Clerk of Parliament

Confirmed this <% day of ‘}w 2019.

C

airman
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The Committee agreed that the written submission from Ms. Cynthia
Wiggins would not be given further consideration as it mirrored her oral

presentation made on Wednesday, 26" June, 2019.

At 3:25 p.m. Madam Chairman called for a five (5) minutes break.

At 3:30 p.m. Madam Chairman resumed the meeting.

Madam Chairman proposed that the Committee consider any further

amendments to be made to the Bill.

PART i was called and it was agreed that nothing further than the
amendments already made would apply. PART Il was called and the
Committee agreed that PART !l should not change in anyway other than
what was already agreed. PARTS IlIl to X were called and passed. The

Schedule was called and passed.

The Committee agreed that there should be no further amendments

than what would have already been agreed to the respective Parts.

Item 5: Any Other Business

There was none.
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PARLIAMENT OF BARBADOS
(FIRST SESSION OF 2018-2023)

JOINT SELECT COMMITTEE
ON THE
DATA PROTECTION BILL, 2019

Minutes of the Fourth Meeting of the Joint Select Committee on the Data
Protection Bill, 2019 held in the Senate Chamber, Parliament Buildings, Bridgetown
on Monday, 8" July, 2019 at 2:00 p.m.

PRESENT WERE:
Senator the Hon. Miss Kay S. McConney (Chairman)
Senator Damien Sands
Senator Ms. Alphea M. Wiggins
Hon. Dale D. Marshall, Q.C., M.P.
Hon. Dwight G. Sutherland
Senator Miss Crystal N. Drakes
Mr. Neil G. H. Rowe, M.P.

ABSENT WERE:
Senator Rawdon J. H. Adams
Hon. C. Sandra V. Husbands, M.P.
Bishop Joseph ). S. Atherley, J.P., M.P.

Senator Kevin J. Boyce



IN ATTENDANCE WERE:
Mr. Nigel R. Jones, Deputy Clerk of Parliament
Ms. Shawn Belle, Senior Parliamentary Counsel, Chief Parliamentary Counsel
Office
Mr. Chesterfield Coppin, E-Commerce Development Officer, Ministry of Small
Business, Entrepreneurship and Commerce

Miss Suzanne Hamblin, (Library Assistant) Procedural Officer to the
Committee (Ag.)

Item 1: Welcome

viadame Chairman called the meeting to order at 2:25 p.m.

Iltem 2: Minutes
Minutes of 26" June, 2019
Minutes of 1% July, 2019

The aforementioned minutes were confirmed with amendments by the correction
of the name Althea Wiggins to Alphea Wiggins on the motion of Senator Damien R.

Sands seconded by Senator Ms Alphea M. Wiggins.

ltem 3: Matters Arising

There were no matters arising.



Item 4: Consideration of the Draft Report
Amended Bill

Clause 1. - Long Title

The Committee approved the amendment thereto.

Clause 2.

Clause 2. (as amended) by the deletion of “credit reference agency” was approved
Clause 4. (7) (as amended) was approved

Clause 9. (1) {(a) (as amended) was approved

Clause 15. and other clauses containing references to “his or her” (as amended)
were approved.

Clause 71. (m) (as amended)} was approved

Clause 79. (1) (as amended) was approved

References to the word “court” in the Bill.

The relevant amendments to clauses 2., 16.(4), 17.(2), 25.(e), 38.(11),
67.(1)(a), 70.(3), 73.(2)(a), 82. (1}(b) & (2}, 85.(1), 88., 94.(2){a) & (11) and 95.(3)
were approved.

New clause 93. (1) and (2) — Right to compensation and liability was approved.
Old clauses 93. to 99. — numbered 94. to 100. were approved.
The draft report was amended and approved on the motion of Senator Ms. Alphea

M. Wiggins seconded by Senator Damien R. Sands.

Item 5: Any other business
Madam Chairman reported that the Barbados Association of Medical
Practitioners (BAMP) have submitted a written submission albeit late. However,

the submission was considered by Ms Shawn Belle. The recommendations therein



were similar to those otherwise considered by the Committee and had no impact
on the amended bill. Madam Chairman thanked Ms Belle for her work on the BAMP
submission.

Madam Chairman thanked the Committee for its work on the Bill and informed that

the amended Report would be circulated for approval.

ADJOURNMENT

There being no further business Madam Chairman terminated the meeting

gD

Deputy Clerk of Parliament

at 3:10 pm.

<=
Confirmed the \M dayof oL 20109.

.

Chairman









Data Protection Bill 2019 Oral Submission

| would like to first thank the members of the Joint Select Committee for allowing the public to
provide submissions on The Data Protection Bill.

Secondly, although | believe the Bill is an important one, | also think that amendments may be
necessary to ensure that it facilitates:

1.

3.

Provision of a framework that allows companies to have the flexibility to target
individuals, gain a competitive advantage through the utilisation of data and data
analysis, while ensuring the privacy of individuals.

Consideration of the new methods in which data can be captured, generated or
analysed for example though retail transactions and online methods.

Viewing the protection of data more so from the standpoint of the data use itself, than
from the classification of the activities and tasks in the data process.

For conciseness and clarity in the proceeding paragraphs/ discussion, my submission points will
be addressed under six (6) main headings with either page or section references where
required. The main headings are as follows:

N

Data and Data Elements

Consent

Privacy and Security

Monitoring and Compliance

Cost

Other, where | believe the points were significant but did not fit into any of the other
categories.

Data and Data Elements

The Bill, in most instances, does not seem to take into consideration the nuances of
online or transactional data or the issues that would accompany such data types. For
example:
a. Page 12 "Accessible records" | believe that online/ transactional records do not
technically fall within any of the record types listed.
b. Page 16 "Sensitive personal data" or in "Data" on Page 13 does not speak to
photographs, videos, comments etc. and does not include personal purchasing
information.
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did

c. Page 79 (r) does not include transactional or online data.

d. Page 18 4 {1) ( ¢ ) This would limit social media or other business ability to utilize
data as part of their competitive advantage.

e. Page 205 {1) The point speaks to "deceiving or misleading" of individuals,
however businesses often collect data for purposes other than what they
purport or change the reasons they are collecting the data, usually for analysis
and targeting reasons with no malice intent e.g. Facebook, Google. The wording
being used in its current form could easy stifle small business, innovative
business ventures.

. Online data by its very nature may be onerous to describe making the registration

requirement on Page 60 51 (1) {c) challenging to comply with. For example:

a. Metadata ( e.g. time stamp information, landing pages and exit pages etc.) in
general would be difficult to describe but may be captured for analysis reasons.
Additionally, data capture requirements may change to assist with online visitor
analysis as the need arise, which could potentially hinder the innovation of
businesses if notification regarding the description is required.

. In the ordinary course of business, data can be collected and used for profitoras a

tool to gain a competitive advantage. So consideration would have to be given to the
following points:
a. Page 25 e (i) (A) Data can be collected for profit especially in relation to social
media and Al
b. Page 33 18 (1)- (4) Could limit an organization’s use of data modelling,
algorithms, and profiling which may be how the company ensures its
competitive advantage. For example, social media (Facebook, Instagram
etc,).
c. Page 27 10(1) to provide the logic for profiling methods used could impact
on a company’'s competitive advantage.
d. |don't see a reference to the sale of transactional or other data regarding the
purchase of a company. For example, during a merger or acquisition can a
business purchase transactional, customer, and other data.

. The definition of direct marketing on Page 33 (3) does not appear to take into

consideration telemarketing or online marketing since there are no restrictions
specific to telemarketing or content marketing within the points on direct marketing.
For example:
a. Where the company may initially call a customer making it seem as though it is a
service call and then seek to upsell products or;
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b. Where the individual may be targeted with content that does not seem as
though it is an advertisement.

5. Although part of the General Data Protection Regulation (GDPR), for small businesses,
the requirement to have a data privacy officer as a separate employee seems financial
cumbersome. Page 74, 75,and 76 and would hinder small businesses seeking to utilize
data as a competitive advantage.

Consent

1. There is a need to specify in the Bill that consent needs to be explicitly given by "opting in"
for any utilization, transfer or processing of the data. Therefore consideration would have to
be given to the following points:

a. Page 24 9 (1) (a) the term “written consent” would have to specify that the individual
needs to "opt-in" and that there are not automatically opted in.

b. Page 26 {4} Content even for medical research should be explicitly given. There should
be a distinction between "medical treatment and reasons" versus "medical research”. It
would be unfair to individuals that their cells or organs could be used to advance
medicine without their consent e.g . the most famous case of Henrietta Lacks.

c. Page 44 (26) (a) The data subject has to give consent in writing through opting in.

d. Page 45 (26) {b) (iii) Even if the data is being transferred in relation to the agreed
interest of the subject there is still a need to notify and receive in writing or require
opting in from the data subject.

e. A general note that with direct marketing, telemarketing, or content marketing online or
offline targeted marketing efforts, there should be no automatic consent.

2. The Bill should seek to specify that individuals must be notified of the accidental discloser,
destruction, or breaches of their data. Page 70 64 (3) (b) seems like a loophole. Individuals
should be informed of any infringements.

4. Where an individual is no longer a user or a customer they should be able to ask for the
removal of their data providing that it is not of historical records or that there are no legal

ramifications should it be removed. Although stated on Page 28 12 (1) the following points
would still need to be reviewed:

a. Page 32 (16) (1) Should be able to ask for it to be removed not just simply stopped.
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b. Page 33 (17) (1) Not only cease processing but remove the data.

Privacy and Security

1. Although privacy and security seem paramount within the Bill. The following points
still need to be reviewed:
a. Page 19 7 The data controller must also ensure confidentiality as well as
reliability.
b. Page 20 (8) (a) The data processor should ensure that the technical and
organizational security is equal or above what is expected of the data controller,
not simply "sufficient”.

Monitoring and Compliance

1. In the Bill there appears as though there is no obligation to comply or there are
loopholes that would allow individuals to circumvent the requirements. For example:

a. Page 31 14 (1) {c) The term “disproportionate effort” is subjective and can lead
to data not being supplied.

b. Page 28 (3) and (4) seems as though they are loopholes to bog down the
individual with hard copies or administration fees. Electronic means should be
provided if requested.

¢. Page 91 83. (1) This does not seem to take into consideration when someone
does not comply.

d. Page 30 13 (2) [And a few other places] What is considered public interest?
Public interest should be broader than public health Page 294 (¢ ).

e. General note: | am not seeing the mentioned past directors (which wasin a
previous iteration of the Bill). | am also not seeing any mention of the seizing of
the company’s assets should fines not be paid.

2. There is a need to specify the timeframe or frequency in which some activities should
occur. The following points would need to be reviewed.
a. Page 77 1 (g ) how often must the monitoring occur.
b. Page 79 (u) timeframe for investigation of complaints.

3. The Bill would need to specify that notice by the Commissioner should be given via
registered mail.

Page 4 of 5



a. Page 92 84 (1) Should indicate by registered mail or if electronically that read
receipt or confirmation of the electronic mail is required.

Cost Issues

1. If there is a cost associated (legal, administrative or otherwise), with individuals
requesting information or trying to ensure compliance via the tribunal or a court, it may
become a deterrent to individuals. There are other instances of "cost" being mentioned
but examples are.

a. Page 28 (3) not sure a data subject should be made to pay a fee in retrieving
information the data collector should have should cost as part of their operational
cost or the service they provide to the public.

b. Page 39 {12) The appeal to the Commissioner would have to be at no cost to the
individual.

Other Issues

1. Page 10 Financial institutions may not fall under “credit reference agency” according to
the definition but also have information regarding the credit standing of individuals, for
example, the Student Revolving Loan Fund, banks etc. hold the financial status of
individuals.

2. Page 26{m} (i} does not include sexuval orientation, religion, etc. but probably should.

Page 17 3.1 (b) how is this going to be applied to global companies as Facebook etc.?

4, Data Collection Commissioner’s function should also be responsible for educating and
enforcing international data protection and privacy Acts that would affect the data
collection in Barbados, e.g. the General Data Protection Regulation (GDPR) which came
into force on 25% May 2018.

b

In conclusion, again | think the Bill is an important and necessary one. However, even with the
recommendations above, | believe that the Bill needs to be changed in such a way that its focus,
the focus of the Tribunal and the Commissioner is more on educating the public of their rights,
and dealing with non-compliant issues as quickly as possible versus seeking to ensure
compliance.

-Cynthia Wiggins
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Inch Marlowe,
Christ Church,
Barbados,
BB17122

To:

Clerk of the Parliament,
Barbados Parliament,
Bridgetown,

St. Michael

Honourable Sir,

I, Stevenson Antonio Hollingsworth, acting in the capacity of a private citizen and as the
Founder of a local technology start-up registered and domiciled in Barbados, do submit for

consideration to this Joint Select Committee the following:

it is my opinion that the Data Protection Bill 2019, places an onerous financial and logistical
burden on the average Barbadian at this time. | am relying solely on the definition of “data”,
“data controller”, “data processor” and the position of Data Privacy Officer as presented in this

muost important Bill,

It is indeed obvious and necessary for there to be legislation that protects the Personally
Identifying Data of the citizens of Barbados and the global community at large. As we enter into
this Digital Revolution that brings great opportunities but also great threats, we should ensure
that the citizens and residents of Barbados are protected from malicious or exploitative use of
their personal data. | understand that the Government, in its steadfast march towards making
Barbados an attractive place for investors, has seen it most urgent to bring before this most
honourable house a Bill designed to protect those constituents who gave their resounding

mandate to the custodian of the government.
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Inch Marlowe,
Christ Church,
Barbados,
BB17122
However, upon examination of this Data Protection Bill, it does not appear to be, in its current
form, in the interest of the average Barbadian entrepreneur, whether in the Technology field or

otherwise. | will lay out examples of such cases and summarize a list of suggestions for your

esteemed consideration.

1. Under this Bill, all operators and organizers of Tours, operators of guest houses, taxi
drivers and other key players in the tourism industry, where bocking and contact
information are required, would by definition be data controllers and would by this Bill
require to be registered and certified. These operators may be small enterprises that in
our current economic situation may not be able to:

a. afford certification and registration.
b. Should they lack the technical ability, hire a certified and registered data
controller.

¢. Hire or contract a Data Privacy Officer.

For some of these businesses, a lost phone would constitute a serious breach and would
require submission to the Data Commission as well as a Data Impact Assessment.
Therefore, not only does this small business have to replace a critical component of
their business infrastructure but they also have to incur the relevant legal fees to

prepare a report for the Data Commissioner via the Data Privacy Officer.

2. Under this Bill, while the position of Data Privacy Officer may be shared in a group
enterprise or amongst public authorities. The quality of the oversite and the diligence
required as outlined in the Bill may be compromised or open to compromise given the
demand for such individual(s). It may be that to execute this Bill, should it become an
Act, the outsourcing of this specialist position to offshore services may require further
drain the limited foreign exchange of Barbados. It should be noted that in public

authorities, while the authority may be registered as a data controller, employees who
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Christ Church,
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BB17122

in the course of their duties have collated or accessed personal data, will upon dismissal

or leave become by default, data controllers.

3. Under this Bill, the requirements of startups in the technology sector are made more
difficult, especially innovative ones that utilize the latest technology. This has the
potential to stifle the emerging technology sector in Barbados by now making it even
more expensive and difficult to do business in Barbados. My company currently makes
use of automated systems that are designed to learn over time. These systems are by
default, not designed to target any individual but are designed to allow business or
government to be able to better serve their clients. In order to operate, my company

must meet international standards as relates to:

a. privacy,

b. cookie management,
c. data handling,

d. data collection method,

e. what data is collected,

-

why it is collected,

how it is secured,

7 @

contact person for services,

contact email for services.

In addition, we must interface with data controllers and data processors larger than
ourselves over whom we have no significant control or influence. Namely but not

exclusive to:

1. The ISP networks that are used by us.
2. The ISP networks that are used by the data subject.

3. The Modem or device of the data subject.
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4. Cloud Based Services

5. Any unknown technology that may be designed to intercept or interfere with the
secure transmission of data.

6. Emerging technology or changes in processes that improve the leve! of service but
unexpectedly changes the status of a natural person or business entity from a data

controller to a data processor.

Given these identified scenarios in this submission, this bill places a disproportionate
amount of liability ($500 000 or 3 years in prison) on anycne deemed as a data
controller or data processor who is in non-compliance. While large companies may be
able to mitigate liability by preemptive budget or by Cyber Insurance, the individual,

SME or the startup may not have the resources to risk such liability.

As such 1 would like to make the following suggestions for your consideration.

1. Clarify in this Bill how relates to or supersedes Article VI of the Electronic

Transaction Act.

2. Reduce the requirements of the data controlier to fall within the established Article
VI of the Electronic Transaction Act until such time as the public is aware of and fully
understands the value of personal data and the adequate data security protocols

they should use.
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3.

5.

6.
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The requirement of registration and certification of the data controller be phase
over a period of three years from enactment, with priority placed on the registration
of those data controllers and data processors who carry the greatest Data Privacy
Impact. This assessment of Data Privacy Impact should also inform the just penalties
to be imposed in the case of non-compliance and as a percentage of the revenue of
the non-compliant party. Not all persons classified as data controllers are as familiar
with digital security as they should be and the Government should ensure that it
does not by accident or by design frustrate or prevent the enjoyment of the

individual’s property as enshrined in the Supreme Law.

Clarify the term “in writing” as it relates to the Electronic Filing Act.

The definition of “profiling” is not in sync with current technology trends. This
section of the Bill hinders the advancing of Smart technologies to provide better

service and security to the citizens of Barbados.

There is no pressing justification for the sensitive data as defined by this Bili to be
legitimately processed by political, religious or philosophical bodies, given that the
Bill itself gives the data subject the right to migrate their data from one data
controller to another. There is an implied action that:

i. Sensitive data was extracted by consent.

ii. Sensitive data was extracted by clandestine means.

fii. Sensitive data was not destroyed.



Inch Marlowe,
Christ Church,
Barbados,
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This Bill ignores the recognition of the brain as a storage device that cannot be deleted.
Thus, sensitive data should only be processed by persons who fall under implied or

explicit confidentiality:
Priests in the exercise of confession or absolution,
Practising psychologist,
Guidance counsellor,
A person who holds a position of trust.

The above may be bound by confidentiality under the appropriate preexisting Acts.

7. “Automated decision” be clearly defined to distinguish whether,
a. Electronic PBX services
b. Electronic Cognitive Services,

Machine Learning Algorithms,

a o

Artificial Intelligence systems.

These systems use disaggregated data but given the volume and parameters of the data,
may by statistical deduction appear to identify an individual or group. Artificial
Intelligence and Machine Learning will play an integral part in the development of any
industry, globally. This Bill should not create the position where, due to the request of a
data subject to delete data, an algorithm must be retrained or redesigned, especially
given the small dataset footprint of Barbados. Neither should it restrict the free use of
and development of such technology in the services sector if productivity and

competitive edge are the objectives of the Government.
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Respectfully,
Stevenson Antonio Hollingsworth, BSc. Engineering

Founder Director,

Bajan Digital Creations Inc
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Soledad Gonzilez <soledad.gonzalez@quidgest.com> 6/19/2019 11:44 AM

Data Protection Bill | Interest in cooperation

To parliamentbarbados@caribsurf.com Copy internalional@aquidgest.com - bguimaraes@quidgest.com

Dear Clerk of Parliament,

We were interested to read that the Joint Select Committee of both Houses of Parliament of Barbados is going
to meet to hear submissions on the Data Protection Bili, next Wednesday, June 26.

My name is Soledad Ganzalez and | am writing on behalf of Quidgest. Quidgest is a software company with
headquarters in Lisbon and is actively involved in supporting private and public institutions with data protaction,
including meeting regulatory requirements and adoption of the European GDPR regulations.

Adoption of these regulations has been a major challenge for many companies and entities dealing with
personal data of EU citizens (inside and outside of the Union). With the new rules and roles arising from the
regulation, it was the right time for us to sit down with experts to define the workflow around the processes to
meet the requirements of the GDPR, This ied us to a first prototype and an evolving system that now is able to
manage the whole life cycle of compliance with the Regulation, including management of data subject’s rights.

Because of the similarity of the EU regulations with the Draft Data Protection Bill proposed in Barbados we
would be happy to contribute at this stage of review of the Bill through sharing our previous expertise and
lessons learned.

We deeply believe that technological consultants should take part of such processes and the implementation of
regulations regarding Data Protection.

We do not know if IT solutions are going to be discussed within the session of Wednesday, June 26, in the
Senate Chamber at Parliament, but we wanted to make ourselves available to the Government of Barbados in
case any technological support is needed in that matter.

Sincerely,

Soledad Gonzdlez
Business Developer for Latin America

Quidgest 38
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Barbados ICT Professionals Association
C! o Barbados Coalition of Service Industries
Building #3, Unit 2B, Harbour Industrial Estate, St Michael

Tel: (248} 429-5357 | Email: secretary@barbadosict.org |
Barados ICT Professionals Website: www.barbadosict.org

The Clerk of Parliament Page 1
The Barbados Parliament

Bridgetawn

Barbados

June 20 2019

Submissions on the ‘Data Protection Bill 2019’

A comprehensive review of the Data Protection Bill 2019 laid in Barbados’ Parliament on 15t day of May in
2019 was done by the Barbados iCT Professionals Association’s (BIPA’s) membership. The association hosted
meetings which discussed the General Data Protection Regulation (GDPR) enforced on 25 May 2018 and
more specifically, Barbados’ Data Protection Bill 2019. Further, the association has made a submission
following a call for comments on the bill from the Ministry of Commerce, 2018.

Position

We support the intent of this bill given the digital transformation plans for Barbados. However, the purpose
of our submission is to highlight concerns and to make the appropriate recommendations as we see most
fitting in this context. We strongly support the institution of such, given the importance for government to
protect the privacy of its people respective to their personal data, by enforcing a regulatory framework by
virtue of compliance, that businesses and organisations be accountable for the collection, processing,
management and storage of all data collected whilst at the same time adhering to data privacy principles.

We wish to make the following comments:

Item #1

Reference: PART 1, Section 2, page 13: “data processor” means any person, other than an employee of a
data controller, who processes personal data on behalf of the data controller’;

Position: We support this clause but wish to make a recommendation that consideration be given to the
incorporation and recognition of cognitive technologies.

Within the ICT industry, a Data Processor is a computer (software) or person that carries out the
operations on data to retrieval, transformation or classification of information. We are of the view that
the commands or instructions of the data controller guides the behaviour or conduct of the data
processor. Therefore, whether a person or cognitive technology is used the Data Controller remain
ultimately accountable once the data or data sets are effected. Noting section 59 as applicoble.

Should the use of cognitive technologies be recognised, the ‘Agreement’, page 64, section 58 (4) can be
had between the Data Controller and the owner of the cognitive technology.

The Barbados ICT Professionals Association {BIPA) is the island’s foremost professtonal membership organisaticn for
individuals and corporations whose primary focus is the expansion and development of ICT apportunities in Barbados
and the Caribbean region.
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ftem #2

Reference: PART VI, Section 50 (2), page 59: “A person who desires to operate as a data controller may,
upon application to the Commissioner in the prescribed form and payment of the prescribed fee, obtain
a certificate from the Commissioner for the purpose”

Position: We support the position and office of a Data Controller. However, apparently it is not practical
for every Micro Small Business and Medium Sized Enterprise {(MSME) to have a Data Contraller due to
operational cost.

Similar to Section 50, (6) (c), can consideration be given to a local agency that provides Shared Services
to the MSME? We believe such an initiative would create equal opportunity for this ‘venerable group’
respective to compliance like the large conglomerates, that can afford such personnel. We foresee that
the local agency would assume liability for its clients and notably Section 50 {2), page 59 would be
applicable to each Data Controller hired by the agency.

Item #3

Reference: Reference: PART VI, Section 58 {2}, page 66: “A person who contravenes subsection (1} is
guilty of an offence and is liable on summary conviction to a fine of $500 000 or to a term of
imprisonment of 3 years or to both”

Position: We support the notion of a penalty but oppose the fixed sum in the amount of $500,000.

When we examine data-driven organisations and those where data is their greatest asset, $500,000 is
what we would call ‘pocket change’. So instead of the penalty being a deterrent to the conglomerates, it
becomes part of their annual budget under the heading of ‘Risk Management’ or hidden under
‘Miscellanecus’ or ‘Incidentals’, multiplied by 3, since data breaches are almost inevitable. Any astute
Chief Information Officer (C10) or Chief Operating Officer (CEQ) together with their Financial Controller
(FC) who is very knowledgeable and savvy re IT industry, will not only budget $500K but multiple it by 3
or even 4, to ensure they have adeguate coverage throughout the Financial year. They will even seek to
get insurance coverage against law suits and associated liabilities. Such Policies can be recognised under
the following names; Cyber Liability, Data Protection Insurance, Cyber and Privacy Insurance and so on.....

cegl- 14 06 2017.pdf (an example of one such insurance policy)

We would like to suggest that the penalty be prorated on a percentage (5) basis and commensurate with
a companies’ gross annual earnings. Not only will the conglomerates now appreciate and understand
the seriousness of the offense, but this medei would create an equal opportunity for business
sustainability amongst the MSME segment. Most MSMEs operations are likely to collapse if the penalty
of $10,000, $50, 000 were due, furthermore the $500,000.

The Barbados ICT Professionals Association (BIPA) is the island's foremost professional membership organisation for
individuals and corparations whose primary focus is the expansion and development of ICT oppitun":ies in Barbados

and the Caribbean region.
OMNAA |




Barbados ICT Professionals Association
C/ o Barbados Coalition of Service Industries
I Building #3, Unit 2B, Harbour Industrial Estate, St. Michael

i Tel: (248) 429-5357 | Email: secretary@barbadosict.org |
Lo LGl L Website: www.barbadosict.org

General queries:
1. What is the registration fee for a Data Processor?
2, Will there be a registration fee for a Data Controller?

3. Why does the Data Protection Commissioner has to be an attorney-at-law?

Conclusion

The members of BIPA fuily endorse the aggressive digital transformation initiatives. As we are aware, ‘Data’
is king in such environments. We are pleased to have provided the aforementioned submissions in hope that
our contribution will lend itself to a more sustainable economic and data-driven economy. We have carefully
examined and engaged industry stakeholders to gather the concerns and queries outlined. Those are:

1. To recognise a blend of cognitive technology and human input specific to the data processor role
2. To recognise an agency or 'Shared Services’ Provider that can act in the role of Data Controller for
Micro Small Medium Size Enterprises

3. Consider a percentage based fine commensurate with gross annual earnings instead of fixed rate

Yours Respectfully,

QUUAA

Shireen Flann CDP
BIPA - Board Member for

Steven Williams
BIPA President

The Barbados ICT Professionals Association (BIPA) is the island’s faremast professional membership organisation for
individuals and corporations whose primary focus is the expansion and development of ICT opportunities in Barbados
and the Caribbean region.
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20" June 2019

Clerk of Parliament
Parliament Buildings
Heroes Square
BRIDGETOWN

Attention: Clerk of Parliament

Re: Data Protection Bill, 2019
Dear Sir:

We appreciate being allowed to comment on the Data Protection Bill (2019), before it becomes
law.

Legislation should aliow what is intended, and discourage what is not intended, but which may
be inadvertently allowed. Therefore, we have reviewed the bill with the aim of helping to
remove its vulnerabilities. For your convenience, both the Section references and page
numbers are provided.

Preamble (Page 11): Grammatical errors are common throughout the document. While a
common-sense read of the bill appears to allow it to be understood as intended, the errors
should be cleaned up in the final version. We have identified some of the most glaring errors.
“provide for provide for maiters”’ should read “provide for matters’.

Section 9.1(e)(iii) (Page 25): The non-consent processing of sensitive information by political
parties, trade unions, or other groups is allowed, once the data belongs to their members.
However, these groups are allowed to process the data of persons who “have regular contact
with it in connection with its purposes” without their consent.

This should not be allowed. 1 may have regular contact with the union as an employer, but 1
do not consent to the union processing any of my sensitive personal information.

Section 10.3 (Page 28): “The data controller shall provide a copy of the personal data

undergoing processing to the data subject” The data subject can also have their information
amended (Section 11.1), and erased (Section 12.1), "“without undue delay”.
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It is critical that the Data Controller verify the identity of the data subject before giving them
any data, or amending or erasing any data. This verification addressed in Section 21.14 below,

“Where a data controller has reasonable doubts concerning the identity of the
individual making a request pursuant to sections 10 to 18, the data controller may
request the provision of additional information necessary to confirm the identity of the
data subject. " (Section 21.14)

The term “may " appears to make identity verification optional. May should be replaced with
“shall”" or “must”. Further, it should be mandatory that authentic verification documents
should be presented before releasing someone’s data to a potential fraud.

Section 15.3 (Page 31): “In exercising his or her right to data portability”

The gender references should be consistent. Therefore, either mention both male and female,
or mention male to mean both male and female, or make it gender neutral by using the plural,
“their".

Section 22 (Page 40): “Personal data shall not be transferred to a country or territory outside
Barbados unless that country or territory provides for an adequate level of protection for the
rights and fieedoms of data subjects in relation to the processing of their personal data; and
appropriate safeguards on condition that the righs of the data subject are enforceable and
there are available, effective legal remedies for data subjects. "

Section 23 tries to define “adequate ", and Section 24 tries to define “appropriate safeguards .
However, every country will likely claim that they meet the defined standard. For the
avoidance of doubt, a schedule containing an approved list of countries, or a negative list of
countries, should be part of the legislation.

Section 50.4 (Page 59): “A person who operates as a data controller without being registered
under subsection (1) is guilty of an offence and is liable on summary conviction to a fine of
$10 000 or to a term of imprisonment of 2 months or to both.”

A data controller is anyone who is responsible for processing data, which can include every
employer and educational institution. This needs clarification. Also, see Section 55.4 below.

Section 55.1 (Page 62): "A person shall not operate as a data processor unless he is
registered in the Register of Data Processors”

If there is no separate registration act for the new profession, should it then be included the
Profession, Trade and Business Registration act (Cap 373), like other professions.

Section 55.4 (Page 62): "4 person who operates as a data processor without being registered

under subsection (1) is guilty of an offence and is liable on summary conviction to a fine of
810 000 or to a term of imprisonment af 2 months or to both.”
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The Profession, Trade and Business Registration act specifies a penalty of $500 and no
imprisonment for this offence. Why the discrepancy? There should be harmonisation?

Section 68.3&4 (Page 75): "The data controller and data processor shall ensure that the
data privacy officer does not receive any instructions regarding the exercise of the duties and
Junctions referred to in section 69.” and “A4 data privacy officer shall not be dismissed or
penalised by the data controller or the data processor for performing duties and functions
referred to in section 69."

Two of these functions specified in Section 69 foilow.

“A data privacy officer shall cooperate with the Commissioner” and “act as the contact

point for the Commissioner on issues relating to processing, including the prior
consultation referred to in section 66, and to consult, where appropriate, with regard
to any other matter.” (Section 69.1 (d & ¢))

This appears to make the data privacy officer the Commissioner’s spy, but paid for and
maintained by the company as per Section 68.2 below. It also appears to be micro-managing
the private-sector post.

“The data controller and data processor shall support the data privacy officer in
performing the duties and functions referred to in section 69 by providing resources
necessary to carry out those tasks and access to personal data and processing
operations, and to maintain his expert knowledge. " (Section 68.2)

Section 73.1 (Page 80): “The Commissioner and a public officer appointed pursuant to
section 72(1) shall keep secret all confidential information coming to his knowledge during
the course of the administration of this Act or any other Act that the Commissioner has
Jurisdiction to administer or enforce, except insofar as disclosure is necessary for the
administration of this Act or insofar as the Commissioner authorises that person to release
the information.”

The last sentence appears to be a glaring loophole for mischief. If the Commissioner instructs
his employee to release someone’s personal information to one of their competitors, then while
it is clearly unethical, this clause appears to make it legal.

Section 73.3 (Page 80): “A person who contravenes subsection (I) subject to subsection (2)
is guilty of an offence and is liable on summary conviction to a fine of 350 000 or to

imprisonment for a term of 12 months, or to both.”

For releasing someone’s personal information to one of their competitors, the fine should be a
minimum of $500,000.

Section 74 (Page 81): “The Commissioner and his staff shall not be subject to any action,
claim or demand by, or liability to, any person in respect of anything done or omitted to be

Assessment of the Dala Proteclion Bill (Rev 0) — Paga 30f 6



done in good faith in the discharge or in connection with the discharge of the functions
conferred on the Commissioner and his staff pursuant to this Act."

This loophole seems to excuse professional negligence. The bill defines this as a professional
post, and professionals cannot simply only say “sorry” for negligence without consequences.
The standard should be the same for all professionals.

Section 75.1 (Page 81): “The Commissioner shall, not later than 3 months after the end of
each financial year, submit to the Minister a report of the activities and operations of the
Commissioner throughout the preceding financial year in such detail as the Minister may
direct.”

Is there any penalty for not submitting the report within 3 months?

[

Section 79.1 (Page 84): Grammatical error. “... requiring the data controller to furnishhim
with ... " should read “requiring the data controller to furnish him with ..."

Section 85.2(d) (Page 93): “inspect and seize any documents or other material found on the
premises;”

Copies of documents may be seized, but the person should be allowed to make copies if the
material seized is unrelated to the charge, and is part of his business, but belonging to another
client.

Section 85.3 (Page 93): "4 judge shall not issue a warrant in respect of any personal data
processed for the purposes of jowrnalism or for artistic or literary purposes unless a
determination by the Commissioner under section 81 with respect to those data has taken

effect.”

What about educational institutions processing student records?

Section 89 (b) (Page 95): “Any person who fails without reasonable excuse to give any police
officer executing such a warrant such assistance as he may reasonably require for the
execution of the warrant; is guilty of an offence and is liable on summary conviction to a fine
of 8100 000 or to a term of imprisonment of 2 years or to both”

So, if the person fails to help a police officer with a ladder, while that officer wants to search
an elevated part of the property, is the person guilty of obstruction?

Section 93.3 (Page 98): “A person who, contravenes subsection (1), is guilty of an offence
and is liable on summary conviction to a fine of $10 000 or to a term of imprisonment of 6
months or to both.”

Section 93.4: A person who sells personal data is guilty of an offence if he cbtained
the data in contravention of subsection (1) and is liable on summary conviction to a
fine of 8100 000 or to a term of imprisonment of 3 years or to both.

Section 93.5: A4 person who offers to sell personal data is guilty of an offence where
he has obtained the data in contravention of subsection (1); or he subsequently obtains
the data in contravention of subsection (1) and is liable on summary conviction to a
fine of 8100 000 or to a term of imprisonment of 3 years or to both.
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For revealing or selling personal information, the fine should be $500,000. This is where
persons will be likely tempted the most.

We trust that meaningful consideration will be given to our recommendations, and where there
is disagreement, discussion will be allowed to facilitate a possible convergence of views.

Yours respectfully,
SOLUTIONS BARBADOS

Grenville Phillips II
President
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Clerk of Parliament,
Parliament,

Government of Barbados
St Michael

Re: Comments On Data Protection Bill Barbados
Attention: Mr Pedro_Eastmond

Dear Sir,

w Dat ion Bill

With a national debt over $10 Billion BDS, it is essential that Barbados address
its economic challenges through attracting foreign investment, bolstering tourism
revenues and improving the productivity of its national workforce. This will require
require the steady and measured adoption of new technologies within both the private
and public sectors as well as the re-training of various customer-facing staff in order to
facilitate increased trade and productivity by doing business online.

With this increased adoption of technology, Barbados is introducing a Data
Protection Bill in order to address the current gaps in the protection of its citizen's data
privacy rights as provided by the Laws of Barbados. This Data Protection Bill seeks to
protect the privacy of individual’s personal data by regulating the collection, keeping,
processing, use and dissemination of personal data. Indeed, many Governments
worldwide are following the standards set out by international laws such as the
General Data Protection Regulation (GDPR), a regulation in EU law which aims
primarily to give control to individuals over their personal data and to simplify the

regulatory environment for international business by unifying the regulation within the
EU.

Unfortunately, unlike the GDPR, the Barbados Data Protection Bill includes a
loose definition of “personal data” which makes no distinction between which will
negatively impact any entity (individual, organization or octherwise) which collects or
aggregates data for commercial and non-commercial purposes. As a result, Barbados
risks retarding the business activities of any such entity which may find it difficult to
meet the necessary compliance requirements in terms of re-training, auditing,
registration and purchase of necessary data management software



How small business may be negatively impacted

As previously mentioned, the Data Protection Bill 2019 introduces several
punitive and onerous measures for any businesses which collect consumer data
regardless of the nature of said data or the intended usage. This means that any
business which maintains a list of telephone contacts for a few hundred customers via
a Whatsapp group or email listing is subject to the same level of scrutiny as a Hospital
which manages sensitive health information for all citizens of Barbados. Indeed, this Bill
includes several onerous requirements for compliance which are not necessary for
protecting the data privacy rights of the online citizen. A few examples of these
requirements which may prove to be crippling to many small businesses (including
snow-cone vendors and any retail store) are as follows:

1. Each company must hire and train a Data Privacy Officer, Data Processors and
Data Controllers

2. Data Privacy Officer, Data Processors and Data Controllers are required to pay
an undisclosed registration fee

3. Providing data audit reports to the Data Commissioner on an as-needed basis

s

Requiring (written) consent from each potential data subject
5. The data retention practices which may require the purchase of customized
software

These measures may ultimately cause a regression in the current slow pace of
adoption of technology among our small businesses since the hiring and training of
new roles may force an artificial increase in the cost of doing business which may be
passed onto the consumer. Additionally, the increased cost of adopting the necessary
technology in mission-critical industries such as tourism, retail, and real estate may
either force local operators to depend on overseas suppliers who may or may not be
required to comply {due to their jurisdiction’s regulations) or they may continue with
using pen & paper for managing customer data.

Benefits of the Bill

There are indeed benefits to establishing this Data Protection Bill which include,
but are not limited to, the following:

1. The online citizen needs to have their data privacy rights protected and will
finally have recourse if their private information has been abused or used



without consent (e.g. if someone takes a photo of a couple at a party or an
injured family member)

Policing of current bad actors among the business sector who have abused
access to private customer contact information and resold it as email lists and
whatsapp groups

Barbados will be able to address privacy concerns of doing business locally and
introduce necessary measures of recourse for misuse of sensitive
Standardization of local software industry towards the adoption and promotion
of privacy standards in the design and development of software

Data privacy laws will provide the necessary protections for the emergence of
new technologies which can improve the standard of life locally such as in the
industries of health analytics, telemedicine, electronic payments, etc

Consequences of the Bill

However, depending on the methods of enforcement and adoption of the Bill,

there may also be several potential consequences particularly for a small business
community which is currently being urged to improve their productivity and exports via
the adoption of new technologies. These consequences include, but are not limited to,
the following:

1.

High cost of compliance for small businesses who need to hire/contract a Data
Privacy Officer and train customer-facing staff who collect private information to
become Data Controllers

Potential regression of the current trend of the adoption of software towards
customer engagement in Barbados which is already painfully slow (e.g. lack of
online shopping or online engagement with service providers)

Increased cost of doing business due to additional staff hires as well as need to
purchase customized software suited to Barbados' Data Privacy

The need for data consent form needs to be clarified so that businesses will not
burden customers with the need to sign several privacy disclosure forms in order
to access their services

In-depth education campaigns are necessary for the business sector to ensure
they understand the consequences of non-compliance as well as are made
aware of suitable software service providers



Suggestions for improving the Bill

1.

The requirements for compliance for businesses should match the level of access
that company has to customer's private information such that a company that
deals with sensitive information (e.g. health, banking, religion, etc) should be
subject to further scrutiny than a company with limited access to only basic
contact information (e.g. retail, general service providers, etc}

The fines should be adjusted to be a percentage of the gross revenue of the
company in order to address the fact that large service providers have the most
access to private data and would not be deterred by a $500,000 BBD fine
however a small business may indeed be crippled by such.

The enactment of the Data Protection Bill needs to be delayed or an interim
period established until the measures of enforcement have been adequately
clarified prior to enforcement. Similar to the enforcement of the GDPR, the
Barbados Data Protection Bill may be enacted with a period of two to three
years until it will be enforced.

A public education campaign is necessary in order to sensitize the public of their
data privacy rights.

Business training sessions are necessary to educate and prepare the small and
medium-sized businesses who are highly at risk of non-compliance. As per the
GDPR, businesses should be required to adhere to established Codes of
Conduct. The Bill should refer to the establishment of Codes of Conduct via
consultation with the local business sector.

Additional Concerns

1.

2.

What provisions will be made for training small businesses who will need to
drastically change business practices in order to avoid non-compliance?

Will consent from data subjects need to be collected in written format or is
electronic format acceptable?

Considering that many small and medium-sized businesses depend on software
services and technology platforms provided by foreign companies such as
Google, Facebook and Microsoft for their daily business-critical practices, it
should be considered that those companies are host to the majority of the
sensitive data currently held on Barbadian citizens. Does this Data Protection Bill
provide any recourse for data breaches on any of those technology platforms?



4. Will surveillance cameras be considered exempt from needing consent from data
subjects? Or will businesses be unable to monitor the exterior of their environs?

5. Will credit reference companies be considered exempt? They are only mentioned
once in the Bill in the list of definitions

mar

The Barbados Data Protection Bill 2019 is timely and necessary to address the
legislative gap in the protection of citizen's data privacy rights. However, as it is
currently written, the Bill includes several requirements for compliance which are
impractical for small and medium-sized businesses

Closing remarks

As Barbados moves steadily forward with its plans for Digital Transformation to
revitalize its economy, it is necessary that the local and international business
communities are not unnecessarily hindered or burdened by laws and regulations
which do not serve to advance the adoption of new technologies which can improve
worker productivity and customer service delivery.

Yours faithfully,

Mr Shannon Clarke
246-842-6587
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20" June 2019

Clerk of Parliament
Parliament Buildings
Heroes Square
BRIDGETOWN

Attention: Clerk of Parliament

Re: Data Protection Bill, 2019
Dear Sir:

We appreciate being allowed to comment on the Data Protection Bill (2019), before it becomes
law.

Legislation should allow what is intended, and discourage what is not intended, but which may
be inadvertently allowed. Therefore, we have reviewed the bill with the aim of helping to
remove its vulnerabilities. For your convenience, both the Section references and page
numbers are provided.

Preamble (Page 11): Grammatical errors are common throughout the document, While a
common-sense read of the bill appears to allow it to be understood as intended, the errors
should be cleaned up in the final version. We have identified some of the most glaring errors.
“provide for provide for matters” should read “provide for matters”.

Section 9.1(e)(iii) (Page 25): The non-consent processing of sensitive information by political
parties, trade unions, or other groups is allowed, once the data belongs to their members.
However, these groups are allowed to process the data of persons who “have regular contact
with it in connection with its purposes” without their consent.

This should not be allowed. 1 may have regular contact with the union as an employer, but [
do not consent to the union processing any of my sensitive personal information,

Section 10.3 (Page 28): “The data controller shall provide a copy of the personal data

undergoing processing to the data subject” The data subject can also have their information
amended (Section 11.1), and erased (Section 12.1), “without undue delay”.
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It is critical that the Data Controller verify the identity of the data subject before giving them
any data, or amending or erasing any data. This verification addressed in Section 21.14 below.

“Where a data controller has reasonable doubts concerning the identity of the
individual making a request pursuant to sections 10 to 18, the data controller may
request the provision of additional information necessary to confirm the identity of the
data subject.” (Section 21.14)

The term “may " appears to make identity verification optional. May should be replaced with
“shall” or “must". Further, it should be mandatory that authentic verification documents
should be presented before releasing someone’s data to a potential fraud.

Section 15.3 (Page 31): “In exercising his or her right to data portability”

The gender references should be consistent. Therefore, either mention both male and female,
or mention male to mean both male and female, or make it gender neutral by using the plural,
“their”.

Section 22 (Page 40): “Personal data shall not be transferred to a country or territory outside
Barbados unless that country or territory provides for an adequate level of protection for the
rights and freedoms of data subjects in relation to the processing of their personal data; and
appropriate safeguards on condition that the rights of the data subject are enforceable and
there are available, effective legal remedies for data subjects.”

Section 23 tries to define "adequate ", and Section 24 tries to define “appropriate safeguards".
However, every country will likely claim that they meet the defined standard. For the
avoidance of doubt, a schedule containing an approved list of countries, or a negative list of
countries, should be part of the legislation.

Section 50.4 (Page 59): “A person who operates as a data controller without being registered
under subsection (1) is guilty of an offence and is liable on summary conviction to a fine of
$10 000 or to a term of imprisonment of 2 months or to both.”

A data controller is anyone who is responsible for processing data, which can include every
employer and educational institution. This needs clarification. Also, see Section 55.4 below.

Section 55.1 (Page 62): "“A person shall not operate as a data processor unless he is
registered in the Register of Data Processors "

If there is no separate registration act for the new profession, should it then be included the
Profession, Trade and Business Registration act (Cap 373), like other professions.

Section 55.4 (Page 62): "A person who operates as a data processor without being registered

under subsection (1) is guilty of an offence and is liable on summary conviction to a fine of
810 000 or to a term of imprisonment of 2 months or to both.”
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The Profession, Trade and Business Registration act specifies a penalty of $500 and no
imprisonment for this offence. Why the discrepancy? There should be harmonisation?

Section 68.3&4 (Page 75): “The data controller and data processor shall ensure that the
data privacy officer does not receive any instructions regarding the exercise of the duties and
Junctions referred to in section 69." and “A data privacy officer shall not be dismissed or
penalised by the data controller or the data processor for performing duties and functions
referred to in section 69.”

Two of these functions specified in Section 69 follow.

“A data privacy officer shall cooperate with the Commissioner " and “act as the contact

point for the Commissioner on issues relating to processing, including the prior
consultation referred to in section 66, and to consult, where appropriate, with regard
to any other matter.” (Section 69.1 (d & e))

This appears to make the data privacy officer the Commissioner’s spy, but paid for and
maintained by the company as per Section 68.2 below. It also appears to be micro-managing
the private-sector post.

“The data controller and data processor shall support the data privacy officer in
performing the duties and functions referred to in section 69 by providing resources
necessary to carry out those tasks and access to personal data and processing
operations, and to maintain his expert knowledge. " (Section 68.2)

Section 73.1 (Page 80): "“The Commissioner and a public officer appointed pursuant to
section 72(1) shall keep secret all confidential information coming to his knowledge during
the course of the administration of this Act or any other Act that the Commissioner has
Jurisdiction to administer or enforce, except insofar as disclosure is necessary for the
administration of this Act or insofar as the Commissioner authorises that person to release
the information.”

The last sentence appears to be a glaring loophole for mischief. 1f the Commissioner instructs
his employee to release someone’s personal information to one of their competitors, then while
it is clearly unethical, this clause appears to make it legal.

Section 73.3 (Page 80): “A person who contravenes subsection (1) subject to subsection (2)
is guilty of an offence and is liable on summary conviction to a fine of 350 000 or to

imprisonment for a term of 12 months, or to both."”

For releasing someone’s personal information to one of their competitors, the fine should be a
minimum of $500,000.

Section 74 (Page 81): “The Commissioner and his staff shall not be subject to any action,
claim or demand by, or liability to, any person in respect of anything done or oniitted to be
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done in good faith in the discharge or in connection with the discharge of the functions
conferred on the Commissioner and his staff pursuant to this Act.”

This loophole seems to excuse professional negligence. The bill defines this as a professional
post, and professionals cannot simply only say “sorry” for negligence without consequences.
The standard should be the same for all professionals.

Scction 75.1 (Page 81): “The Commissioner shall, not later than 3 months after the end of
each financial year, submit to the Minister a report of the activities and operations of the
Commissioner throughout the preceding financial year in such detail as the Minister may
direct.”

Is there any penalty for not submitting the report within 3 months?

Section 79.1 (Page 84): Grammatical error. “... requiring the data controller to furnishhim
with ... " should read “requiring the data controller to furnish him with ..."”

Section 85.2(d) (Page 93): “inspect and seize any documents or other material found on the
premises; "

Copies of documents may be seized, but the person should be allowed to make copies if the
material seized is unrelated to the charge, and is part of his business, but belonging to another
client.

Section 85.3 (Page 93): "4 judge shall not issue a warrant in respect of any personal data
processed for the purposes of journalism or for artistic or literary purposes unless a
determination by the Commissioner under section 81 with respect to those data has taken

effect.”

What about educational institutions processing student records?

Section 89 (b) (Page 95): “Any person who fails without reasonable excuse to give any police
officer executing such a warrant such assistance as he may reasonably require for the
execution of the warrant; is guilty of an offence and is liable on summary conviction to a fine
of $100 000 or to a term of imprisonment of 2 years or to both”

So, if the person fails to help a police officer with a ladder, while that officer wants to search
an elevated part of the property, is the person guilty of obstruction?

Section 93.3 (Page 98): “A person who, contravenes subsection (1), is guilty of an offence
and is liable on summary conviction 1o a fine of $10 000 or to a term of imprisonment of 6
months or to both.”

Section 93.4: A person who sells personal data is guilty of an offence if he obtained
the data in contravention of subsection (1) and is liable on summary conviction to a
fine of 8100 000 or to a term of imprisonment of 3 years or to both.

Section 93.5: A person who offers to sell personal data is guilty of an offence where
he has obtained the data in contravention of subsection (1); or he subsequently obtains
the data in contravention of subsection (1) and is liable on summary conviction to a
fine of 8100 000 or to a term of imprisonment of 3 years or to both,
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For revealing or selling personal information, the fine should be $500,000. This is where
persons will be likely tempted the most.

We trust that meaningful consideration will be given to our recommendations, and where there
is disagreement, discussion will be allowed to facilitate a possible convergence of views.

Yours respectfully,
SOLUTIONS BARBADOS

Grenville Phillips 11
President
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N The Barbados
Bankers Association Inc.

Goddards Complex, Fontabelle, St. Michael, Barbados
Telephone: (246) 430 6541
E-mail: tbba@tradeteam.bb

%

SS/jb
June 25, 2019

Clerk of Parliament
Parliament
Parliamentary Building
BRIDGETOWN

Dear Sir,

Re:  Written Submissions presented to the Joint Select Committee of Parliament on the
Data Protection Bill, 2019(*“the Bill”)

N \Dm’l:rlHWéllmgton_

The Barbados Bankers Association (“TBBA™) welcomes the introduction of data protection
legislation, which is beneficial to the public, private and public enterprises and the economy as a
whole.

To be effective, however, the legislation should be implemented with as little disruption to
businesses as possible. The banking industry in Barbados will be highly impacted by this
legislation, as banks handle and process the personal data of tens of thousands of persons which
has been collected over decades.

The most significant concerns of TBBA with the Bill, and our recommendations to address same
are enclosed for your cons'd\eration.

Yours faithfully,

President



N The Barbados
Bankers Association Inc.

1. Financial records as “sensitive personal data” (section 2)

An individual’s “financial record or position™ is classified as ‘sensitive personal data’ under the
Bill. Such information is not treated as sensitive personal data under Article 9 of the General
Data Protection Regulation (“the GDPR”), which binds the European Union (“EU”) and is
considered to be the benchmark in data protection legislation.

It is recommended that “financial record or position” not be included in the list of personal data
deemed to be sensitive personal data in keeping with the EU GDPR.

2. Credit Reference Agency (section 2)

Although a definition for ‘Credit Reference Agency’ has been included in the Bill, this term is
not used anywhere in the Bill.

The Bill should carve out exemptions for registered or accredited Credit Reference Agencies as
Barbados (through the Central Bank), is in the process of developing credit reporting legislation
which makes it mandatory for credit providers to share certain information with a Credit Bureau,
including financial information. The Data Protection Bill and credit reporting legislation should
be consistent.

The proposed implementation of credit reporting legislation is intended to enhance the stability
of the financial services sector in Barbados, and unduly onerous data protection requirements
will make such services more difficult and expensive to secure.

Credit agency systems are not set up to erase customer data, and changes to system configuration
and procedures are extremely costly. Accordingly, an individual’s ability to withdraw consent

from the storing or processing of their data and the data controller/processor’s duty to erase data
is not a practical or viable requirement.

3. Ensuring the reliability of employees that can access data {(section 4(7))

The Bill requires a data controller to take reasonable steps to ‘ensure the reliability’ of any
employees who have access to the personal data. This is vague and should be deleted or clarified.

4. Existing contracts with data processors (section 4(9))
Data can only be processed by a data processor under a written contract with a data controller.

This provision may require data controllers to (i) terminate existing contracts with data
processors who are unable to comply with the Bill and implement new contracts with new
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vendors who can comply, and/or (ii) renegotiate existing contracts with vendors who process
data on their behalf.

The additional obligations imposed on data processors may result in higher fees or penalties for
unilateral termination of existing contracts.

Key to cost and time effective negotiations will be the issue of model contract terms by the Data
Protection Commissioner.

A transition period for implementation of the Bill would facilitate the above.

5. Lawfulness of processing (section 6)

Processing of data is deemed to be lawful only in certain circumstances, one of which is where it
is necessary for compliance with a legal obligation. Section 6(1)(iii), however, exempts
obligations imposed by contract. It is recommended that the exemption be deleted as
unnecessary, as it is a basic principle in law that persons cannot contract outside of the law.

6. Children (sections 2 and 8)

It is recommended that “child” should be categorized as someone younger than 16 rather than 18
years old. It is noted that under the GDPR, member states may define a ‘child’ to be a person as
young as 13 years old.

7. Processing of sensitive personal data (section 9)

Under section 9(1)(a), “written consent” is one of the grounds on which sensitive personal data
(which is defined to include financial data), may be processed.

The requirement for consent in writing, does not take into account the various ways by which
persons indicate their approval or consent in the technological age. It is also administratively
onerous to banks which have hundreds of thousands of customers. It is recommended that
“explicit consent” be used instead of “written consent”, as was done in the EU under the GDPR,
which is a wider term.

Part V, titled ‘Exemptions’, exempts persons from the requirements under the Act, where such
persons who process personal data solely for a reasons e.g. national security. Persons who only
process personal data as part of staff administration should also be exempt.
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8. Right to Erasure (section 12)

A data subject has the right to have his data erased by the data controller without undue delay.
The data controller is also mandated to erase personal data, in certain circumstances. Erasure
from all physical and electronic databases by a data controlier and its processors will require for
large multi-national banks, erasure in varying formats, in data bases in different countries and on
multiple system platforms. This would be administratively challenging, and may not be possible
for some computer systems which are not designed to erase information.

Banks systems are generally not set up to erase customer data, and changes to system
configuration and procedures which might facilitate this, are extremely costly. An individual’s
right to request the erasure of his data is therefore not a practical or viable requirement.

In the event that this requirement is kept, a transition period of at least two years would facilitate
the financing and implementation of the necessary technological changes to systems and
processes.

9. Right to data portability (section 15)

Under section 15(1) of the Bill, data subjects will be entitled to receive the personal data they
have provided to data collectors in a “stractured, commonly used and machine-readable
Jormat.” In addition, section 15(2) allows data subjects to have such information transmitted
directly to another data controller, but only where the processing of the data is carried out by
automated means. In such a case, the data supplied would already be held in a machine-readable
format.

Barbados does not currently have a framework for data protection, and data has accordingly not
systematically been organized and filed in such a way as to be retrievable in machine readable
format. Section 15(1) will require the transcription into electronic format of hundreds of
thousands of files into machine-readable format should customers request their existing personal
data. This will require significant time, human and technological resources and costs and impose
a disproportionate burden on data controllers.

It is noted that under the EU GDPR, the right to data portability only exists where the processing
of the data is carried out by automated means, and it is similarly recommended that section 15(1)
require the same conditions as section 15(2).

10. Transfer of personal data outside of Barbados (sections 22 to 25)

Personal data may not be transferred to a country outside of Barbados unless (a) the country
provides for an adequate level of protection for the rights of data subjects; (b) there are
appropriate safeguards and legal remedies; and (c) data controllers and data processors develop
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very detailed binding corporate rules. Where a data subject has given his consent to the transfer,
and in other specified cases, (a) and (b) do not apply but binding corporate rules are still
required.

Under the EU GDPR, data may be transferred to a country that has an adequate level of
protection, as determined by an authority. This approach should be adopted instead. As such, the
Data Protection Commissioner should determine whether any particular country has an adequate
level of protection rather than require every data controller and processor to carry out his own
costly assessment of the laws, international obligations, codes of conduct and security measures
in another country.

Only in the absence of an assessment by the Data Protection Commissioner as to whether a
country has an adequate level of protection should a data controller or data processor have the
option to demonstrate that there are appropriate safeguards in place, and should not be a
mandatory requirement for every data controller seeking to transfer data outside of Barbados.

11. Binding Corporate Rules (section 25)
At section 25(1)(c) data controllers and data processors are required to develop binding corporate
rules which specify that they are legally binding both in and outside of Barbados. The reference

to “outside of Barbados” should be removed as an entity cannot specify the legal effect of its
rules in other countries.

12. Legal professional privilege (section 40)

This exemption should be widened to include information in respect of which a duty of
confidentiality is owed by a professional legal adviser to a client of the adviser.

13. Registration as a data controller and data processor (ss 50 and 51)

It is recommended that persons who process personal data solely for a reason set out in Part V,
titled ‘Exemptions’, should not be required to register as a data processor or data controller.

Persons who only process personal data as part of staff administration should also be exempt
from registration.

14. Appropriate technical and organizational measures (ss 53, 58 and 62)

Section 53 of the Bill requires data controllers and processors to (i} implement appropriate
technical and organizational measures to ensure that processing is performed in accordance with
the Act, and (ii) ensure the protection of the rights of the data subject.
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Under section 62, the data controller and data processor are again required to implement
appropriate technical and organizational measures.

It is recommended that the Data Protection Commissioner be required to issue codes of conduct
and that these sections provide that adherence to such codes of conduct be capable of
demonstrating compliance with the above-mentioned obligations. This will give far greater
certainty of compliance.

15. Data Privacy Officer (section 68)

The Bill requires certain data controllers and processors, which will likely include banks, to
engage a data privacy officer to be involved in all issues which relate to the protection of
personal data. The data privacy officer must have expert knowledge of data protection law and
practices and must report directly to the highest management level. Accordingly, banks may
need to contract data privacy consultants and hire or identify and train data privacy officers, to
facilitate implantation of the provisions of the Bill.

It should be made clear that the data privacy officer may be assigned other tasks and duties
which do not pertain to the Bill, so long as there is no conflict of duty. This will allow banks to
assign those tasks to an existing position without being forced to hire additional personnel.

Similarly, section 69 should make it clearer that the data privacy officer’s duties include the list
of duties listed but are not necessarily limited to the same.

A transition period of at least two years is necessary to facilitate the implementation of these
provisions of the Act.

16. Functions of Commissioner (section 71)

The functions of the Data Commissioner should include the issue of model codes of conduct and
approving same.

The Commissioner should also be empowered to issue advice to data processors and data
controllers upon request.

17. Warrants (section 85)

A warrant can require any person on the premises to provide an explanation of any document
found on the premises. This is not feasible or practicable. The person asked to explain the
document should be duly authorised in writing.
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In addition, where material to be seized or inspected consists partly of matters which do not fall
under the warrant, the person executing the warrant should, upon request, provide the occupier
with a copy of the material which is exempt.

18. Administrative penalty (section 94)

It is recommended that the Bill clarify that if a data controller or data processor, for the same or

linked processing, breaches several provisions of the Act, the total penalty should not exceed
$50,000.00.

It is also recommended that where the Commissioner makes an order for an administrative
penalty that notice of the order should be served on the relevant person and the 28 day deadline
for appealing to the Tribunal should run from delivery, rather than the date of the order.

19. Processing of Historical Data

The Bill has no “grandfathering provision” for personal data collected without consent that meets
the newly implemented standards. As such, historical data that may have been lawfully
processed for decades under the broad based banker-customer consent and confidentiality
provisions cannot be legally processed upon enactment of the Bill.

This will require data controllers and processors to either delete historical data, which is not
viable; or seek new consent from existing customers. In the latter case, this could require a bank
to seek the consent of tens of thousands of persons, and the data cannot be processed until the
consents are obtained as the Bill does not provide for a transition period.

It would also be administratively onerous to manage the process of obtaining consents from
existing customers as careful record would be required of consents received vs not, and data
processed/not processed in accordance with same.

It is recommended that the legislation be applicable to information obtained on a go-forward
basis and notice to existing customers suffice as consent.

Alternatively, a cut off period could be mandated, where historical data provided before the cut-
off date is exempted from the application of any provisions under the Bill.

20. Employee data

Businesses that do not process large amounts of customer or vendor personal data are still likely
to process the sensitive personal data of their employees. Those businesses will have to register
as data processors/controllers and meet the requirements of the Bill.
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This would require employers to obtain consent from employees to process their information for
employment reasons. To accomplish this, trade unions or legal representatives may need to be
involved in the process. Employers will also need to inform employees of the data collected and
what the employer will do with it. Many employers will find that they are required to perform
costly data impact assessments and even engage Data Privacy Officers.

Given the likelihood of business disruption and increased costs, persons who only process
personal data as part of staff administration should also be exempt from registration.

If all employers are required to register and comply with the Bill, clear guidelines, training and
education should be provided to all businesses, trade unions and members of the public to assist
with their understanding of the Bill.

A generous transition period is required to facilitate the above.

Exemptions should be considered for small business, which are unable to bear the costs of
compliance.

21. Liability of data controllers and data processors

[t is recommended that the Bill specify whether the data controller and or the data processor is
liable for the damage caused by processing which infringes the Act. The Act should also
explicitly provide that data controllers and data processors are exempt from liability if they are
not in any way responsible for the event giving rise to the damage.

22. Transition period

Many of the rights enjoyed by data subjects under the EU GDPR were provided under pre-
existing data protection legislation that came into effect in 1995, albeit in a more limited format.
Despite having this framework, the EU Parliament still deemed a two year transition period to be
necessary for the GDPR to be effectively implemented. Barbados has no pre-existing data
protection framework, and will be starting the process from far further behind than the EU
countries.

A transition period of at least two years is vital for the legislation to have the desired effect and
for businesses to grow during the implementation process.

23. Costs

The implementation and administration of the Bill will be extremely costly, particularly for the
financial services sector which processes the information of tens of thousands of persons. The
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estimated cost to business of implementation in the EU was approximately €200-300 per
customer.

The administrative costs will have to be borne by the data controllers and data processors, as data
subjects are not be required to pay any fees to enforce the rights given to them under the Bill. It
is possible however, that the costs or part thereof may be passed on to the customer for
businesses to remain viable.

The provisions of the Bill should also take into consideration the costs that will be incurred by
the office of the Data Protection Commissioner in the exercise of its functions.
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BARBADOQOS BAR ASSOCIATION
Written Submissions presented to The Joint Select Committee of Parliament on the Data Protection Bill, 2019

3. As an adjunct to the Data Protection Bill, there is a call for supporting legislation or for amendments to existing
electoral laws to protect the public from fraudulent and malicious manipulation of data to affect political
outcomes.

The Barbados Bar Association is grateful for the opportunity, through the Clerk of Parliament, to submit its comments
before the Joint Select Committee of both Houses of Parliament on the Data Protection Bill.
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BARBADOS BAR ASSOCIATION

Written Submissions presented to The Joint Select Committee of Parliament ou the Data Protection Bill, 2019

. Imposition of this criminal standard will only serve to further clog

the criminal courts which are already overburdened with traditional
criminal matters.

. Given the specialised technicalities of the Bill, specialised judges
would be best suited to deal with the adjudication of this Bill in
circumstances where matters do not go before the Tribunal established
under this Bill.

. For many minor breaches under this Bill, the imposition of
possible imprisonment terms is unnecessary. Imposing damages or

compensation provisions should be adequate to deal with such breaches.

The sanctions need to be effective, proportionate and dissuasive. More
importantly, it can be a more practical and efficient means of regulating
and administering the Act.

Where the offending party is a corporate entity, penalties may be
imposed on a scale and on the basis of percentages of income or
turnover, so that there is proportionality in the imposition of a fine.

PART I - PRELIMINARY

Section 2
Interpretation

Definition
Of ‘court’

There are a number of references to ‘court’ in the Bill.

In certain sections of the Bill, reference to the level of the Court, that is
to High Court, is clearly specified, such as 21, and section 92 (Any party
to an appeal to the Tribunal under section 91 may appeal from the
decision of the Tribunal on a point of law to the High Court.). In other

Page 5 of 17
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ambiguity, where
applicable, define
‘Court’ whether
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BARBADOS BAR ASSOCIATION

Written Submissions presented to The Joint Select Committee of Parliament on the Data Protection Bill, 2019

PART III - RIGHTS OF A DATA SUBJECT

Sections 10-21

The Barbados Bar Association welcomes the establishment of rights of
the data subject.

The right to data protection was elevated to that of a fundamental right
level in the Charter of Fundamental Rights of the European Union. The
EU Charter of Fundamental Rights Article 8 stipulates that EU citizens
have the right to protection of their personal data. Some academics are
of the view the provisions of the Charter in establishing the fundamental
right goes further than the right to privacy.!

The right to privacy is established in section 11 of the Constitution of
Barbados which provides:

Section 11 provides:
“11. Wherens every person in Barbados is entitled to the fundamental rights
and freedoms of the individual, that is to say, the right, whatever his race, place
of origin, political opinions, colour, creed or sex, but subject to respect for the
individual rights and freedonis of others and for the public interest, to
each and all of the following, namely-
(a) life, liberty and security of the person;
(b) protection for the privacy of his home and other
property and from deprivation of property without
compensation; (emphasis added)
(c) the protection of the law; and
(d) freedom of conscience, of expression and of assembly and

Examine the provisions
of the Bill to ensure that
the right to privacy is
sufficiently grounded
in the legislation or
whether further
amendments are
necessary

1 Gonzalez Fuster, Gloria, "The Emergence of Personal Data Protection as a Fundamental Right of the EU’
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BARBADOS BAR ASSOCIATION

Written Submissions presented to The Joint Select Comunittee of Parliament on the Data Protection Bill, 2019

can be difficult to quantify. The question is whether data subjects
would indeed pursue recourse under the Act against data processors
who have infringed their rights.

PART IV - TRANSFERS OF PERSONAL DATA
OUTSIDE OF BARBADOS

Sections 22-28

It was clearly the intention of the legislature and an important facet of
this Bill to hold foreign governments and foreign
corporations/businesses liable for the processing of data of Barbadians
as is evidenced by Part IV, Sections 22-28 of the Bill.

Section 22 of the Bill speaks to a general principie for data transfers. This
section states that the country or territory where data is transferred to
must provide an adequate level of protection for the rights and freedoms
of data subjects in relation to the processing of their data and
appropriate safeguards for the processing of that data which include
legal remedies for data subjects.

Based on Section 23 of the Bill which speaks to what will constitute as
adequate protection as stated in Section 22, enforcement of the
protection of the data of Barbadians is dependent on whether the foreign
country has adequate legislation, the laws in force in the country or
territory in question and the international obligations of that country.

Page 9 of 17
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BARBADOS BAR ASSOCIATION
Written Submissions presented to The Joint Select Committee of Parliament on the Data Protection Bill, 2019

example, to censure or block from processing data any further until and
or unless adequate legislation is passed.

This is particularly important in light of the myriad of highly publicised
privacy breaches committed within the last three years alone. Since
issues surrounding Cambridge Analytica arose, governments in
countries such as the United States and United Kingdom are still
struggling come to terms with the repercussions of those breaches.

The territorial scope of the Data Protection Bill is largely underpinned by
other foreign actors performing certain actions {(adequate legislation,
international agreements, registering as data processors/data
controllers) in order for the rights of Barbadian citizens to be enforced.

Call for supporting
There is a call to look at supporting legislation to hold foreign legislation or
governments and/or private companies accountable for instances where | amendments to existing
its agents manipulate the data of Barbadians to affect political outcomes. | electoral laws to protect
Additional legislation such as amendments to our existing electoral laws | data subjects from
should also be considered. fraudulent and
malicious manipulation
The consequences of Cambridge Analytica's actions and the implication | of data to affect

of Facebook's possible role in some of these projects is not far removed | political outcomes.
from Caribbean or Barbadian society. There have been allegations of that
company's involvement in regional affairs such as in Trinidad and
Tobago, St. Lucia and St. Vincent and the Grenadians. In the peculiar
case of St. Kitts and Nevis, a former Prime Minister was asked to testify
on Cambridge Analytica's involvement in that country's political affairs
before The Digital, Culture, Media and Sport committee (DCMS) of the
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BARBADOS BAR ASSOCIATION

Written Submissions presented to The Joint Select Committee of Parliament on the Data Protection Bill, 2019

Sections 50,
51

Data
controllers
must be
registered

Sections 50 and 51 require data processors or data controllers to register
and imposes fines and criminal sanctions on organisations who fail to do
SO.

Where the offending party is a corporation, it is submitted that civil
liability through the imposition of fines and penalties would be a more
efficient means of enforcement. For example, imposition of a late fee or

penalty.

It is submitted that these provisions alone or a flat fine will not
incentivise large foreign corporations with annual revenue earnings of
billions of dollars to implement data protection policies in order to be in
compliance with this Bill. As was recommended in this report under the
‘General’ section, where the offending party is a corporate entity,
penalties may be imposed on the basis of percentages of income or
turnover, so that there is proportionality in the imposition of a fine.

The provisions of this
section should be
careful reviewed
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LI Jo 1 28eg

*10)e[Nn8al A

asuapuadapur 193e218 | 1oBy UI SI pue 1Y Y} Jo uonensiunupe [exausd jo Aiiqisuodsal ayl Yim
Bunysiqeisa 0} mala e | paBreyd st oym JdUOISSIUIIO)) WORIBI0I] ereq Jo 3sod saystiqeisa [[1g YL G/
1M SUOISIA0Id M3IADY -0/ SUONd3g

WANOISSININOD NOILDA.1LOMd VIVA - IIA LiVd

"PadIoJud 3q O SUSZNID ueIpeqieg

Jo s3y3u1 au 103 13p10 Ul (SI9[jONUOD vjep /s1ossacold eyep se unaysidal
‘spuswpaIde [euorjeuIIUL ‘UonelsI3a] 9jenbape) suonoe ureyrsd
Bunuioyiad s1030e uBa10§ 18110 £q pauurdiapun A[ad1e] st [[Ig UonIAOIJ
vle(] Y3 Jo 2dods [erioy1d) Ay - (Al LV I9pun SjUaLULLIOD 395)

"SUaZPD (9 JO vlep ay jo srossadoxd

1o s1ajoxnyuod Buraq se paasidar aaey s1ossadold 10 sI3][0RU0D

ons Iay3aym Jo ssa[predal ‘sasueswnoI pauonual Jy} Japun

suaznI> g Jo eep 3y ssazord Loy souo uonenBay ayy yim juerjdwod
3q 0 s10s53301d BJEp pUE SIB[[O[UOD BIEP U0 Ucyedi[qo I0 usping

e sasodun £jjesnewoine IO 23 ‘f[Ig uondajos] ere( snp jsurede
payTeunduaq USYAA -, uotup) a3 unyiim soeqd ssye) anotaeyaq Jdyj se 1ej
se InorAeyaq 1193 jo Sunojiuowr ay pue parmbai st jusuwided yleym
jo ssa[piedai sad1alas pue spood jo Suriagjo a3 03 sayera1 duissadod
yons a1aym (pappe siseydurd) uorupy ayj ul paysiqeisa jou 10ssadoid

ejep ay) Surssasoxd 10 J3[[ouod e Aq uotup) A3 jo s)aalqns eyep jo eyep [euosiad jo
10§ dduerdwod | Giyissaoord a3 o3 saridde, uonendaz stys jey) sajels ¢ PRIV UoyemMIay
jo usping ywys jeup Jo adods [eLI0ILLI) YIM S[edp ¢ A[P1IY ‘Uone[n3ay UonIajol]
Ted Islpaym Japisuod vjR(] [RI9UAD) S,uotup) ueadoinyg ayl yim [[ig snyy Surreduiod uj adoos
0] UOHEPUSIUIOISY [PHIOJILID],

6102 111 1#01303301J DIV (] 947 110 JUIMUDI[ID] JO 99310 §09]a5 JUI0] a1[] 0F pajuasaid suolssuuqng uatjtipm
NOILVIDOSSY ¥vd SOavadvd




BARBADOS BAR ASSOCIATION

Written Submissions presented to The Joint Select Conmnittee of Parliament on the Data Protection Bill, 2019

The role of the Data Protection Commissioner is extensive and wide
ranging but also includes conducting investigations on the application of
the Act; inquring generally where it may appear that the privacy of
persons in respect of personal data may be infringed; investigate
complaints.

The Data Commissioner must regulate the Act not only in respect of
private individuals and private corporations, but also regulate the public
sector and state owned entities.

Moreover it is an important part of our international obligations as a
nation to establish an independent supervisory authority to protect the
right to privacy with respect to processing of data and to maintain
effective data processing regimes.

By Article 197 of the Economic Partnership Agreement 2008 between the
CARIFORUM States and European Community, of which Barbados is a
signatory, the parties agree to establish “appropriate legal and regulatory
regimes, as well as appropriate administrative capacity to implement
them, including independent supervisory authorities, (emphasis added)
in order to ensure an adequate level of protection of individuals with
regard to the processing of personal data, in line with existing high
international standards”

as a supervisory
authority

Consider amendments
Bill to allow for some
element of:
. staffing
independence
. budgetary
independence ¢
security of tenure
- barring mental
incapacity or some
other intervening
circumstance, may not
be removed from office
for a period of years
. functional
independence -
provisions expressly
affirming the
independence of the
Data Privacy
Commissioner

PART X - MISCELLANEOUS
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BARBADOS BAR ASSOCIATION
Written Submissions presented to The Joint Select Comunittee of Parliament on the Data Protection Bill, 2019

e The Government of Barbados may require time to appoint the
Data Protection Commissioner, Data Privacy Officers and put
adequate provisions in place for the establishment of the Tribunal
and the appointment of the members of the Tribunal.

ENDS
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I welcome the opportunity to contribute to the Data Protection Bill, 2019, and [ am supportive
of efforts by the Government to protect the privacy of citizen’s data. [ present to you a Summary
Brief on the Data Protection Bill and I would welcome the opportunity to make more
substantive contributions at further intervals.

Abstract

Barbados is currently addressing a legislative gap by introducing the Data Protection Bill, 2019.
The Bill seeks to protect the privacy of individual’s personal data by regulating the collection,
keeping, processing, use and dissemination of personal data. Although these are commendable
steps, greater legislative scope must be considered as it relates to next-generation forms of data.
These forms of sensitive data pertain to Social Networking Sites and Social Media Platforms.
Increasingly, qualitatively and quantitatively, more personal and sensitive data can be obtained
through these digital platforms, than through analogue mediums. Therefore, it is necessary that
explicit legislative provisions are made that stipulate how social media data are governed.

Conceptualizing the importance of the social media in data protection

According to the Internet Society, Barbados has an 80% internet penetration rate while social
media sites like Facebook are nearing 60%. Other high use social mediums include Twitter,
professional networking sites such as LinkedIn, and social networking services such as
Instagram. Due to the nature of interaction on these platforms there are high volumes of
personal and sensitive data. Increasingly, it is more likely to uncover such data on these
platforms, than can be retrieved at doctor’s offices, financial institutions, places of study,
governmental institutions and places of employment. This circumstance presents considerable
issues regarding data privacy and the manipulation of data.

Threats to data-privacy and data manipulation

Threats to data-privacy and data manipulation have been evidenced in the region by the
activities of Cambridge Analytica. The territories named in this scandal include Dominica, St.
Lucia, Trinidad and Tobago, St. Kitts and Nevis, St. Vincent and The Grenadines and Antigua
and Barbuda, while attempts have been made in Barbados. Cambridge Analytica unethically
and illegally gathered user’s Facebook data such as likes, comments, personal information and
identifying markers. This data was use to formulate personality markers. Biased and fake news
were subsequently peddled to individuals based on their personality markers with the intent to
influence voting patterns. The Cambridge Analytical scandal highlighted that individuals
psychology can be tampered with without their knowledge and consent. Additionally, it
highlighted the vulnerabilities of electoral systems and how democratic integrity can be
undermined.

Main concern

Throughout the Bill, references are made to the protection of personal data as it relates to the
use of social media. However, the same adequacy of protections are not afforded to what the
Bill characterizes as sensitive personal data. Yet, it is the abundance of sensitive data that is
generated or that can be determined through social media usage which present considerable
challenges regarding data-privacy and manipulation. These include; gender; workplace; age;



language; location tags and user other generated such as posting, commentary and likes that
could give considerable insight into owner’s sensitive data. Therefore, considerations should
be given into treating sensitive data to the same or similar degree that personal data receives.

Mitigating threats to data-privacy and sensitive data manipulation

Principally, data protection legislation should include a series of explicit regulatory measures
that govern how sensitive social media data are protected, shared and processed by government
and private enterprises. Where local or external companies track, analyze, share and process
user’s sensitive social media data, transparency, consent, privacy awareness and disclosure
polices should be stipulated. These aspects should be provided to individual users and
regulatory authorities when applicable.

Disclosure requirements for companies that process sensitive social media data

Companies that track, analyze, share and process user’s social media data should disclose
information to data owners about; what sensitive data are being collected; how sensitive data
are used; how sensitive data are obtained; how the sensitive data is protected; the steps taken
to comply with data protection legislation, and ensuring that outsourcing companies also meet
disclosure requirements.

Disclosure should also involve details such as; the nature for sensitive data processing, type(s)
of sensitive data that will be processed, the category of person who’s sensitive data will be
processed; whether there is sharing of sensitive data with other entities, and security protocols
including encryption, restrictions on staff access, policies in the case of breaches, among others.
In these instances, disclosure should pertain to individual users and regulatory authorities when
applicable.

Protecting privacy through consent policies

Companies that track, analyze, share and process user’s social media data should be granted
permission by data owners through consent provisions. Additionally, when companies utilize
sensitive social media data for advertising, competitions, tags and matching purposes, user
permission should be granted. This consent should be provided through opt-in mechanisms.
Opt-in consent should also be matched with revoking abilities insofar as no legal or contractual
arrangements exists that prevent such a request.

Enbancing user’s consent through increased transparency

The provision of meaningful consent should be matched with sufficient transparency,
information and user awareness. Achieving these objectives require improving algorithmic
transparency. Companies should inform data owners on; what sensitive data are collected; for
what purpose is it collected, with whom are the sensitive data being used or shared, and what
risk or harm could data owners face. This information should be presented visibly, in plain
language, and in a user friendly way.



Enhancing user’s control over data

Social media users should be afforded the ability to remove their data through the right to be
forgotten principles. These principle are understood through erasure and de-indexing. Although
the right to erasure is captured within the Data Protection Bill, the stipulations relate to the
removal of inaccurate data. However, similarly to how users can delete their social media
content, users should be able to instruct companies to remove their sensitive data. An additional
approach could stipulate data storage time-periods during the user consent process.

Further considerations to improve data protection

Enhancing data protection may require improvements in the legislative frameworks that govern
property and privacy. Various jurisdictions and social media platforms have, or are in the
process of creating jurisprudence regarding social media content as property. These are
evidenced by the U. S Bankruptcy Court for the Southern District of Texas, which held that
businesses’ social media accounts are property interests under the bankruptcy code.
Additionally, under various social media platforms terms of service, the concept of ownership
of social media content have been attributed to the owners of the accounts. Ownership proves
important as it can help to determine and bolster privacy stipulations.

Steps should also be taken to enhance legislative frameworks on privacy. The Barbados
Constitution simply makes reference to an individuval’s right to protect the privacy of their
home and other property. However, territories such as Jamaica have enhanced their legal
provisions on privacy. Jamaica’s Charter of Fundamental Rights and Freedom Act grants the
right to individuals to protect privacy, property and communication. This is particularly
relevant in the case of social media data protection.

Final considerations should include user education to ensure users fully understand their rights
and how to protect these rights. A cross-section of professions in the fields of law, computer
science, cyber security and others, should be employed to address matters of enforcement.
Consideration should also be given into including data protection diplomacy as part of
Barbados’ foreign relations, as our users utilize externally governed platforms.

Summary

Barbados’ Data Protection Bill, 2019 is necessary. However, legislative considerations must
be given to regulating social media use due to the quantity and quality of personal and sensitive
data that reside on these platforms. Failure to do so can result in privacy and data manipulation
concemns as seen with the Cambridge Analytica scandal. Subsequently, data protection must
include; disclosure requirements; consent policies; increased transparency and greater user
control over data. Additionally, considerations should be given to bolstering property and
privacy legislative frameworks; data protection education, enforcement and data protection
diplomacy.

Closing remarks

Social media use is likely to become more endemic within Barbadian society. Increasingly,
social media content is an extension of ourselves and the data that is produced ought to be



sufficiently protected. Therefore, attempts at data protection ought not to be introductory but
comprehensive in their outlook.

Devaron Bruce, MPhil Candidate.









CONCERNS RE DATA PROTECTION BILL 2019

8 (1) where the child is unconscious and no parent or guardian is available,
medical emergency need s to be addressed.

9 (1) g speaks to law but no court order is necessary

and {l) (i) and {ii) heath care professional- what about students- medical, nursing,
pharmacy

9{2) (3) (4) | do not understand what this is saying, what is a negative resolution
and how exactly how exactly does this process work? So the minister may vary
the act at will.

10 (2) How will the subject know? Who is to oversee that this is done and how
will, they know? “ shall have the right ...” to be informed by whom?

20 1, (f) unclear, exactly what is being said?
21 (16) what icons?
22, 23, 24 (a)- a legally binding.... Exactly what is this?

25 (3) isn’t this micromanaging? In this case the commissioner is taking
responsibility for the integrity and security of the data transmitted. This will also
include the telecommunications industry. Very brave.

26 B (v) explain these circumstances.

{vi) (vii} (viii) - without a court order, automatically 22, 23 and 24 do not apply
once a lawyer is involved. Defeats whole purpose of 22, 23 and 24.

27, fine of $500 000.00 or 3 years or both on conviction, is excessive and
draconian. what about public entities, who pays the fines? It said a person not
corporation. Which public servant will be held accountable for data breeches? A
doctor or nurse forgets to log out while attending to an emergency...

31 (3) non-disclosure does not apply with taxation. Carte blanche to BRA.



32 Health education social services — minors in educational institutions, personal
data ...

45. appointments to the public services. | do not understand the need for this.

50 (2) another tax! what is this fee for? If the company is already registered in
Barbados why pay another fee? If resident why pay a fee?

65 (5) publish the list when? By what month? Year end? how often?
69 Data privacy office is lawyer surprise, surprise !

70 Data Protection Commissioner is also a lawyer — advising on technical stuff but
nothing in his qualifications state this. ridiculous! There needs to be 2
commissioners. A technical commissioner and a legal commissioner who report to
and advise the minster.

73 (3) Oh so now when the commissioner or his staff breach the law they get a
lesser fine of $50 000.00 ( 10% of what we the masses get) and or 12 months in
jail. One rule for the masse and another for the masters! The system is rigged!

74 they get immunity! System is rigged!

77 (2) you can appeal against the decision of the commissioner by writing to the
commissioner! LOL, really now. Indeed system is rigged!

84 (3) electronic means—whats app? Twitter? Facebook post? Need to specify!

85 (2) LOL ..a person skilled in IT. That was not a requirement for the job of
commissioner in 70!

86 (3) give to data comptroller OR owner of premises. This is not good, the owner
should also receive a copy

87 2 (a) (b) lawyer client privilege. What about doctor patient confidentiality? The
same protection should be extended to this relationship.



WHAT THE DATA PROTECTION BILL DOES NOT
ADDRESS.

1. Health data-sharing and transmission among professionals-doctors, nurses,
physiotherapists, social workers etc

On site and off site sharing.

Encryption protocols and standards

Storage- redundancy-back up off site storage, cloud storage,
Transportation- physical- jump drives, portable drives, laptops, smart
phones, tablets COWS etc,

encryption technology, standards and protocols to be used.

Disposal of old storage data drives- software destruction protocols

Hard ware destruction process,

AR R

0 ® N o

Disposal area-designated.

10.Duration of storage of medical data

11.Fate of data on retirement or death of a doctor.

12.Communication with patients with technology- webpage, whats app, email,
twitter, smart phones etc

13.Electronic consent.

Dr Carlos A. Chase












Qarz&amenb,

Tel.: (246) 426-3717 Partiament, Puildings,
436-0544 )
427-2019 Phridgelown,

Fax: (246) 4364143 PBarbados, “W.D.

June 25", 2019

Ms. Donna Wellington

President

Bankers Association of Barbados
CIBC First Caribbean

Warrens Head Office

Warrens

ST. MICHAEL

Dear Madam,

Re: Joint Select Committee on the Data Protection Bill, 2019

The Joint Select Committee (JSC) of both Houses of the Barbados Parliament has been given the
responsibility to examine the provisions of the Data Protection Bill, 2019. The first meeting of the
JSC took place on Monday, June 24", 2019 in the Senate Chamber at 2:00 p.m.

We are therefore inviting your association to submit either written submissions or if representatives
can make oral presentations before the JSC, The deadline for the written submissions is Thursday,
June 27" 2019. You may wish to visit the Barbados Parliament website at
wwiv.barbadosparliament.com to download a copy of the Data Protection Bill, 2019,

We apologise for the short notice for your response to this invitation.

Yours faithfully,







Qafzﬂéammb,

Tel.: (246) 426-3717 Parliament, Puildings,
27.2019 d
Fax: (246) 436-4143 PBarbadns, WD),
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www.barbadosparliament.com to download a copy of the Data Protection Bill, 2019.
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responsibility to examine the provisions of the Data Protection Bill, 2019. The first meeting of the
JSC 100k place on Monday, June 24", 2019 in the Senate Chamber at 2:00 p.m.
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June 27" 2019. You may wish to visit the Barbados Parliament website at
www.barbadosparliament.com to download a copy of the Data Protection Bill, 2019.

We apologise for the short notice for your response to this invitation.

Yours faithfully,













2019/07/05

OBJECTS AND REASONS

This Bill would

(a) regulate the collection, keeping, processing, use and dissemination of
personal data;

(b) protect the privacy of individuals in relation to their personal data; and

¢) provide for matters related to (a) and (b).



Arrangement of Sections

PART I
PRELIMINARY
Short title
Interpretation
Application of Act
PART Il

DATA PROTECTION PRINCIPLES

Principles relating to processing of personal data
Fairness of processing

Lawfulness of processing

Conditions for consent

Conditions applicable to child's consent

Processing of sensitive personal data



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21,

PART 11l
RIGHTS OF A DATA SUBJECT

Right of access

Right to rectification

Right to erasure

Right to restriction of processing

Notification regarding rectification or erasure of personal data or
restriction of processing of personal data

Right to data portability

Right to prevent processing likely to cause damage or distress
Right to prevent processing for purposes of direct marketing
Automated individual decision-making, including profiling

Information to be provided where personal data is collected from the data
subject

Information to be provided where personal data has not been obtained from
the data subject

Transparent information, communication and modalities for the exercise
of the rights of the data subject



22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

PART IV
TRANSFERS OF PERSONAL DATA OUTSIDE OF BARBADOS

General principle for transfers
Adequate level of protection
Appropriate safeguards
Binding corporate rules
Derogations

Non-compliance

Substantial public interest

PART V
EXEMPTIONS

References to subject information provisions and non-disclosure
provisions

National Security

Crime and taxation

Health, education and social work
Regulatory activity

Journalism, literature and art



35.
36.
37.
38.
39.
40.
41.
42,
43.

44,

46.
47.
48.

49,

50.

Research, history and statistics
Manual data held by public authorities

Information available to the public by or under enactment

Disclosures required by law or made in connection with legal proceedings

Parliamentary privilege

Legal professional privilege

Domestic purposes

Confidential references given by the data controller
Armed forces

Judicial appointments and honours
Appointments to public service

Corporate finance

Negotiations with data subject

Examinations

Powers to make further exemptions by order

PART VI
DATA CONTROLLER AND DATA PROCESSOR

Data controllers must be registered



51.
52.
53.
54.
55.
56.

57,

59.
60.
61.
62.
63.
64.
65.
66.
67.

68.

Register of Data Controllers

Notification of changes in respect of a data controller
Responsibility of the data controller

Data protection by design and by default

Data processors must be registered

Register of Data Processors

Notification of changes in respect of a data processor

Data Processor

Processing under the authority of the data controller or data processor
Records of processing activities

Cooperation with the Commissioner

Security of processing

Notification of a personal data breach to the Commissioner
Communication of a personal data breach to the data subject
Data protection impact assessment

Prior consultation

Designation of the data privacy officer

Position of the data privacy officer



69.

70.

71.

72,

73.

74.

76.

77.

78.

79.

80.

81.

Duties and functions of a data privacy officer

PART VII
DATA PROTECTION COMMISSIONER

Data Protection Commissioner
Functions of Commissioner
Staff
Confidential information
Indemnity
Report
PART VI

ENFORCEMENT

Enforcement notice

Cancellation of enforcement notice
Request for assessment
Information notice

Special information notice

Determination by Commissioner as to the purposes of journalism or artistic

or literary purposes



82.

83.

84.

85.

86.

87.

88.
89.

90.

91.

92,

93.

9.

Restriction on enforcement in case of processing for the purposes of
Journalism or for artistic or literary purposes

Failure to comply with notice

Service of notice by Commissioner
Warrants

Execution of warrants

Matters exempt from inspection and seizure
Return of warrants

Obstruction of execution of a warrant

PART IX
DATA PROTECTION TRIBUNAL

Establishment of the Data Protection Tribunal
Right of appeal
Determination of appeals

PART X
MISCELLANEOUS

Right to compensation and liability

Unlawful obtaining of personal data



95. Administrative penalty
96. Disclosure of information
97. Act binds Crown

98. Amendment of Schedule
99. Regulations

100. Commencement

SCHEDULE

Data Protection Tribunal






BARBADOS

A Bill entitled

An Act to

fa) regulate the collection, keeping, processing, use and dissemination of
personal data;

(b) protect the privacy of individuals in relation to their personal data; and
(c) provide for matters related to () and (b).
ENACTED by the Parliament of Barbados as follows:
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PART I
PRELIMINARY
Short title
1. This Act may be cited as the Data Protection Act, 2019,
Interpretation
2. In this Act

“accessible public record” means any record that is kept by a public authority
and to which members of the public are given access;

*accessible record” means
(a) a health record;
{b) an educational record; or
(c) an accessible public record,;

“biometric data™ means personal data resulting from specific technical processing
relating to the physical, physiological or behavioural characteristics of an
individual, which allow or confirm the unique identification of that
individual;

“child” means a person who is under the age of 18 years;

“Commissioner” means the Data Protection Commissioner referred to in section
70;

“consent” in relation to a data subject means any freely given, specific, informed
and unambiguous indication of the data subject's wishes by which he, by a
statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him;



*data means information that

(a) is being processed by means of equipment operating automatically in
response to instructions given for that purpose;

(b) is recorded with the intention that it should be processed by means of
such equipment;

(c) isrecorded as part of a relevant filing system or with the intention that
it should form part of a relevant filing system;

(d) does not fall within paragraph (a), (b) or (c) but forms part of an
accessible record; or

(e) does not fall within paragraph (a), (b), (c) or (d) but is recorded
information held by a public authority;

*data controller” means

(a) a person who alone, jointly or in common with others determines the
purposes for which, and the manner in which, any personal data is or
should be processed; or

{b) where personal data is processed only for the purpose for which the
data is required by or under an enactment to be processed, the person
on whom the obligation to process the data is imposed by or under an
enactment;

“data privacy officer” means a person designated as such pursuant to section 67;

“data processor” means any person, other than an employee of a data controller,
who processes personal data on behalf of the data controller;

“data subject”™ means an individual who is the subject of personal data;

“genetic data” means personal data relating to the inherited or acquired genetic
characteristics of an individual which gives unique information about the
physiology or the health of that individual and which result, in particular,
from an analysis of a biological sample from the individual;
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“health care professional” includes a person who is registered under
(a) the Medical Professions Act (Act 2011-1);
(b} the Dental Registration Act, Cap. 367,
fc) the Nurses Act, Cap. 372 or enrolled under that Act;
(d) the Pharmacy Act, Cap. 372D; and
fe} the Paramedical Professions Act, Cap. 372C;
“health record” means any record which

{a) consists of information relating to the physical or mental condition of
an individual; and

(b) has been made by or on behalf of a health care professional in
connection with the care of the individual:

“personal data” means data which relates to an individual who can be
identified

(a) from that data; or

(b) from that data together with other information which is in the
possession of or is likely to come into the possession of the data
controller;

“personal data breach™ means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access
to, personal data transmitted, stored or otherwise processed;

“process” in relation to information or data, means to obtain, record or hold the
information or data or carry out any operation or set of operations on the
information or data, including the

fa) organization, adaptation or alteration of the information or data;

{b) retrieval, consultation or use of the information or data;
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(c) disclosure of the information or data by transmission, dissemination or
otherwise making available; or

d) alignment, combination, blocking, erasure or destruction of the
information or data;

“profiling” means any form of automated processing of personal data consisting
of the use of personal data to evaluate certain personal aspects relating to
an individual, in particular to analyse or predict aspects concerning that
individual's performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements;

“pseudonymisation” means the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject
without the use of additional information, provided that such additional
information is kept separately and is subject to technical and organisational
measures to ensure that the personal data is not attributed to an identified or
identifiable individual;

*public authority” means a public office or a ministry, department, agency, unit
other authority of the Government including a statutory body;

“recipient” means a person, public authority, agency or another body, to which
the personal data is disclosed but a public authority shall not be considered
a recipient where the personal data is received pursuant to an obligation
imposed by the any enactment;

“relevant filing system” means any set of information relating to individuals to
the extent that although the information is not processed by means of
equipment operating automatically in response to instructions given for that
purpose, the set is structured, either by reference to individuals or by
reference to criteria relating to individuals, in such a way that the specific
information relating to a particular individual is readily accessible;

“representative” means a representative of the data controller or data processor
who is not established in Barbados and is nominated pursuant to

(a) section 50(3) in respect of a data controller; or



(b)
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section 55(3) in respect of a data processor

and who represents that data controller or data processor with regard to their
obligations under this Act;

“restriction of processing of personal data” means the marking of stored personal
data with the aim of limiting their processing in the future;

“sensitive personal data” means personal data consisting of information on a data
subject’s

(a)
(b)
(c)
(d)
(e)
12
(®
(h)
()
0
(k)

racial or ethnic origin;

political opinions;

religious beliefs or other beliefs of a similar nature;
membership of a political body;

membership of a trade union;

genetic data;

biometric data;

sexual orientation or sexual life;

financial record or position;

criminal record; or

proceedings for any offence committed or alleged to have been
committed by him, the disposal of such proceedings or the sentence of
any court of competent jurisdiction in such proceedings;

“trade union” has the meaning assigned to it by the Trade Unions Act,
Cap. 361,

“Tribunal” means the Data Protection Tribunal established pursuant to section

90.
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Application of Act

3.(1)

(@)

(b)

This Act applies to

the processing of personal data in the context of the activities of a data
controller or a data processor established in Barbados;

the processing of personal data of data subjects in Barbados by a data
controller or a data processor not established in Barbados, where the
processing activities are related to the offering of goods or services to
data subjects in Barbados.

For the purposes of subsection (1) “established in Barbados™ means

(a)
(b)

{c)

an individual who is ordinarily resident in Barbados;

a body, association or other entity incorporated, organised, registered
or otherwise formed under any enactment; or

a person who does not fall within paragraph (a) or () but maintains in
Barbados an office, branch or agency through which he carries on any
activity related to the processing of personal data.

PARTII

DATA PROTECTION PRINCIPLES

Principles relating to processing of personal data

4.(1)

(@

(b)

Personal data shall be

processed lawfully, fairly and in a transparent manner in relation to the
data subject;

collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes;
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(c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed;

(d) accurate and, where necessary, kept up to date and every reasonable
step shall be taken to ensure that personal data that is inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay;

fe) kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data
is processed; and

() processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate
technical or organisational measures.

(2) A data controller shall, in relation to all of the personal data he processes,
comply with the requirements set out in subsection (1).

(3) A data controller may specify the purpose for which personal data is
obtained pursuant to subsection 1¢b)

(t1) in any notice given for the purposes of section 5(3)(a) by the data
controller to the data subject; or

(b) in a notification given to the Commissioner pursuant to Part [11.

(4)  Indetermining whether any disclosure of personal data is compatible with
the purpose for which the data is obtained in accordance with subsection 1¢5),
regard is to be had to the purpose for which the personal data is intended to be
processed by any person to whom the data is disclosed.
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(5) Subsection l(d) is not contravened by reason of any inaccuracy in personal
data which accurately record information obtained by the data controller from
the data subject or a third party in a case where

fa) having regard to the purpose for which the data was obtained and
further processed, the data controller has taken reasonable steps to
ensure the accuracy of the data; and

(b) the data subject has notified the data controller of the data subject’s
view that the data is inaccurate and the data indicates that fact.

(6) Pursuant to subsection 1(f), having regard to the state of technological
development and the cost of implementing any measures, the measures must
ensure a level of security appropriate to

() the harm that might result from such unauthorised or unlawful
processing or accidental loss, destruction or damage; and

(b) the nature of the data to be protected.

(7)  The data controller shall take reasonable steps to ensure that his employees
who have access to the personal data comply with the requirements set out in
subsection (1).

(8)  Pursuant to subsection 1(f), where processing of personal data is carried
out by a data processor on behalf of a data controller, the data controller shall

(a) choose a data processor who provides sufficient guarantees in respect
of the technical and organisational security measures governing the
processing to be carried out; and

(b) take reasonable steps to ensure compliance with the measures referred
to in paragraph (a).
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(9) Where processing of personal data is carried out by a data processor on
behalf of a data controller, the data controller is not to be regarded as complying
with subsection 1(f) unless

(a) the processing is carried out under a contract
(i) which is made or evidenced in writing; and

(ii) under which the data processor is to act only on instructions from
the data controller; and

{b) the contract requires the data processor to comply with obligations
equivalent to those imposed on a data controller by subsection 1(7).

(10) A person who fails to comply with the requirements set out in subsection
(1) is guilty of an offence and is liable on summary conviction to a fine of $500
000 or to imprisonment for 3 years or to both.

Fairness of processing

5.(1) In determining whether personal data is processed fairly, regard is to
be had to the method by which it is obtained, including in particular whether any
person from whom the personal data is obtained is deceived or misled as to the
purpose or purposes for which the personal data is to be processed.

(2) Subject to subsection (3), personal data is to be treated as having been
obtained fairly if the personal data consists of information obtained from a person
who is

(a) authorised by or under any enactment to supply the data; or

(b) required to supply by the data any convention or other instrument
imposing an international obligation on Barbados.
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(3) Personal data is not to be treated as processed fairly unless

fa) in the case of data obtained from the data subject, the data controller
ensures so far as practicable that the data subject has, is provided with,
or has readily available to him, the following information:

(i) the identity of the data controller;

(ii)) where a data controller has nominated a representative for the
purposes of this Act, the identity of that representative;

(iii} the purpose or purposes for which the data is intended to be
processed; and

(iv) any further information which is necessary, having regard to the
specific circumstances in which the data is or is to be processed,
to enable processing in respect of the data subject to be fair; and

(b) in any other case, the data controller ensures so far as practicable that,
before the relevant time or as soon as practicable after that time, the
data subject is provided with, or has readily available to him, the
information specified in subparagraphs (i) to (iv) of paragraph (a).

(4)  For the purposes of subsection (3)(b), “the relevant time” means
(a) the time when the data controller first processes the data; or

(b) in a case where at that time disclosure to a third party within a
reasonable period is envisaged,

(i) ifthe data is in fact disclosed to such a person within that period,
the time when the data is first disclosed;

(i) if within that period the data controller becomes, or ought to
become aware that the data is unlikely to be disclosed to such a
person within that period, the time when the data controller does
become, or ought to become, so aware; or

(iii) in any other case, the end of that period.
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Lawfulness of processing

6.(1)

Processing shall be lawful where

a) the data subject has given consent to the processing of his personal data
for one or more specific purposes; or

(b)

the processing is necessary

(i)
(ii)
(iii)
(iv)
v)

(vi)
(vii)

(viii)
(ix)

(x)

for the performance of a contract to which the data subject is a
party;

for the taking of steps at the request of the data subject with a
view to entering into a contract;

for compliance with any legal obligation to which the data
controller is subject, other than an obligation imposed by
contract;

in order to protect the vital interests of the data subject;
for the administration of justice;
for the exercise of any functions of either House of Parliament;

for the exercise of any functions conferred on any person by or
under any enactment;

for the exercise of any functions of a public authority;

for the purposes of legitimate interests pursued by the data
controller or by the third party to whom the data is disclosed,
except where the processing is unwarranted in any particular
case by reason of prejudice to the rights and freedoms or
legitimate interests of the data subject; or

processing is necessary for the purposes of the legitimate
interests pursued by the data controller or by a third party, except
where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which
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require protection of personal data, in particular where the data
subject is a child.

(2) Subsection (1)(b)(x) shall not apply to processing carried out by public
authorities in the performance of their tasks.

Conditions for consent

741) Where processing is based on consent, the data controller shall
demonstrate that the data subject has consented to processing of his personal data.

(2) Where the data subject's consent is given in the context of a written
declaration which also concerns other matters, the request for consent shall be
presented in a manner which is clearly distinguishable from the other matters, in
an intelligible and easily accessible form, using clear and plain language.

(3) A data subject has the right to withdraw his consent in respect of the
processing of his personal data at any time and the data controller shall inform
the data subject of his right to withdraw prior to him giving consent to the data
controller to process his personal data.

(4) The withdrawal of consent by the data subject shall not affect the
lawfulness of processing based on consent before its withdrawal.

(5) In determining whether consent is freely given, the data controller shall
take into account whether the performance of a contract, including the provision
of a service, is conditional on consent to the processing of personal data that is
not necessary for the performance of that contract.

Conditions applicable to child's consent

8.(1) The processing of a child’s personal data shall be lawful only where

and to the extent that consent is given or authorised by the parent or guardian of
the child.

(2) The data controller shall make reasonable efforts to verify in such cases
that consent is given or authorised by the parent or guardian of a child, taking
into consideration available technology.
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(3)  Subsection (1) shall not affect contract law under any enactment in respect
of the validity, formation or effect of a contract in relation to a child.

Processing of sensitive personal data

9.(1)
(@)
()

(c)

(@)

{e)

Processing of sensitive personal data shall be prohibited uniess
the data subject gives his consent to the processing;

the processing is necessary for the purposes of exercising or performing
any right or obligation which is conferred or imposed by law on the
data controller in connection with employment;

the processing is necessary in order to protect the vital interests of the
data subject or another person, in a case where

(i) consent cannot be given by or on behalf of the data subject; or

(ii) the data controller cannot reasonably be expected to obtain the
consent of the data subject;

the processing is necessary in order to protect the vital interests of
another person, in a case where consent by or on behalf of the data
subject has been unreasonably withheld;

the processing

(i)  iscarried out in the course of its legitimate activities by any body
or association which

(A) is not established or conducted for profit; and

(B) exists for political, philosophical, religious or trade union
purposes;
(ii) is carried out with appropriate safeguards for the rights and
freedoms of data subjects;

(iii) relates only to individuals who either are members of the body
or association or have regular contact with it in connection with
its purposes; and



(®

(h)
()

0

k)

@)

{m)
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(iv) does not involve disclosure of the personal data to a third party
without the consent of the data subject;

the information contained in the personal data has been made public
as a result of steps deliberately taken by the data subject;

the processing is necessary

(i) for the purpose of, or in connection with, any legal proceedings
including prospective legal proceedings;

(ii) for the purpose of obtaining legal advice; or

(iii) otherwise for the purposes of establishing, exercising or
defending legal rights;

the processing is necessary for the administration of justice;

the processing is necessary for the exercise of any functions of either
House of Parliament;

the processing is necessary for the exercise of any functions conferred
on any person by or under an enactment;

the processing is necessary for the exercise of any functions of a public
authority;

the processing is necessary for medical purposes and is undertaken by
(i) a health care professional; or

(i1) a person who in the circumstances owes a duty of confidentiality
which is equivalent to that which would arise if that person were
a health care professional;

the processing

(i) isof sensitive personal data consisting of information as to racial
or ethnic origin; and

(ii) is necessary for the purpose of identifying or keeping under
review, the existence or absence of equality of opportunity or
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treatment between persons of different racial or ethnic origins,
with a view to enabling such equality to be promoted or
maintained; and

(iii) is carried out with appropriate safeguards for the rights and
freedoms of data subjects.

(2) The Minister may by order specify circumstances other that those
identified in subsection (1) where sensitive personal data may be processed.

(3) Anorder made pursuant to subsection (2) is subject to negative resolution.

(4) For the purposes of subsection (1){{) “medical purposes” includes the
purposes of preventative medicine, medical diagnosis, medical research, the
provision of care and treatment and the management of health care services.

PART 11
RIGHTS OF A DATA SUBJECT

Right of access
10.(1) A data subject has the right

{a) to be informed by a data controller whether personal data of that data
subject is being processed by or on behalf of the data controller;

(b) where personal data of the data subject is being processed by or on
behalf of the data controller, to request from, and to be given by, the
data controller, a description of

(i)  the purposes of the processing;
(ii)  the categories of personal data concerned;

(iii)  the recipients or categories of recipient to whom the personal
data has been or will be disclosed, in particular recipients in
other countries or international organisations;
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(iv)  where possible, the envisaged period for which the personal data
will be stored, or, if not possible, the criteria used to determine
that period;

(v) the existence of the right to request from the data controller
rectification or erasure of personal data or restriction of
processing of personal data concerning the data subject or to
object to such processing;

(vi) the right to lodge a complaint with the Commissioner;

(vii) any available information as to their source, where the personal
data is not collected from the data subject;

(viii) the existence of automated decision-making, including
profiling, referred to in section 18 and, at least in those cases,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing
for the data subject.

(2)  Where personal data is transferred to another country or to an international
organisation, the data subject shall have the right to be informed of the appropriate
safeguards pursuant to section 24.

(3) The data controller shall provide a copy of the personal data undergoing
processing to the data subject and where more copies are requested by the data
subject, the data controller may charge a reasonable fee based on administrative
costs.

(4)  Where the data subject makes the request for personal data by electronic
means, and unless otherwise requested by the data subject, the personal data shall
be provided in electronic form.

(5) The right of the data subject to obtain a copy of personal data referred to
subsection (3) shall not adversely affect the rights and freedoms of other data
subjects.












